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Make the following changes to section 7.3.2.89:

7.3.2.89 Interworking information element

The format of Access Network Options field is shown in Figure 7-95o114. 
	Bits:
	B0 - B3
	B4
	B5
	B6
	B7

	
	Network
Type Codes


	Internet
	ASRA
	Reserved
	UESA

	Figure 7-95o114—Access Network Options format


A non-AP STA sets Internet, ASRA and UESA fields to 0 when including the Interworking element in the Probe Request frame. A non-AP STA sets the Internet and ASRA bits to 0 when including the Interworking element in (Re)association Request frames. In (Re)association Request frames, a non-AP STA sets the UESA bit according to the procedures in 11.23.6. The Network Type Codes are shown in Table 7-43bb. The Network Type Codes field is set by the AP to advertise its Network Type to non-AP STAs. A non-AP STA uses this field to indicate the desired Network Type in an active scan. See Annex W.1 for informative text on usage of fields contained within the Interworking element.

	Table 7-43bb—Network Type Codes



	Network Type Codes
	Meaning
	Description

	0
	Private network
	Non-authorized users are not permitted on this network. Examples of this network type are home networks and enterprise networks, which may employ user accounts. Private networks do not necessarily employ encryption.

	1
	Private network with guest access
	Private network but guest accounts are available. Example of this network type is enterprise network offering access to guest users.

	2
	Chargeable public network
	The network is accessible to anyone, however, access to the network requires payment. Further information on types of charges may be available through other methods (e.g., 802.21, http/https redirect or DNS redirection). Examples of this network type is a hotspot in a coffee shop offering internet access on a subscription basis or a hotel offering in-room internet access service for a fee.

	3
	Free public network
	The network is accessible to anyone and no charges apply for the network use. An example of this network type is an airport hotspot or municipal network providing free service.

	4
	Personal Device Network
	A network of personal devices. An example of this type of network is a camera attaching to a printer, thereby forming a network for the purpose of printing pictures.

	5
	Emergency Services Only Network
	A network dedicated and limited to accessing emergency services.

	6 to 13
	Reserved
	Reserved

	14
	Test or experimental
	The network is used for test or experimental purposes only.

	15
	Wildcard
	Wildcard network type


Bit 4 is the Internet field. The AP sets this field to 1 if the network provides connectivity to the Internet; otherwise it is set to 0 indicating that it is unspecified whether the network provides connectivity to the Internet. 

Bit 5 is the Additional Step Required for Access (ASRA) field. It is set to 1 by the AP to indicate that the network requires a further step for access. It is set to 0 whenever dot11RSNAEnabled is true. For more information, refer to Network Authentication Type Information in 7.3.4.4. 
Bit 6 is reserved.

Bit 7 is the Unauthenticated Emergency Service Accessible (UESA) field. When the AP sets it to 0, this field indicates that no unauthenticated emergency services are reachable through a BSS using this SSID. When set to 1, this field indicates that higher layer unauthenticated emergency services are reachable through a BSS using this SSID. A STA uses the Interworking information element with the UESA bit set to 1 to gain unauthenticated access to a BSS to access emergency services. See 11.23.2.
Make the following changes to section 11.23.5:

11.23.5 Interworking Procedures: Emergency Services Support

Emergency Service support provides STAs with the ability to contact authorities in an emergency situation. The following procedures allow the STA to determine whether emergency services are supported by the AP, and whether un-authenticated emergency service access is allowed.

In an AP, when dot11ESNetwork is true, the network is dedicated and limited to accessing emergency services.  When dot11ESNetwork is true, the network type field in the Interworking element shall be set to the value for Emergency Services Only Network (see Table 7-43bb). When dot11ESNetwork is false, the network is not limited to accessing emergency services, and the network type field in the Interworking element shall be set to a value other than Emergency Services Only Network.

When the AP is located in a regulatory domain that requires location capabilities, the Network Type shall not be set to Emergency Services Only Network (see Table 7-43bb) unless location capability is enabled on the AP. Location capability is enabled when the Civic Location or Geo Location field in the Extended Capabilities Element is set to 1 in a Beacon or Probe response frame.

	


	
	
	

	

	
	

	
	
	

	
	
	

	
	
	





W.4 Interworking with External Networks and Emergency Call Support 

Emergency Services define the IEEE 802.11 functionality to support an Emergency Call (e.g., E911) service as part of an overall multi-layer solution, specifically capability advertisement and access to ES by STAs not having proper security credentials. “Multi-layer” indicates that Emergency Services will be provided by protocols developed in part by other standards bodies, see [B42], [B38] and [B41]. Three features of Interworking with External Networks support emergency call services.

The first feature is a mechanism for a non-AP STA to signal to an AP that a call is an emergency call. This is useful in the case where the access category to be used to carry the emergency call traffic (typically AC_VO) is configured for mandatory admission control. If the WLAN is congested, then the AP can deny the TSPEC request for bandwidth to carry the call. However, if the AP is able to determine that the call is an emergency call, then it can invoke other options to admit the TSPEC request. 

The second and third features provide the means for a client without proper security credentials to be able to place an emergency call. The second feature makes use of Interworking information element which can be included in Association request frames in order to bypass the IEEE 802.1X port at an AP for un-authenticated access to emergency services. This is described further in Annex W.4.4. The third feature makes use of an SSID configured for Open Authentication to provide emergency services and is described in Annex W.4.2.

The STA has the burden to confirm the availability of emergency services from the 802.11 network, including that the network is authorized for emergency services. The time it takes for a client to find an authorized emergency services network is related to the speed of forward progress the authorized network can make over the air with the STA, relative to all of the other networks (attackers as well), and is inversely related to the number of false advertisements. A STA can confirm the availability of emergency services by observing the value of the Network Type, Internet and UESA bits in the Interworking element of any received Beacon or Probe response frame.




Introduction


This proposal addresses comment ID 238


This proposal is based on Draft P802.11u_D8.0





The proposal deletes the ESC bit indication from the draft specification and adds an ESO network type.


























�Gabor, I’m not sure if we need to add this or not—suggest we ask Necati.
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