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· Authentication frame format 

Change the second sentence of 7.2.3.10 as shown: 

Only Authentication frames with the authentication algorithm set to Open System authentication or, Fast BSS Transition, or SAE authentication may can be used within an RSNA.

Insert the following new rows into table 7-16:

	· Authentication frame body 

	Order
	Information
	Notes

	
	
	

	10
	Finite Cyclic Group
	An unsigned integer indicating a finite cyclic group as described in Error! Reference source not found.. This is present in SAE authentication frames.

	11
	Anti-Clogging Token
	A random bit-string used for anti-clogging purposes as described in Error! Reference source not found.. This is present in SAE authentication frames.

	12
	Send-Confirm 
	A binary encoding of an integer used for anti-replay purposes as described in Error! Reference source not found.. This is present in SAE authentication frames.

	13
	Scalar
	An unsigned integer encoded as described in Error! Reference source not found.. This is present in SAE authentication frames.

	14
	Element
	A field element from a finite field encoded as described in Error! Reference source not found.. This is present in SAE authentication frames.

	15
	Confirm
	An unsigned integer encoded as described in Error! Reference source not found.. T


Insert the following new rows into table 7-17 and change the title of the fourth column:

	· Presence of information elements in Authentication frames 

	Authentication Algorithm
	Authentication transaction sequence number
	Status Code
	Presence of fields 4-915

	SAE
	1
	Status
	Scalar is present if Status is zero.

Element is present if Status is zero.

Anti-Clogging Token is present if status is 52 or if frame is in response to a previous rejection with Status 52. 
Finite Cyclic Group is present if Status is zero.

	SAE
	2
	Status
	Send-Confirm counter is present. Confirm is present.

	
	
	
	


· Status Code field
Please make the new status code have <ANA 17> and increment all the rest of the <ANA *> numbers.

Insert the following rows into Status codes  and change the last row (Reserved) as shown.

	· Status codes 

	Status code
	Meaning

	· 
	Authentication is rejected because an anti-clogging token is required

	· 
	Authentication is rejected because the offered finite cyclic group is not supported.

	 REF  RTF350035003200370033003a00 \h
 +1 42-65535
	Reserved


· Scalar field 
The Scalar field is used with SAE authentication to communicate cryptographic material and is described in Scalar field . Its construction and encoding is described in Error! Reference source not found..

	
	Scalar

	Octets:
	variable

	· Scalar field


7.3.1.37 Element field

The Element field is used with SAE authentication to communicate an element in a finite field and is described in Figure s9 (Element field). It’s construction and encoding is described in 8.2A.5.4 (Encoding of Commit Messages). 
	
	Element

	Octets:
	variable

	· Element field


· Finite Cyclic Group field

The Finite Cyclic Group is used in SAE to indicate which cryptographic group to use in the SAE exchange. The number to group mapping is handled by the Diffie-Hellman Group Transform ID registry managed by IANA for the Internet Key Exchange (IKE), RFC 2409 
	
	Finite Cyclic Group

	Octets:
	2

	· Finite Cyclic Group field


Increment existing sections 7.3.1.37 and 7.3.1.39
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Abstract


This document provides resolution to the following CIDS : 2566, 2284, 2285, 2569, 2570. Please disregard the change bars in this Abstract. :-(  











Submission
page 1
Dan Harkins, Aruba Networks

