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3. Definitions

Change the following text as shown:


3.273 Information Query Protocol: The query protocol for information retrieval. 

Change the following text as shown:

4. Abbreviations and acronyms

Change the abbreviation as following:


IQP 
information query protocol

Change the text in the following sub-clauses as shown: 
5.9 Generic Advertisement Service

In an infrastructure BSS the Generic Advertisement Service (GAS) provides functionality that enables non-AP STAs to discover the availability of information related to desired network services, e.g., information about local access services, available Subscription Service Providers (SSP) and/or SSPNs or other external networks.

While the specification of network services information is out of scope of IEEE 802.11, there is a need for non-AP STAs to query for information on network services provided by SSPNs or other external networks beyond an AP before they associate to the wireless LAN. GAS uses a generic container to advertise network services' information over an IEEE 802.11 network. Public Action frames are used to transport this information.

There are a number of reasons why providing information to a non-AP STA in a pre-associated state is beneficial:

—
It supports more informed decision making about an IEEE 802.11 infrastructure with which to associate. This is generally more efficient than requiring a non-AP STA to associate with an AP before discovering the information and then deciding whether or not to stay associated.

—
It is possible for the non-AP STA to query multiple networks in parallel.

—
The non-AP STA can discover information about APs that are not part of the same administrative group as the AP with which it is associated, supporting the selection of an AP belonging to a different IEEE 802.11 infrastructure that has an appropriate SSP roaming agreement in place.

In an IBSS, GAS functionality enables a STA to access the availability and information related to desired services provided by another STA in the IBSS. Exchange of information using GAS may be performed either prior to joining an IBSS or after joining the IBSS.

7.3.2.27 Extended Capabilities information element

Insert the following element and change the Reserved row in Table 7-35a as shown:
	Table 7-35a—Capabilities field



	Bit(s)
	Information
	Notes

	28
	Interworking
	When dot11InterworkingServiceEnabled is true, the Interworking field is set to 1 to indicate the STA supports Interworking Service as described in 11.23. When dot11InterworkingServiceEnabled is false, the Interworking field is set to 0 to indicate the STA does not support this capability.

	29
	QoS Map
	When dot11QosMapEnabled is true, the QoS Map field is set to 1 to indicate the STA supports QoS Map service as described in 11.23.8. When dot11QosMapEnabled is false, the QoS Map field is set to 0 to indicate the STA does not support this capability.

	31
	EBR
	When dot11EBREnabled is true, the EBR field is set to 1 to indicate the STA supports EBR as described in 7.3.2.91. When dot11EBREnabled is false, the EBR field is set to 0 to indicate the STA does not support this capability.

	32
	SSPN Interface
	When dot11SSPNInterfaceEnabled is true, the SSPN Interface field is set to 1 to indicate the AP supports SSPN Interface service as described in 11.23.5. When dot11SSPNInterfaceEnabled is false, the SSPN Interface is set to 0 to indicate the AP does not support this capability. 

	33
	EAS
	When dot11EASEnabled is true, the EAS field is set to 1 to indicate the STA supports the EAS mechanism as described in 11.23.6. When dot11EASEnabled is false, the EAS field is set to 0 to indicate the STA does not support this capability



	34
	MSGCF Capability
	When dot11MSGCFEnabled is true, the MSGCF Capability field is set to 1 to indicate the non-AP STA supports the MSGCF in 11B. When dot11MSGCFEnabled is false, the MSGCF Capability is set to 0 to indicate the non-AP STA does not support this capability.

	35
	IQP
	When dot11IQPEnabled is true, the IQP field is set to 1 to indicate the STA supports the IQP in 11.23.3.1. When dot11IQPEnabled is false, the IQP field is set to 0 to indicate the non-AP STA does not support this capability.

	36 28 - n
	Reserved
	All other bits are reserved, and are set to 0 on transmission and ignored on

reception.


7.3.2.90 Advertisement Protocol element

The Advertisement Protocol element contains information that identifies a particular advertisement protocol and its corresponding Advertisement Control. The Advertisement Protocol information element format is shown in Figure 7-95o116.

	
	Element ID
	Length
	Advertisement Protocol Tuple # 1
	Advertisement Protocol Tuple # 2

(optional)
	... 
	Advertisement Protocol Tuple 

# n

(optional)

	Octets:
	1
	1
	Variable
	variable
	
	variable

	Figure 7-95o116—Advertisement Protocol element format


Change the Advertisement Protocol Ids in Table 7-43be.

	Table 7-43be—Advertisement Protocol ID definitions



	Name
	Value

	
	

	Information Query Protocol
	0

	MIH Information Service
	1

	MIH Command and Event Services Capability Discovery
	2

	Emergency Alert System (EAS) 
	3

	Location-to-Service Translation Protocol
	4

	Reserved
	5-220

	Vendor Specific
	221

	Reserved
	222-255


—
The Information Query Protocol (IQP) supports information retrieval from an information repository on a STA or external network The IQP I is a protocol used by a requesting STA to query another STA (i.e., the receiving STA can respond to queries with or without proxying the query to a server in an external network).
—
MIH Information Service is a service defined in IEEE 802.21 (see IEEE P802.21-2008) to support information retrieval from an information repository in an external network. 

—
MIH Command and Event Services capability discovery is a mechanism defined in IEEE 802.21 (see IEEE P802.21-2008) to support discovering capabilities of command service and event service entities in an external network. 

Insert the following new subclauses after 7.3.3:

7.3.4 Information Query Protocol elements

Information Query Protocol elements are defined to have a common format consisting of a 2-octet Info ID field, a 2-octet length field, and a variable-length element-specific information field. Each element is assigned a unique Info ID as defined in this standard. The Information Query Protocol element format is shown in Figure 7-95o125. See Annex W.1 for informative text on IQP usage. 

	
	Info ID
	Length
	Information

	Octets:
	2
	2
	variable

	Figure 7-95o125—Information Query Protocol element format


Each Information Query Protocol element in 7.3.4 is assigned a unique 2-octet Info ID. The set of valid Info IDs are defined in Table 7-43bg. The 2-octet Info ID is encoded following the conventions given in 7.1.1.

The Length field specifies the number of octets in the Information field and is encoded following the conventions given in 7.1.1.

7.3.4.1 Information Query Protocol Capability List

The Informaton Query Protocol Capability List provides a list of information/capabilities that has been configured on a STA or a remote information repository. The Information Query Protocol elements that may be configured are shown in Table 7-43bg. The Informaton Query Protocol Capability List element is returned in response to a IQP Capability list request. 

	Table 7-43bg—Information Query Protocol info ID definitions



	Info Name
	Info ID
	Native Info Element (clause)

	Reserved
	0-255
	n/a

	IQP Capability List
	256
	7.3.4.1

	Venue Name information
	257
	7.3.4.2

	Emergency Call Number information
	258
	7.3.4.3

	Network Authentication Type information
	259
	7.3.4.4

	Roaming Consortium List
	260
	7.3.4.5

	IP Address Type Availability information
	261
	7.3.4.7

	NAI Realm List
	262
	7.3.4.8

	3GPP Cellular Network information
	263
	7.3.4.9

	AP Geospatial Location
	264
	7.3.4.10

	AP Civic Location
	265
	 7.3.4.11

	Domain Name List
	266
	7.3.4.12

	Emergency Alert URI
	267
	7.3.4.13

	Reserved
	268– 56796
	n/a

	Information Query Protocol vendor-specific list
	56797
	7.3.4.6

	Reserved
	56798 – 65535
	n/a


The format of the Capability List is provided in Figure 7-95o126.

	
	Info ID
	Length
	Info ID #1
	Info ID 

#2
(optional)
	 
	Info ID

#n
(optional)
	IQP
Vendor-Specific List 
#1

(optional)


	 
	IQP 

Vendor-Specific List 
#n

(optional)



	Octets:
	2
	2
	2
	0 or 2
	 
	0 or 2
	variable
	 
	variable

	Figure 7-95o126—Capability List format


The Info ID is a 2-octet field whose value is drawn from Table 7-43bg corresponding to the Capability List.

The Length is a 2-octet field whose value is equal to 2 times the number of Info IDs present plus the number of octets in each IQP Vendor-Specific list. 

Each Info ID included in the Capability List declares that a subsequent query for that Info ID will return the requested IQP element.. Each Info ID returned is one of the Info IDs in Table 7-43bg. The Info ID for Capability list is always included in the Capability List returned in an IQP query response. The list does not include any duplicate Info IDs, except possibly the Info ID for the IQP Vendor-specific list. The Info IDs returned in the Capability List are ordered by increasing Info ID value except for IQP Vendor-specific lists which are always ordered to be at the end.

The IQP Vendor-specific list is defined in 7.3.4.6. The Capability list is structured such that when an Info ID equal to the value of the IQP Vendor-specific list from Table 7-43bg is present, that Info ID is the Info ID of the IQP Vendor-specific list (i.e., it is the first 2 octets of the list). When an IQP Vendor-specific list is present in the Capability List, the Capability List element contains the capabilities of that vendor-specific query protocol.

7.3.4.5 Roaming Consortium List 

The Roaming Consortium List provides a list of information about the Roaming Consortium and/or SSPs whose networks are accessible via this AP. This list may be returned in response to an IQP GAS Request. The format of the Roaming Consortium List is provided in 7-95o133.

7.3.4.6 Information Query Protocol vendor specific list

The Information Query Protocol vendor-specific list is used to query for information not defined in this standard within a single defined format, so that reserved Info IDs are not usurped for nonstandard purposes and inter operability is more easily achieved in the presence of nonstandard information. The element is in the format shown in Figure 7-95o135.

	
	
	
	
	

	
	Info ID
	Length
	OI
	Vendor Specific Content

	Octets:
	2
	2
	Variable
	variable

	Figure 7-95o135—Information Query Protocol vendor specific query format


The Info ID field is equal to the value in Table 7-43bg corresponding to the Information Query Protocol vendor specific list.

7.3.4.7 IP Address Type Availability Information 

The IP Address Type Availability information provides non-AP STA with the information about the availability of IP address version and type which could be allocated to the non-AP STA after successful association. This information may be returned in response to an IQP GAS Request. The format of the IP Address Type Availability information is shown in Figure 7-95o136.

7.3.4.8 NAI Realm List

The NAI Realm List provides a list of NAI Realms corresponding to SSPs or other entries whose networks or services are accessible via this AP; optionally included with each NAI Realm is a list of one or more EAP Method sub-fields, which that NAI Realm uses for authentication. The NAI Realm list may be returned in response to an IQP GAS Request. The format of the   NAI Realm List is provided in Figure 7-95o138.

7.3.4.10 AP Geospatial Location

The AP Geospatial Location element provides the AP’s location in LCI format, see 7.3.2.22.9. This list element may be returned in response to a IQP GAS Request. The format of the AP Geospatial Location element is provided in Figure 7-95o144.
7.3.4.11 AP Civic Location

The AP Civic Location element provides the AP’s location in civic format. This list element may be returned in response to an IPQ GAS Request. The format of the AP Civic Location element is provided in Figure 7-95o145.

7.3.4.12 Domain Name List

The Domain Name List element provides a list of domain names corresponding to SSPs whose networks are accessible via the AP. Domain Names in this element are taken from dot11DomainNameTable. This list element may be returned in response to a IQP GAS Request. The format of the Domain Name List element is provided in Figure 7-95o146.
11.23 WLAN Interworking with External Networks Procedures

Change the following subclauses as shown:

11.23.3 Interworking Procedures: Generic Advertisement Services

This subclause describes the actions and procedures that are used to invoke Generic Advertisement Services (GAS). GAS may be used to enable network selection for STAs where dot11InterworkingServiceEnabled is true. GAS provides transport mechanisms for advertisement services while STAs are in un-associated state as well as the associated state, as defined in 11.3. This is accomplished via the use of Public Action management frames which are class 1 frames. When Management Frame Protection is negotiated, stations shall use individually addressed Protected Dual of Public Action frames instead of individually addressed Public Action frames.

A GAS message exchange may take place between two STAs; one STA transmits a GAS Query and the receiving STA transmits the GAS Query Response as described in 11.23.3.1. 

GAS uses GAS Public Action frames for transport of a query request and response. using one of the query protocols in Table 7-43be.GAS shall be supported by a STA when dot11InterworkingServiceEnabled is true and one or more dot11GASAdvertisementID are not null. Non-AP STAs shall not use GAS  Advertisement Protocols unless the Advertisement Protocol ID is included in the Advertisement Protocol element in a beacon or Probe Response frame. The Advertisement Protocol element specifies the Advertisement Protocols that a non-AP STA may use to communicate with advertisement servers, which may be located in the STA or an external network. The Advertisement Protocol identifies the query language used by the advertisement server. 

The GAS protocol, which is used to transport Queries and Query Responses, is transparent to the Advertisement Protocol. GAS information delivery is supported only using individually addressed action frames.

11.23.3.1 Information  Query Protocol 
11.23.3.1.1 Information Query Protocol procedures
Information Query Protocol (IQP) shall be supported by a STA whenever dot11InterworkingServiceEnabled is true and dot11IQPEnabled is true.  When Advertisement Prodocol ID is set to IQP in Beacon and Probe Response frames, a non-AP STA may use IQP to retrieve network related information and supported services. 
A STA accomplishes this by transmitting one or more IQP Info IDs or IQP vendor-specific query elements in the Query Request field in a GAS Initial Request frame. The receiving STA responds to the query using a GAS Initial Response or GAS Comeback Response frames. 
 STAs where  dot11InterworkingServiceEnabled is  true shall be capable of returning the IQP Capability List in an IQP GAS message exchange;  STA support for all other IQP elements is optional. Non-AP STAs where dot11InterworkingServiceEnabled is true and dot11IQPEnabled is true  shall be capable of requesting the IQP Capability List in a GAS message exchange; non-AP STA support for all other IQP elements is optional.

	Table 11-3—Information Query Protocol usage



	
	
	BSS
	
	IBSS

	Info Name
	Native Info Element (clause)
	AP
	Non-AP STA
	STA

	IQP Capability List
	7.3.4.1
	T, R
	T, R
	T, R

	Venue Name information
	7.3.4.2
	T
	R
	----

	Emergency Call Number information
	7.3.4.3
	T
	R
	----

	Network Authentication Type information
	7.3.4.4
	T
	R
	----

	Roaming Consortium List
	7.3.4.5
	T
	R
	----

	Native Query Protocol vendor-specific list
	7.3.4.6
	T, R
	T, R
	T, R

	IP Address Type Availability information
	7.3.4.7
	T, R
	T, R
	T, R

	NAI Realm List
	7.3.4.8
	T
	R
	T, R

	3GPP Cellular Network information
	7.3.4.9
	T
	R
	----

	AP Geo Location
	7.3.4.10
	T
	R
	T, R

	AP Civic Location
	 7.3.4.11
	T
	R
	T, R

	Domain Name List
	7.3.4.12
	T
	R
	----

	Emergency Alert URI
	7.3.4.13
	T
	R
	T, R

	Symbols

T
IQP element may be transmitted by MAC entity

R
IQP element may be received by MAC entity

---
IQP element is neither transmitted nor received by MAC entity
	
	
	
	


A STA that encounters an unknown or reserved IQP Info ID value in a GAS frame (see Table 7-57aj) received without error shall ignore that IQP Info ID and shall parse any remaining IQP Info IDs. 

A STA that encounters an unknown vendor-specific OI field or subfield in a GAS frame (see Table 7-57aj) received without error shall ignore that field or subfield respectively, and shall parse any remaining fields or subfields for additional information with recognizable field or subfield values.

11.23.3.1.1.1 AP Geo Location procedures

A STA where dot11InterworkingServiceEnabled is true may retrieve an AP's Geo location using GAS procedures in 11.23.3.1. A STA in the associated state should retrieve Geo location information from the AP using the procedures in 11.10.8.

11.23.3.1.1.2 AP Civic Location procedures

A STA where dot11InterworkingServiceEnabled is true may retrieve an AP's Civic location using GAS procedures in 11.23.3.1. A STA in the associated state should retrieve Civic location information from the AP using the procedures in 11.10.8.

11.23.3.1.1.3 AP Procedures for advertising EAP Method associated with an NAI Realm

When dot11RSNAEnabled is true, NAI realms along with their supported authentication methods may be advertised using the NAI Realm List (see 7.3.4.8). Each realm may be optionally associated with a set of EAP methods. Each EAP method may be optionally associated with a set of Authentication Parameters. The NAI realm information provides a hint on the methods a STA can establish an association in an RSN IEEE 802.1X environment. If the non-AP STA recognizes the NAI realm, it may attempt authentication even if it believes the EAP methods are incorrect.

A non-AP STA where dot11InterworkingServiceEnabled is true may process the NAI realm list. The selection of the NAI realm the non-AP STA uses for authentication is out of scope of this standard.

A non-AP STA where dot11InterworkingServiceEnabled is true may optionally process the EAP Method list as follows: 

—
The EAP Method list provided by the AP shall be in priority order (the most preferred EAP Method is listed first).

—
The credential types help the STA to determine what credentials to use for authentication.

—
The STA should confirm the GAS advertisement after an RSNA is established by performing a GAS query for the NAI Realm List using Protected Dual of Public Action frames.

Note—The advertisements should be confirmed after the RSNA is established to avoid downgrade attacks.

The policy which determines whether or not a non-AP STA should attempt authentication and/or association with any particular IEEE 802.11 Access Network is outside the scope of this standard.

11.23.3.1.2 Information Query Protocol Procedures at the Requesting  Non-AP STA  

The STA sends a GAS query by transmitting a GAS Initial Request frame containing a Dialog Token, an Advertisement Protocol element containing an Advertisement Protocol ID set to IQP, zero or more Information Query Info ID values drawn from Table 7-43bg that are not equal to the vendor-specific value, followed by one or more IQP vendor-specific query elements in the Query Request field. 
Upon receipt of an MLME-GAS.request primitive with Advertisement Protocol ID set to IQP, the requesting STA shall engage in a GAS message exchanges as described in 11.23.3.2.1. 







	Table 11-4—GAS MLME Primitive’s Encoding of Result Code to Status Code field



	StatusCode
	ResultCode

	59
	ADVERTISEMENT_PROTOCOL_NOT_SUPPORTED

	60
	NO_REQUEST_OUTSTANDING

	61
	QUERY_RESPONSE_OUTSTANDING

	62
	TIMEOUT

	63
	QUERY_RESPONSE_TOO_LARGE

	64
	PARTIAL_QUERY_RESPONSE_CONFIG

	65
	SERVER_UNREACHABLE

	66
	REQUEST_INFO_NOT_CONFIGURED

	67
	TRANSMISSION_FAILURE

	68
	PARTIAL_QUERY_RESPONSE_SIZE


11.23.3.1.3  Information Query Protocol  Procedures at the Responding STA

Upon receipt of a GAS Initial Request frame with Advertisement Protocol ID set to IQP, an MLME-GAS.indication primitive shall be issued to the STA’s SME. Upon receipt of an MLME-GAS.response primitive, the STA shall transmit a GAS Initial Response frame to the requesting STA according to the  procedures as described in 11.23.3.2.2.

a)
If the query request corresponds to information available on the STA or external server, , the STA shall transmit a query response containing one or more IQP Info elements corresponding to the query (Table 7-43bg). If the query request Info ID contained a value equal to the Information Query protocol Vendor Specific List value, then one or more Information Query protocol Vendor Specific List elements (see 7.3.4.6) shall be returned in the Query Response field.

b)
If all of the InfoIDs in the query requests corresponds to information that is not available on the STA or external server server, the STA shall transmit a directed GAS Initial Response frame to the requesting STA with a Status Code equal to “Request Info Not Configured”, an Advertisement Protocol element containing an Advertisement Protocol ID set to IQP and a Query Response Length set to 0.

c)
If one or more of the Info IDs in the query request corresponds to information that has been configured on the STA or external server and one or more of the Info IDs in the query request corresponds to information that is not available on the STA, with a Status Code equal to “Partial Query Response returned—one or more of the requested IQP elements is not configured”, an Advertisement Protocol element containing an Advertisement Protocol ID set to IQP and a Query Response containing the available IQP response elements.

Note—this behavior facilitates a requesting STA to combine a query for the IQP Capabilities List with a query for other IQP elements into a single query request before it’s known to the requesting STA whether or not they can be provided in a query response. This may lead to a more efficient query and response message exchange.

d)
. 
11.23.3.2 GAS Protocol

A non-AP STA obtains GAS advertisement capability information from Beacon or Probe Response frames. The Advertisement Protocol element indicates the Advertisement Protocol IDs supported in the BSS or IBSS. A non-AP STA transmits a GAS query using GAS Initial Request frames and the receiving STAprovides information on how to receive the query response via a GAS Initial Response frame. 

11.23.3.2.1 Non-AP STA Procedures to Transmit a GAS Query

Upon receipt of an MLME-GAS.request primitive, the non-AP STA shall engage in the following procedure to transmit a query:

a)
The non-AP STA sends aGAS query by transmitting a GAS Initial Request frame containing a Dialog Token, an Advertisement Protocol element containing an Advertisement Protocol ID and the Query Request field.

b)
Upon transmission of the GAS Initial Request frame, the STA shall set a timer, referred to as the dot11GASResponseTimer, equal to the dot11GASResponseTimeout MIB object or the QueryFailureTimeout parameter provided in the MLME-GAS.request primitive. If both values are present, the timer shall be set to the lesser of the two values. 
c)
If the non-AP STA is not in the associated state, it shall remain in active mode until the receipt of a GAS Initial Response frame with the same Dialog Token as in the GAS Initial Request frame or until the expiry of the timer, whichever occurs first. If the non-AP STA is in the associated state, it may go into power save state until the GAS Initial Response frame is available for receipt or the timer expiry, whichever occurs first.

d) 
If a GAS Initial Response frame is received with a status value of “successful”, and the GAS Comeback Delay is set to 0, then the query was successful and the query result is provided in the GAS Initial Response frame. The MLME shall issue an MLME-GAS.confirm primitive indicating successful completion of the query along with the query response.

e)
If a GAS Initial Response frame is received with a status value equal to “successful”, and the GAS Comeback Delay is not zero, then the GAS query was successfully sent, the query result was not immediately available and the non-AP STA shall use the procedures outlined in 11.23.3.2.3 to retrieve the query response. Upon reception of the GAS Initial Response frame with a status value equal to “successful”, the non-AP STA shall reset the dot11GASResponseTimer to the value in the dot11GASResponseTimeout MIB object.
f)
If a GAS Initial Response frame is received with a status value equal to “Advertisement Protocol Not Supported”, the GAS query was not successful and the MLME shall issue an MLME-GAS.confirm primitive with status so indicating and shall set the Query Response Length field to 0.

g)
If a GAS Initial Response frame is received with a status value equal to “Server unreachable”, the GAS query was not successful and the MLME shall issue an MLME-GAS.confirm primitive with status so indicating and shall set the Query Response Length field to 0.

h)
If the dot11GASResponseTimer expires before a GAS Initial Response frame is received, the  GAS query was not successful and the MLME shall issue an MLME-GAS.confirm primitive indicating “timeout” and shall set the Query Response Length field to 0.

11.23.3.2.2 STA Procedures to Respond to a GAS Initial Request query

Upon receipt of a GAS Initial Request frame, an MLME-GAS.indication primitive shall be issued to the STA’s SME. Upon receipt of an MLME-GAS.response primitive, the STA shall transmit a GAS Initial Response frame to the requesting non-AP STA according to the following procedures. If the requesting non-AP STA is in the associated state and in the power-save mode, the STA shall buffer the frame for transmission according to the procedures in 11.2.1; otherwise the STA shall queue the frame for transmission.

a)
If the Advertisement Protocol ID in the Advertisement Protocol element does not equal the value contained in any dot11GASAdvertisementID MIB object, then the STA shall not post the query to an internal or external advertisement server. The STA shall transmit a directed GAS Initial Response frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code equal to “Advertisement Protocol Not Supported” (see Table 11-4), an Advertisement Protocol element corresponding to the Advertisement Protocol ID contained in the GAS Initial Request frame and a Comeback Delay and Query Response Length both set to 0. 

b)
If the query request corresponds to an advertisement protocol whose server is currently unreachable, the STA shall transmit a directed GAS Initial Response frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code equal to “Server Unreachable”, an Advertisement Protocol element containing an Advertisement Protocol ID corresponding to the Advertisement Protocol ID contained in the GAS Initial Request frame and a Comeback Delay and Query Response Length both set to 0. The method used by the AP to determine the server is unreachable is out of scope of this specification. A non-AP STA receiving a status code indicating the server is unreachable should wait at least 1 minute before transmitting any further queries using the same Advertisement Protocol ID to any AP in the homogeneous ESS.

c)
If the Advertisement Protocol ID in the Advertisement Protocol element equals the value contained in any dot11GASAdvertisementID MIB object, then the AP shall post the query to the local or remote advertisement server in an external network. The methods and protocols the AP uses to post the query are outside the scope of this specification.

d)
If the query is result is immediately available and the query result is equal to or less than maximum MMPDU size, the STA shall transmit an individually addressed GAS Initial Response frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to “success”, an Advertisement Protocol element corresponding to the Advertisement Protocol ID contained in the GAS Initial Request frame, a GAS Comeback Delay set to 0 indicating the query is completed and the query result is contained in the GAS Initial Response frame and a Query Response Length set to the query response length. 
e)
If the query is result is immediately available but the query result is larger than maximum MMPDU, the STA shall transmit an individually addressed GAS Initial Response frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to “success”, an Advertisement Protocol element corresponding to the Advertisement Protocol ID contained in the GAS Initial Request frame, a GAS Comeback Delay set to the value in dot11GASComebackDelay for this Advertisement Protocol and a Query Response Length set to 0, indicating the query resulted fragmentation and the responding STA shall queue and transmit the query result as described in 11.23.2.3. The requesting STA shall retrieve the query result as described in 11.23.2.4.
f)
If the query is result is not immediately available,  the STA initializes a timer, referred to as the PostReplyTimer, to the value in dot11GASResponseTimeout MIB object and transmits an individually addressed GAS Initial Response frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to “success”, an Advertisement Protocol element corresponding to the Advertisement Protocol ID contained in the GAS Initial Request frame, a GAS Comeback Delay set to the value in dot11GASComebackDelay for this Advertisement Protocol and a Query Response Length set to 0.
11.23.3.2.3 STA Procedures for delivering a GAS Query Response

If the query is result is immediately available at the STA but the query result is larger than maximum MMPDU, the STA shall treat as if the processing of the query result not immediately avaliable. The STA shall buffer the query response for a minimum of dot11GASResponseBufferingTime and process it as descibed for when the query result is not available as described below. 
If the query result is not immedieately avaliable at the STA, after receiving a query response from a server the STA shall buffer the query response for a minimum of dot11GASResponseBufferingTime after the expiry of the GAS Comeback Delay. If the STA does not receive a GAS Comeback Request frame whose source MAC address and Dialog Token match the source MAC address and Dialog Token respectively of the corresponding GAS Initial Response frame within this time, it may drop the query response.
If the query result is larger than the configured Query Response Length Limit, it shall discard the response and instead return a status code of “GAS Query Response larger than permitted per configured AP policy” in the GAS Comeback Response frame. This behavior helps to prevent abuses of the medium which may be caused by overly general queries, which evoke a very large query response.

The GAS protocol supports Query Responses whose length is greater than the 802.11 maximum MMPDU size by the AP’s use of the GAS Query Response Fragment ID field in the GAS Comeback Response frame; the Query Response Fragment ID shall be set to 1 for the initial fragment and incremented by 1 for each subsequent fragment in a multi-fragment query response. If the Query Response is a multi-fragment response (i.e., contains more than 1 fragment), the AP shall transmit all fragments that belong to the same Query Response until all fragments are exhausted. The AP shall set the More GAS Fragments field of the GAS Query Response Fragment ID to 0 when the transmitted fragment is the final fragment. 

A STA shall use the following procedures to deliver a GAS Query Response.
Upon receipt of a GAS Comeback Request frame, an MLME-GAS.indication primitive shall be issued to the STA’s SME. Upon receipt of an MLME-GAS.response primitive, the STA shall transmit a GAS Comeback Response frame to the requesting STA according to the following procedures. If the requesting non-AP STA is in the associated state and in the power-save mode, the AP shall buffer the frame for transmission according to the procedures in 11.2.1; otherwise the AP shall queue the frame for transmission.

a)
If the PostReplyTimer expires before the GAS Query Response is received from the advertisement server then the AP shall buffer for transmission a GAS Comeback Response frame with a status code equal to “Timeout” (see Table 11-4). If the query response is subsequently received from the server, it shall be dropped by the AP.

b)
If the Query Response received from the server is larger than dot11GASQueryResponseLengthLimit, it shall be dropped by the AP. Then the AP shall buffer for transmission a GAS Comeback Response frame with status code set to “Query Response too large”.

c)
If the Query Response is received before the expiry of the PostReplyTimer and its length is less than dot11GASQueryResponseLengthLimit, then the Query Response shall be buffered in one or more GAS Comeback Response frames with a status code set to “success”. The AP transmits one GAS Comeback Response frame in response to each GAS Comeback Request frame. If the Query Response received from the external network is less than or equal to the maximum MMPDU payload size, then the GAS Query Response Fragment ID shall be set to zero and the More GAS Fragments field in the GAS Query Response Fragment ID shall be set to zero. If the Query Response received from the external network is greater than the maximum MMPDU payload size, then the GAS Query Response Fragment ID shall be set to zero if this is the first fragment of the Query Response transmitted, otherwise it shall be incremented by 1; the More GAS Fragments field in the GAS Query Response Fragment ID shall be set to one if there are more fragments of the Query Response to be transmitted, otherwise it shall be set to zero (i.e., this fragment is the last fragment of the Query Response).

d)
If a query response has not been received and the PostReplyTimer has not expired, the AP shall transmit a GAS Comeback Response frame with status equal to “Query response outstanding” (see Table 11-4) and GAS Comeback Delay set to the value in dot11GasComebackDelay for this Advertisement Protocol to indicate when the non-AP STA should comeback to obtain its Query Response.

e)
If an AP receives a GAS Comeback Request frame whose source MAC address and Dialog Token do not match the destination MAC address and Dialog Token respectively of an outstanding GAS Initial Response frame, the AP should transmit a GAS Comeback Response frame with a status code equal to “No request outstanding”.

11.23.3.2.4 Non-AP STA Procedures to retrieve a GAS Query Response  

If the GAS Query result is not immediately available, a non-AP STA shall transmit a GAS Comeback Request frame including the Dialog Token (drawn from the corresponding GAS Initial Response frame) immediately after the expiry of the GAS Comeback Delay. In response, the STA provides the Query Response in one or more GAS Comeback Response frames with the corresponding Dialog Token.

If a non-AP STA receives a GAS Comeback Response frame with status set to “Query response outstanding”, the non-AP STA shall wait for the GAS Comeback Delay from that frame and upon expiry of the GAS Comeback Delay, transmit another GAS Comeback Request frame. If the non-AP STA’s dot11GASResponseTimer (set in 11.23.3.2.1 step b) expires prior to receiving a GAS Comeback Response frame whose source MAC address and Dialog Token match those in the corresponding GAS Initial Response frame, the STA shall issue an MLME-GAS.confirm primitive with result code set to “timeout” and shall set the Query Response Length to 0.

If a non-AP STA receives a GAS Comeback Response frame with status set to “success” and the More GAS Fragments field in the GAS Query Response Fragment ID set to one, it shall transmit another GAS Comeback Request frame in order to retrieve the next GAS fragment of a multi-fragment query response.

If a non-AP STA receives a GAS Comeback Response frame with status set to “success” and the More GAS Fragments field in the GAS Query Response Fragment ID set to zero, the non-AP STA’s MLME shall determine that all fragments have been received by confirming that all fragment IDs from 0 to the value in the GAS Query Response Fragment ID when the More GAS Fragments field was set to 0 have been received. Upon receipt of the first GAS Comeback Response frame and every GAS Comeback Response frame thereafter, the dot11GASResponseTimer shall be reset. If all of the query response fragments were received before the expiry of the dot11GASResponseTimer, then the MLME shall issue an MLME-GAS.confirm with result code set to “success” along with the query response. If all of the query response fragments were not received before the expiry of the dot11GASResponseTimer, then the MLME shall issue an MLME-GAS.confirm with result code set to “transmission failure” and shall set the Query Response Length to 0.

After a non-AP STA receives the first GAS fragment of a multi-fragment query response, it shall continue retrieving the query response until all GAS fragments are received or until a transmission failure is detected; the non-AP STA shall not commence the retrieval of a another non-native GAS Query Response from the same AP until all GAS fragments are received or until a transmission failure is detected on the first GAS Query Response.

If a non-AP STA receives a GAS Comeback Response with status set to “Timeout” or “Query Response too large”, then the MLME shall issue an MLME-GAS.confirm with result code so indicating and shall set the Query Response Length to 0.

If a non-AP STA receives a GAS Comeback Response with status set to “No request outstanding”, then the MLME shall issue an MLME-GAS.confirm with result code set to “unspecified failure” and shall set the Query Response Length to 0.

11.23.3.2.5 GAS procedures interaction with Multiple BSSID Set

Non-AP STAs in the un-associated state may use GAS procedures to query servers in an external network for information. As described in 11.23.3.2, APs indicate their support for a particular GAS Advertisement Protocol by including an Advertisement protocol element with that Advertisement protocol ID in Beacon and Probe Response frames as described in 7.2.3.1 and 7.2.3.9 respectively. Non-AP STAs receiving Beacon or Probe Response frames from different APs may choose to engage in GAS frame exchange sequences with one or more of these APs. In some deployment scenarios, these APs may be operating as a Multiple BSSID set (as defined in 11.10.11) and may relay the GAS queries to the same logical advertisement server. Depending on the configuration of the IEEE 802.11 access network, the external network and the advertisement server, a query response from the advertisement server may or may not be dependent on the BSSID used in the GAS frame exchange sequence and thus the AP from which the query was relayed. If the GAS Query Response is dependent on the BSSID, a non-AP STA may choose to post queries using GAS procedures to more than one AP and expect possibly different Query Responses. If the Query Response is not dependent on the BSSID, then a non-AP STA may choose to post queries using GAS procedures to only one AP in the Multiple BSSID set (i.e., posting the same query to another member of the Multiple BSSID set would yield the same response).

When a Multiple BSSID (as defined in 11.10.11) set contains two or more members and dot11InterworkingServiceEnabled is true and dot11GASAdvertisementID is not null and a query to the advertisement server corresponding to the value of dot11GASAdvertisementID is not dependent on the BSSID value used in the GAS frame exchange sequence to post the query, then the PAME-BI bit in the Advertisement protocol tuple of the Advertisement protocol element corresponding to the value of dot11GASAdvertisementID shall be set to 1; otherwise this bit shall be set to zero.

Annex D

(normative) 

ASN.1 encoding of the MAC and PHY MIB 

Insert the following entries at the end of the dot11StationConfigEntry list as shown:

Dot11StationConfigEntry::=

SEQUENCE {



dot11IQPImplemented



TruthValue,


dot11IQPEnabled




TruthValue


}
dot11IQPImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION

“This attribute when true, indicates the STA is capable of supporting Information Query Protocol. A STA setting this to TRUE implements Information Query Protocol. When this is false, the STA does not implement Information Query Protocol.”

DEFVAL {false}

::= {dot11StationConfigEntry 131}

dot11EASEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION

“This attribute when true, indicates the STA is capable of supporting Information Query Protocol. The capability is disabled otherwise.”

DEFVAL {false}

::= {dot11StationConfigEntry 132}

Abstract


This submission addresses the following comments from the P802.11u Initial Sponsor Ballot: 316 329, 330, 333, and 334.  TGu has currently two separate query protocols i.e., Native Query Protocol and Non-Native Query Protocol. The non-AP STA will have to be aware of these two separate queries and distinguish between the two when making queries to the AP. This unnecessarily makes the implementation and behaviour complicated. The non-AP STA should not be forced to know if the information is local and use Native Query or when information is located remotely, use Non-Native Query. The Non-AP STA need not know where the information is located. The same information could be locally or remotely stored and retrieved. TGu seems to have made an implicit assumption which has led to creation of two methods for information exchange. This submission combines the Native and Non-Native Query Protocols into a single protocol, Information Query Protocol. 





This document is based on IEEE 802.11u-d8.01.














Submission
page 1
Necati Canpolat, Intel

