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Minutes of JTC1 Ad Hoc Meeting Tuesday, 19 Jan 10, PM2
1. Agenda document = 11-10/0128r0
2. Attendance - ~10
3. Chair – Andrew Myles 

4. Agenda – agenda was approved without dissent.
5. Motion to approve the minutes from the November JTC1 ad hoc meeting in Atlanta by Dan Harkins and seconded by Peter Yee was passed unanimously  

6. The goals of the JTC1 ad hoc committee were reviewed by Chair and listed on agenda slide 13

a. WAPI remains the main JTC1/SC6 item of interest to 802.11.

b. Recommend actions for and refinements to the relationship between ISO/IEC JTC1 and IEEE 802
7. WAPI status reviewed:

a. Proposed by the Chinese NB as an NP with ballot closing in early February.

b. Such standardization will produce a standalone document.

c. Draft document appears to violate IEEE copyright – IEEE staff are aware

d. Insecurity of 802.11 as a justification remains based on WPA and WEP, not WPA2.

8. A liaison was sent from IEEE 802 EC Chair on this matter, but no official response yet (JTC1/SC6 is meeting this week as well).

9. Separate liaison to JTC1/SC6 on use of PSDO process sent:

a. Covers recent and planned activies in IEEE 802.11

b. Various documents to be forward to JTC1/SC6

c. Requests JTC1 and SC6 NBs to offer comments on IEEE documents.

d. Informal response to this liaison suggests that all IEEE 802 drafts to be sent to JTC1 for potential input.  Such an action would require 802 EC approval, which will be investigated.
10. The May IEEE 802.11 meeting will be in Beijing.

a. It might be worthwhile to get a WAPI expert to address the group/present a tutorial.

b. From which group should an expert be invited?  BWIPS/WAPIA/IWNCOMM?  Participants from those groups should also be invited as courtesy.

c. To which group should the tutorial be presented?

d. Straw poll: should we invite someone to give a WAPI tutorial: 7 Yes / 1 No / 3 Not sure

e. The details need to be worked out and a proposal may be ready for the Thursday session.

11. JTC1 AHC will start a technical review of the WAPI specification

a. Appropriate since NP will likely be approved

b. Initial analysis by Dan Harkins presented and discussed.

i. 11-10-0040-01-0jtc-security-analysis-of-wai
ii. Core of the protocol is a two message ECDH exchange with authentication via digital signatures.

iii. No explicit or implicit key confirmation.

iv. Does not meet consistency principle – two sides establish state, but it is not cryptographically bound to the protocol exchange.

v. Signatures don’t protect the WAI header and the identity of the signer may not match the identity exchanged in a message.
vi. Signatures are not X9.62-compliant, despite claim to the contrary.

vii. Key deriviation function requires uniformly random input but the ECDH shared secret being input to the function is not uniformly random.

viii. Unicast key exchange also flawed: misused crypto primitives, possible MITM attack, susceptible to relatively fast off-line dictionary attack (compared to 802.11)

ix. Multicast key exchange has flaws: uses OFB with predictable IV – reduces to ECB mode.  Does not lead to key recovery, however.
x. Many other points made in presentation – see 11-10/0056r0.

xi. Harkins has not reviewed academic papers analyzing WAI to see if there are other known problems.

xii. Input on 11-10/0040r1 is solicited.

The meeting was recessed at 5:32 p.m.
Minutes of JTC1 Ad Hoc Meeting Thursday, 21 Jan 10, AM2
1. Attendance - ~17
2. Chair – Andrew Myles
3. Possibility of liaising of all 802.11 SB drafts to SC6

a.  SC6 has responded to November’s 802.11 WG offer for SC6 NB’s to receive 802.11 sponsor ballot drafts for review on NB request.
b. SC6 would like to review all SB’s without requiring a request.

c. Bruce Kraemer (802.11 WG chair) is checking on procedural issues around how drafts will be liaised to SC6.

d. Concern raised from the floor that JTC1 may not respond to sponsor ballots according to the SB schedule – don’t want to end up with a ballot process that does not terminate.

e. Motion made: “JTC1 ad hoc recommends to the 802.11 WG Chair that all 802.11 drafts sent to a Sponsor Ballot or a recirculation.  Sponsor Ballots be liaised to ISO/IEC JTC1/SC6 for review and comment.   Any such drafts should contain front matter and headers/footers as specified by IEEE-SA.”  Moved: Garth Hillman.  Seconded: Dorothy Stanley.  Vote: 13 Yes, 0 No, 0 Abstain.  Having passed, the motion will be presented to the WG on Friday.

4. Inviting a WAPI expert to address the JTC1 AHC during the May 2010 meeting in Beijing

a. Goal: Improved communications and understanding between the parties.

b. Recommendation: request via JTC1/SC6 Secretariat to the Chinese NB for such an expert presentation.
c. Recommendation: evening tutorial slot, rather than address to the whole WG or only the JTC1 AHC.

d. Invitation: simple request

e. Motion made: “The JTC1 ad hoc recommends to the 802.11 WG that appropriate Chinese standards groups be invited by the 802.11 WG Chair to present a tutorial on the Chinese standards processes related to LAN/MAN/PAN networking technologies in a slot in which IEEE 802 also describes its processes.  This tutorial would be held sometime on Monday to Wednesday at the meeting in Beijing in May 2010.”  Moved: Paul Lambert.  Seconded: Bruce Kraemer.  Vote: 13 Yes, 0 No, 0 Abstain.  This motion will be presented to the WG on Friday.
5. New version of the WAPI draft has been sent to some SC6 NB’s.

a. Not liaised to IEEE

b. Does not copy IEEE 802 text – uses references to ISO/IEC 8802-11 and its amendments instead

c. Adds AES alongside SMS4 for symmetric encryption

d. Certificates conform to X.509

e. Aligns with ISO/IEC 8802-11:2005, Amendments 4, 5, and 6.

f. Ballot for the SC6 WAPI project likely to pass; closes 4 Feb 10.

Meeting adjourned at 11:25 a.m.
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