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Overview:

In the current draft of 802.11z, the same secret information (ANonce and SNonce) are used as inputs for both the TPK and TPK-Name derivations.  Additionally, a fixed all-0 key is used in the place of a key derivation key.  This proposal modifies the TPK and TPK-Name derivations to be consistent with KDFs specified in other 802.11 amendments.  Additionally:

1. Since ANonce and SNonce are contributed by two parties as a secret input, mixing them first will make the input key to the PTK derivation have the required pseudo-random property.  (See reference 1.)

2. With a key, the PTK derivation can be made to comply with NIST SP 800-108. (See reference 2.)

3. It avoids using the same secret bits for both PTK and PTK-NAME.

Proposed Resolution:

Change the text in clause 8.5.9.1 as shown:

The TDLS PMK Handshake Message 1 shall be transmitted in the TDLS Setup Request frame.

TDLS PMK Handshake Message 2 shall be transmitted in the TDLS Setup Response frame.

TDLS PMK Handshake Message 3 shall be transmitted in the TDLS Setup Confirm frame.

The TPK shall be derived using the key derivation function defined in 8.5.1.5.2.

         TPK = KDF-N_KEY(0, ―TDLS PMK‖, min(MAC_I, MAC_R) || max (MAC_I, MAC_R) || min

                                    (SNonce, ANonce) || max (SNonce, ANonce) || BSSID || N_KEY)

Here, 0 denotes the all zeros key. N_KEY denotes the number of bits of keying material derived. N_KEY is

cipher suite dependent. N_KEY is presented as a 2-octet value in big endian byte order.

The TPK is referenced and named as follows:

         TPK-NAME = Truncate-128(SHA-256(min(MAC_I, MAC_R) || max (MAC_I, MAC_R) || min

                                    (SNonce, ANonce) || max (SNonce, ANonce) || BSSID || N_KEY))

The TPK shall be derived as follows:


TPK-Key-Input = SHA-256(min (SNonce, ANonce) || max (SNonce, ANonce))


TPK-Key-Data = KDF-N_KEY(TPK-Key-Input, "TDLS PMK", min (MAC_I, MAC_R) 



|| max (MAC_I, MAC_R) || BSSID || N_KEY)


TPK = L(TPK-Key-Data, 0, TK_bits)

where

· N_KEY = TK_bits + 128.  TK_bits is cipher-suite specific and specified in table 8.2

· KDF-N_KEY is the key derivation function defined in 8.5.1.5.2.

The TPK-Name shall be derived as follows:


TPK-Name-Salt = L(TPK-Key-Data, TK_bits, 128)


TPK-Name = Truncate-128(SHA-256("TDLS PMK Name" || TPK-Name-Salt))

MAC_I and MAC_R are the MAC addresses of the TDLS initiator STA and the TDLS responder STA, respectively. SNonce and ANonce are the nonces generated by the TDLS initiator STA and TDLS responder STA, respectively, for this instance of the TPK handshake. The BSSID is set to the BSSID of the current association of the TDLS initiator STA.
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