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Overview

This submission proposes replacing several silent discards in the security section with a reply including a status code indicating the reason for reject.
In 7.4.11.2 and 7.4.11.3 make all elements that are included for status code zero to be only included for status code zero.

Insert new status codes into Table 7-23
7.3.1.9 Status Code field

Insert six new status codes into Table 7-23, and update the reserved values accordingly:

Table 7-23—Status codes
	Status code
	Meaning

	2
	TDLS wakeup schedule rejected but alternative schedule provided

	3
	TDLS wakeup schedule rejected

	4
	Direct links not allowed by the BSS

	5
	Security disabled

	6
	Unacceptable lifetime

	7
	Not in same BSS

	<ANA>
	Unexpected message

	<ANA>
	Invalid SNonce

	<ANA>
	Invalid contents of RSNIE


8.5.9.3.2 TPK Handshake Message 1

If the TDLS initiator STA has an RSNA with the BSS, it shall add an RSN IE, FTIE, and Timeout Interval IE to its TDLS Setup Request frame. The IEs shall be formatted as follows:

· The RSN information element shall be present only if dot11RSNAEnabled is true. If present, the RSN information element shall be set as follows:

· Version shall be set to 1.

· The pairwise cipher suite list field indicating the pairwise cipher suites the TDLS initiator STA is willing to use with the TPKSA. WEP-40 and WEP-104 shall not be included in this list. The pairwise cipher suite list field shall only include pairwise cipher suites that are advertised in the RSNIE of the BSS.
· The group cipher suite shall be set to 00-00-00:0.

· The AKM suite count field shall be set to 1.

· The AKM suite list field shall be set to TPK Handshake (00-0F-AC:7).

· The Capabilities field shall set the ‘No Pairwise’ subfield to 0 and ‘Peer Key Enabled’ subfield to 1.

· PMKID count shall be 0.

· PMKID list shall not be present.

· Include the lifetime of the TPKSA in the Timeout Interval IE using Lifetime Interval Type as ‘2’ (Key Lifetime Interval). The minimum lifetime shall be 300 seconds.

· The Fast BSS Transition information element (FTIE) shall be present only if dot11RSNAEnabled is true. If present, the FTIE shall be set as follows: 

· SNonce shall be set to a value chosen randomly by the TDLS initiator STA, following the recommendations of 8.5.7. 

· All other fields shall be set to 0.

The TDLS initiator STA sends Message 1 to the TDLS responder STA.

On reception of Message 1, the TDLS responder STA checks whether the RSNIE is present.

· If the TDLS responder STA does not have an RSNA with the AP, it shall reject the request with status code 5 (“Security disabled”).

· If the TDLS responder STA does have an RSNA with the AP, it checks whether the request includes an RSN IE. If not, the TDLS responder STA shall reject the request with status code 40 (“Invalid information element”) if it requires security for the direct link.

· If the version field of the RSN IE is zero, then the TDLS responder STA shall reject the request with status code 44 (“Unsupported RSN information element version”).

· Otherwise, the TDLS responder STA checks the version field of the RSN IE. When the RSN IE version is greater than or equal to 1 the TDLS responder STA processes the message as follows:
· If the contents of the RSNIE do not indicate AKM of TPK Handshake (suite type 00-0F-AC:7), the TDLS responder STA shall reject the request with status code 43 ("Invalid AKMP").

· If any pairwise cipher suite included in the pairwise cipher suite list field of the RSNIE is not advertised in the RSNIE of the BSS, the TDLS responder STA shall reject the request with status code 42 (“Invalid pairwise cipher”).

· If none of the pairwise cipher suites are acceptable, or Pairwise ciphers include WEP-40 or WEP-104, then the TDLS responder STA shall reject the TDLS Setup Request with status code 42 (“Invalid pairwise cipher”).

· If the RSN Capabilities field has not set the subfields according to the described rules for this message, then the TDLS responder STA rejects with status code 45 (“Invalid RSN information element capabilities”).
· If the suggested lifetime is unacceptable or below the default value, the TDLS responder STA shall reject the TDLS Setup Request with status code 6 (“Unacceptable lifetime”) 
· If the contents of the FTIE are not as per specified for this message, then the TDLS responder STA shall reject the TDLS Setup Request with status code 55 (“Invalid FTIE”).
· The TDLS responder STA shall ignore all other fields.
· Otherwise, the TDLS responder STA shall respond with TPK Handshake Message 2 as defined in 11.19.2.
8.5.9.3.3 TPK Handshake Message 2

If the TDLS responder STA validates the TPK Handshake Message 1 for this TDLS instance, the TDLS responder STA may respond with TPK Handshake Message 2. To do so, the TDLS responder STA shall add an RSN IE, FTIE, and Timeout Interval IE to its TDLS Setup Response frame. The IEs shall be formatted as follows:

· The RSN IE shall include the following:

· Include a pairwise cipher suite from one of those presented in RSN IE of message 1 of this sequence in the Pairwise Cipher Suite List, and set the Pairwise Cipher Suite count to 1.

· The version number shall be the minimum of the maximum version supported by the TDLS responder STA and the version number received in the RSNIE of Message 1.

· All other RSN IE fields shall be same as those received in Message 1.

· The Timeout Interval IE shall be the same as that received in the TPK Handshake message 1.

· The FTIE shall include the following: 

· ANonce shall be set to a value chosen randomly by the TDLS responder STA, following the recommendations of 8.5.7. 

· SNonce shall be same as that received in message 1 of this sequence

· The MIC shall be calculated on the concatenation, in the following order, of: 

· TDLS initiator STA MAC address (6 octets) 

· TDLS responder STA MAC address (6 octets) 

· Transaction Sequence number (1 octet) which shall be set to the value 2
· Link Identifier IE

· RSN IE

· Timeout Interval IE 

· FTIE, with the MIC field of the FTIE set to 0. 

The MIC shall be calculated using the TPK-KCK and the AES-128-CMAC algorithm. The output of the AES-128-CMAC shall be 128 bits.
· All other fields shall be set to 0.

The TDLS responder STA sends Message 2 to the TDLS initiator STA.  The TDLS initiator STA shall process Message 2 as follows:

· If the TDLS initiator STA Address and TDLS responder STA Address of the Link Identifier element do not match those for an outstanding TDLS Setup Request, the TDLS initiator STA shall reject the response with status code <ANA> (“Unexpected message”).

· If the SNonce field of the FTIE does not match that of an outstanding request to the TDLS responder STA, then the TDLS initiator STA shall reject the response with status code <ANA> (“Invalid SNonce”).

· Otherwise, the TDLS initiator STA shall compute the TPK and then validate the MIC in the FTIE as specified in MIC calculation procedure for TPK Handshake Message 2. If invalid, silently discard the message.
· If the version of the RSN IE is 0 or is greater than the version of the RSN IE sent in message 1, then the TDLS initiator STA shall reject the response with status code 44 (“Unsupported RSN information element version). Otherwise, the TDLS initiator STA shall:
· If the contents of the RSNIE, with the exception of the Pairwise cipher suite count and Pairwise cipher suite list are not the same as those sent by the TDLS initiator STA in Message 1 of this sequence, then the TDLS initiator STA shall reject the response with status code <ANA> (“Invalid contents of RSNIE”);

· If the Pairwise Cipher Suite count is other than 1, then the TDLS initiator STA shall reject the response with status code 42 (“Invalid pairwise cipher”);

· If the selected pairwise cipher suite was not included in the Initiator’s request, then the TDLS initiator STA shall reject the TDLS Setup Response with status code 42 (“Invalid pairwise cipher”);

· If the Timeout Interval IE is not the same as that sent in Message 1, the TDLS initiator STA shall reject the TDLS Setup Response with status code 6 (“Unacceptable lifetime”);
· If the BSSID in the Link Identifier element is different from the one sent in Message 1, then the TDLS initiator STA shall reject the response with status code 7 (“Not in same BSS”).
If the TDLS initiator STA validates TDLS Message 2, the TDLS initiator STA shall create an TPKSA and respond with Message 3 as defined in 11.19.2.  The TDLS initiator STA uses the MLME-SETKEYS.request primitive to configure the Temporal Key into its STA.

8.5.9.3.4 TPK Handshake Message 3

If the TDLS initiator STA wants to respond to Message 2 for this TDLS instance, the TDLS initiator STA shall add an RSN IE, FTIE, and Timeout Interval IE to its TDLS Setup Confirm frame. The IEs shall be formatted as follows:

· The RSN information element shall be present only if dot11RSNAEnabled is true. If present, the RSNIE shall be the same as the RSNIE received in Message 2.

· The Timeout Interval IE shall be the same as that received in the TPK Handshake message 1.

· The Fast BSS Transition information element (FTIE) shall be present only if dot11RSNAEnabled is true. If present, with the exception of the MIC field, the contents of the FTIE shall be the same as the FTIE received in Message 2.

- The MIC shall be calculated on the concatenation, in the following order, of:

- TDLS initiator STA MAC address (6 octets)

- TDLS responder STA MAC address (6 octets)
- Transaction Sequence number (1 octet) which shall be set to the value 3

- Link Identifier IE

- RSN IE
- Timeout Interval IE
- FTIE, with the MIC field of the FTIE set to 0.
The MIC shall be calculated using the TPK-KCK and the AES-128-CMAC algorithm. The output of the AES-128-CMAC shall be 128 bits.
- All other fields shall be set to 0.

The TDLS initiator STA sends Message 3 to the TDLS responder STA.  The TDLS responder STA shall process Message 3 as follows:

· If the Source and Destination Addresses of the Link Identifier IE do not match those for an outstanding TDLS Setup Request, silently discard the message.

· If the ANonce and SNonce fields of the FTIE do not match that of an outstanding request to the TDLS initiator STA, then the TDLS responder STA shall silently discard the message.

· Otherwise, the TDLS responder STA shall validate the MIC in the FTIE as specified in the MIC calculation procedure for TPK Handshake Message 3. If invalid, the TDLS responder STA shall silently discard the message.
· If any of the following checks fail, then the TDLS responder STA shall silently discard the message, the TDLS responder STA shall abandon the TPK Handshake identified by the <ANonce, SNonce> combination, and delete existing TPK Handshake Key state for this sequence.

· Contents of RSNIE are not the same as what were sent by the TDLS responder STA in Message 2

· The Timeout Interval IE is not the same as that sent in Message 2

· The BSSID from the Link Identifier element is not the same as that sent in Message 2

On successful processing of Message 3, the TPK Handshake is considered successful, and the TDLS peer STA shall use the MLME-SETKEYS.request primitive to configure the Temporal Key into its STA.

Change 11.19.2 as follows:

If no TDLS Setup Response frame is received within dot11TDLSResponseTimeout, or if a TDLS Setup Response frame is received with a non-zero status code, the TDLS initiator STA shall terminate the setup procedure and silently discard the TDLS Setup Response frame. Otherwise, the TDLS initiator STA shall send a TDLS Setup Confirm frame to the TDLS responder STA to confirm the receipt of the TDLS Setup Response frame.
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