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Modify the following clause:

2. Normative references

Insert the following new references into 2 maintaining the ordering in the base spec:

3GPP TS 24.234 v8.1.0, 3GPP System to Wireless Local Area Network (WLAN) interworking; WLAN User Equipment (WLAN UE) to network protocols; Stage 3 (Release 8), September 2008.

IANA EAP Method Type Numbers, http://www.iana.org/assignments/eap-numbers.

IANA URN Service Labels, http://www.iana.org/assignments/urn-serviceid-labels/urn-serviceid-labels.xhtml
IEEE Std 802.21-2008, IEEE Standard for Local and Metropolitan Area Networks: Media Independent Handover Services, January 2009.

IETF RFC 1034, Domain Names - Concept and Facilities, November 1987.

IETF RFC 3629, UTF-8, a transformation format of ISO 10646, F. Yergeau, November 2003.

IETF RFC 3748, Extensible Authentication Protocol (EAP), B. Aboba, L. Blunk, J. Vollbrecht, J. Carlson, H. Levkowetz, June 2004.

IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, January 2005.

IETF RFC 4282, The Network Access Identifier, December 2005.
IETF RFC 5031, A Uniform Resource Name (URN) for Emergency and Other Well-Known Services, January 2008
IETF RFC 5222, LoST: A Location-to-Service Translation Protocol, August 2008.

ISO 3166-1, Codes for the representation of names of countries and their subdivisions - Part 1: Country codes, November 2006.

OASIS Emergency Management Technical Committee, “Common Alerting Protocol Version 1.1” April 2005.

OASIS Emergency Management Technical Committee, “Emergency Data Exchange Language (EDXL) Distribution Element, v. 1.0”. OASIS Standard EDXL-DE v1.0, May-2006.

4. Abbreviations and acronyms

Add the following new abbreviation within the list

URN
Uniform Resource Name

Modify the following clause:

7.3.4 Native Query Protocol elements

Native Query Protocol elements are defined to have a common format consisting of a 2-octet Info ID field, a 2-octet length field, and a variable-length element-specific information field. Each element is assigned a unique Info ID as defined in this standard. The Native Query Protocol query element format is shown in Figure 7-95o125. See Annex W.1 for informative text on NQP usage. 

	
	Info ID
	Length
	Information

	Octets:
	2
	2
	variable

	Figure 7-95o125—Native Query Protocol query element format


Each Native Query Protocol element in 7.3.4 is assigned a unique 2-octet Info ID. The set of valid Info IDs are defined in Table 7-43bg. The 2-octet Info ID is encoded following the conventions given in 7.1.1.

The Length field specifies the number of octets in the Information field and is encoded following the conventions given in 7.1.1.

The Native Query Protocol elements that may be configured are shown in Table 7-43bg. 

	Table 7-43bg—Native Query Protocol info ID definitions



	Info Name
	Info ID
	Native Info Element (clause)

	Reserved
	0-255
	n/a

	Interworking Capability List
	256
	7.3.4.1

	Venue Name information
	257
	7.3.4.2

	Emergency Call Number information
	258
	7.3.4.3

	Emergency URN information
	259
	7.3.4.3a

	Network Authentication Type information
	260
	7.3.4.4

	Roaming Consortium List
	261
	7.3.4.5

	IP Address Type Availability information
	262
	7.3.4.7

	NAI Realm List
	263
	7.3.4.8

	3GPP Cellular Network information
	264
	7.3.4.9

	AP Geo Location
	265
	7.3.4.10

	AP Civic Location
	266
	 7.3.4.11

	Domain Name List
	267
	7.3.4.12

	Emergency Alert URI
	268
	7.3.4.13

	Reserved
	269– 56796
	n/a

	Native Query Protocol vendor-specific list
	56797
	7.3.4.6

	Reserved
	56798 – 65535
	n/a


Add the following clause, after clause 7.3.4.3 and then re-number clauses
7.3.4.3a Emergency URN information 

The Emergency URN information provides a list of addressing and routing information available to contact an emergency responder (for example as provided by a PSAP) in a specific geographical area. This allows future Next Generation 911 operation. The format of the Emergency URN information is provided in Figure 7-95o129a.
	
	Info ID

	Length
	Emergency URN Information
Unit #1
	Emergency URN Information
Unit #2 
(optional)
	 
	Emergency URN Information
Unit #N (optional)

	Octets:
	2
	2
	variable
	variable
	 
	variable

	Figure 7-95o129a—Emergency URN information format


The Info ID field is equal to the value in Table 7-43bg corresponding to the Emergency URN information. 

The Length is a 2-octet field whose value is determined by the number and size of the Emergency URN Information Units. 

Each Emergency URN Information Unit has the structure shown in Figure 7-95o130a.
	
	Emergency URN Service Label Length
	Emergency URN Service Label
	Ermergency URI Service Length
	Emergency URI Service

	Octets:
	1
	Variable
	1
	variable

	Figure 7-95o130a—Emergency URN Information Unit format


The  Emergency Service URN Service Label length is a one octet field whose value is determined by the size of the Emergency Service URN Service Label field.

The Emergency Service URN Service Label field indicates the emergency service type. This field is encoded using the UTF-8 character set, defined in RFC 3629. The field gives the emergency services type as defined in RFC 5031 and specified in http://www.iana.org/assignments/urn-serviceid-labels/urn-serviceid-labels.xhtml.

The Emergency Service URI Service length field is a one octet field whose value is determined by the size of the Emergency service URI Service field.

The Emergency Service URI Service field indicates the addressing/Internet routing information for the emergency service corresponding to the given in the Emergency Service URN Service Label”field.  This field is encoded using the UTF-8 character set.

Modify the follow clause
11.23.2.1 Native GAS Protocol

11.23.2.1.1 Native Query protocol procedures

Native GAS shall be supported by a STA whenever dot11InterworkingServiceEnabled is true. A STA may use Native GAS protocol to discover supported services. 

A STA accomplishes this by transmitting one or more Info IDs or NQP vendor-specific query elements in the Query Request field in a GAS Initial Request Action frame. The receiving STA responds to the query using a GAS Initial Response Action frame. GAS Comeback Request and GAS Comeback Response Action frames are not used for Native GAS.

Native Query Protocol (NQP) frame usage for Infrastructure BSSs and IBSSs shall be in accordance with Table 11-3. Frame usage defines the entities permitted to transmit and received particular NQP elements. STAs with dot11InterworkingServiceEnabled set to TRUE which are capable of operating in an IBSS shall be capable of requesting a Capability List and returning the Capability List in a native-GAS message exchange; STA support for all other NQP elements is optional. APs with dot11InterworkingServiceEnabled set to TRUE which are capable of operating in an Infrastructure BSS shall be capable of returning the Capability List in a native-GAS message exchange; AP support for all other NQP elements is optional. Non-AP STAs with dot11InterworkingServiceEnabled set to TRUE which are capable of operating in an Infrastructure BSS shall be capable of requesting the Capability List in a native-GAS message exchange; non-AP STA support for all other NQP elements is optional.

	Table 11-3—Native Query Protocol usage



	
	
	BSS
	
	IBSS

	Info Name
	Native Info Element (clause)
	AP
	Non-AP STA
	STA

	Capability List
	7.3.4.1
	T, R
	T, R
	T, R

	Venue Name information
	7.3.4.2
	T
	R
	----

	Emergency Call Number information
	7.3.4.3
	T
	R
	----

	Emergency URN Information
	7.3.4.3a
	T
	R
	----

	Network Authentication Type information
	7.3.4.4
	T
	R
	----

	Roaming Consortium List
	7.3.4.5
	T
	R
	----

	Native Query Protocol vendor-specific list
	7.3.4.6
	T, R
	T, R
	T, R

	IP Address Type Availability information
	7.3.4.7
	T, R
	T, R
	T, R

	NAI Realm List
	7.3.4.8
	T
	R
	T, R

	3GPP Cellular Network information
	7.3.4.9
	T
	R
	----

	AP Geospatial Location
	7.3.4.10
	T
	R
	T, R

	AP Civic Location
	 7.3.4.11
	T
	R
	T, R

	Domain Name List
	7.3.4.12
	T
	R
	----

	Emergency Alert URI
	7.3.4.13
	T
	R
	T, R

	Symbols

T
NQP element may be transmitted by MAC entity

R
NQP element may be received by MAC entity

---
NQP element is neither transmitted nor received by MAC entity
	
	
	
	


A STA that encounters an unknown or reserved NQP Info ID value in a GAS frame (see Table 7-57aj) received without error shall ignore that NQP Info ID and shall parse any remaining NQP Info IDs. 

A STA that encounters an unknown vendor-specific OI field or subfield in a GAS frame (see Table 7-57aj) received without error shall ignore that field or subfield respectively, and shall parse any remaining fields or subfields for additional information with recognizable field or subfield values.

11.23.2.1.1.1 AP Geospatial Location procedures

A STA having dot11InterworkingServiceEnabled set to true, may retrieve an AP's Geospatial location using Native-GAS procedures in 11.23.2.1. A STA in the associated state should retrieve geospatial location information from the AP using the procedures in 11.10.8 or 11.22.4. 

11.23.2.1.1.2 AP Civic Location procedures

A STA having dot11InterworkingServiceEnabled set to true, may retrieve an AP's Civic location using Native-GAS procedures in 11.23.2.1. A STA in the associated state should retrieve Civic location information from the AP using the procedures in 11.10.8 or 11.23.4.

11.23.2.1.1.3 AP Procedures for advertising EAP Method associated with an NAI Realm

When dot11RSNAEnabled is true, NAI Realms along with their supported authentication methods may be advertised using the NAI Realm List (see 7.3.4.8). Each realm may be optionally associated with a set of EAP methods. Each EAP method may be optionally associated with a set of Authentication Parameters. The NAI realm information provides a hint on the methods a STA can establish an association in an RSN IEEE 802.1X environment. If the non-AP STA recognizes the NAI Realm, it may attempt authentication even if it believes the EAP methods are incorrect.

A non-AP STA where dot11InterworkingServiceEnabled is true, may process the NAI realm list. The selection of the NAI realm the non-AP STA uses for authentication is out of scope of this standard.

A non-AP STA having dot11InterworkingServiceEnabled may optionally process the EAP Method list as follows: 

—
The EAP Method list provided by the AP shall be in priority order (the most preferred EAP Method is listed first).

—
The credential types help the STA to determine what credentials to use for authentication

—
The STA should confirm the GAS advertisement after an RSNA is established by performing a native-GAS query for the NAI Realm List using Protected Dual of Public Action frames.

Note—The advertisements should be confirmed after the RSNA is established to avoid downgrade attacks.

The policy which determines whether or not a non-AP STA should attempt authentication and/or association with any particular IEEE 802.11 Access Network is outside the scope of this standard.
Add the following sub-clause at the end of clause 11.23.2.1.1.3
11.23.2.1.1.4 Emergency Call information procedures
The Emergency Call Number information (7.3.4.3) allows a STA to be provisioned with a list of phone numbers which are appropriate for emergency services operation in a specific geographical area.  As an extension of this, the Emergency URN information allows multimedia emergency services to be provisioned within a STA, as required by Next Generation 911.

The Emergency URN information, as specified in 7.3.4.3a, is used in conjunction with an Emergency URN Service Label Table (as typically configured within an AP), an example of which follows:
	Emergency URN Service Label
	URI

	sos
	tel:112;sip:+112@example-emergency.com

	sos.ambulance
	tel:112;sip:+15555551002@example-ambulance.com

	sos.animal-control
	http://www.example-animal-control.com

	sos.fire
	tel:112;sip:+15555551002@example-fire.com

	sos.gas 
	tel:2995

	sos.marine
	sip:+15555551002@example-marine.com

	sos.mountain
	sip:+15555551002@example-mountain.com

	sos.physician
	tel:02380730;sip:+2777744@example-physician.com

	sos.poison
	tel:02380123456

	sos.police
	tel:112;sip:+15555551002@example-police.com

	sos.enterprise-security
	tel:2222;sip:+2222@example-enterprise-security.com


Table xx:
 Example Emergency URN Service Label Table
Table xx shows that the entries comprise URIs of various media (sip for VoIP, tel for telephony and http for web access), together with local dial-string codes (long numbers) and regional dial-string codes (short numbers). Some of the services provide alternate URIs providing a choice of media usage within the device.
Modify the following clause
W.4 Interworking with External Networks and Emergency Call Support 

Emergency Services define the IEEE 802.11 functionality to support multimedia Emergency Call services (e.g., E911, Next Generation 911) as part of an overall multi-layer solution, specifically capability advertisement and access to Emergency Services by STAs not having proper security credentials. “Multi-layer” indicates that Emergency Services will be provided by protocols developed in part by other standards bodies, see [B42], [B38] and [B41]. Four features of Interworking with External Networks support emergency call services.
The first feature is a mechanism for a non-AP STA to be provisioned with Emergency Call Number information, and/or Emergency URN information, providing emergency phone numbers and/or with addressing and routing information for multimedia emergency call support (Next Generation 911), by downloading a Emergency Service URN Service Label table from the AP, as shown in 11.23.5.1.

The second feature is a mechanism for a non-AP STA to signal to an AP that a call is an emergency call. This is useful in the case where the access category to be used to carry the emergency call traffic (typically AC_VO) is configured for mandatory admission control. If the WLAN is congested, then the AP can deny the TSPEC request for bandwidth to carry the call. However, if the AP is able to determine that the call is an emergency call, then it can invoke other options to admit the TSPEC request. 

The third and fourth features provide the means for a client without proper security credentials to be able to place an emergency call. The third feature makes use of Interworking information element which can be included in Association request frames in order to bypass the IEEE 802.1X port at an AP for un-authenticated access to emergency services. This is described further in Annex W.4.4. The fourth feature makes use of an SSID configured for Open Authentication to provide emergency services and is described in Annex W.4.2.

The STA has the burden to confirm the availability of emergency services from the IEEE 802.11 network, including that the network is authorized for emergency services. The time it takes for a client to find an authorized emergency services network is related to the speed of forward progress the authorized network can make over the air with the STA, relative to all of the other networks (attackers as well), and is inversely related to the number of false advertisements. A STA can confirm the availability of emergency services by observing the value of the ESC and UESA bits in the Interworking element of any received Beacon or Probe response frame.
Abstract


This submission addresses the following comments from the P802.11u Initial Sponsor Ballot: 7415200023, 7415500023, 7407600023, 7415600023, 7415300023 and 7293600023.





The submission adds multimedia emergency service capability by providing URN/URIs to STAs.  This fulfils certain NG911 requirements and satisfies the sponsor ballot comments about the provision of text-based emergency call support.





This document is based on IEEE 802.11u-d8.01
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