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Note to editor: Updates introduced in this document is tracked in changes:
Remove clause 7.4.9b and 7.4.12, merge text in these two clauses and add a new clause 7.4.12 as indicated in the following; 

numbering of tables may need to be updated accordingly
Note 1: the new subclause heading layout is the following:

7.4.12 Self Protected Action frames
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7.4.12.2 Mesh Peering Open frame details

    

7.4.12.2.1 Mesh Peering Open frame self protection

    

7.4.12.2.2 Mesh Peering Open frame format

7.4.12.3 Mesh Peering Confirm frame details

7.4.12.3.1 Mesh Peering Confirm frame self protection

7.4.12.3.2 Mesh Peering Confirm frame format

7.4.12.4 Mesh Peering Close frame details

7.4.12.4.1 Mesh Peering Close frame self protection

7.4.12.4.2 Mesh Peering Close frame format

7.4.12.5 Mesh Group Key Inform frame details

7.4.12.5.1 Mesh Group Key Inform frame self protection

7.4.12.5.2 Mesh Group Key Acknowledge frame format

7.4.12.6 Mesh Group Key Acknowledge frame details

7.4.12.6.1 Mesh Group Key Acknowledge frame self protection

7.4.12.6.2 Mesh Group Key Acknowledge frame format

Note 2: changes to the existing text either in 7.4.9b or 7.4.12 are tracked.

7.4.12 Self Protected Action frames

7.4.12.1 Self Protected Action General
The Self Protected Action frame is defined to allow robust STA-STA communications of the action frames that are not robust (see 7.3.1.11). The protocol that uses these action frames are responsible for deciding whether to protect these frames and supporting protection mechanisms for these frames as needed.

Self Protected Action frames have different nature compared with Public Action frames and Robust Action frames. Robust Action frames assume the existence of a completely established security association. Self Protected Action frames typically exist to manage the creation and destruction of security association, whether or not they are completely established. 

Public action frames are defined as public for all STAs, including those that are not in the BSS and MBSS. Self Protected Action frames, however, are used for relationship creation and maintenance between two specific STAs. And their public nature is incidental.

The defined Self Protected Action frames are listed in Table 7-58s (Self Protected Action field values).
Table 7-s58 – Self Protected Action field values
	Action field

Value
	Description

	0
	Reserved

	1
	Mesh Peering Open

	2
	Mesh Peering Confirm

	3
	Mesh Peering Close

	4
	Mesh Group Key Inform

	5
	Mesh Group Key Acknowledge

	6—255
	Reserved


7.4.12.2 Mesh Peering Open frame details 
7.4.12.2.1 Mesh Peering Open frame self protection 
The protection of the frames is provided when Authenticated Mesh Peering Exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Open frames. 

When the Mesh Peering Open frame is used by Mesh Peering Management protocol, integrity protection on the frame is not enabled.
7.4.12.2.2 Mesh Peering Open frame format

The Mesh Peering Open frame is used to open a mesh peering using the procedures defined in Error! Reference source not found.. The Mesh Peering Open frame is also conventionally referred to as Mesh Peering Management frame, together with Mesh Peering Confirm and Mesh Peering Close action frames. The frame body of a Mesh Peering Open frame contains the information shown in Mesh Peering Open frame body .

	· Mesh Peering Open frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Capability
	

	· 
	Supported rates
	

	· 
	ERP information
	The ERP Information element is present if ERP mesh STA detects NonERP STAs in its vicinity, and is optionally present otherwise.

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.

	· 
	Power Capability
	The Power Capability element is present if dot11SpectrumManagementRequired is true.

	· 
	Supported Channels
	The Supported Channels element is present if dot11SpectrumManagementRequired is true and dot11ExtendedChannelSwitchEnabled is false.

	· 
	RSN
	The RSN information element is present only if dot11RSNAEnabled is set to TRUE.

	· 
	Mesh ID
	

	· 
	Mesh Configuration 
	

	· 
	Mesh Peering Management
	

	· 
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when dot11MeshSecurityActivated is true.

	· 
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	· 
	HT Information
	The HT Information element is included when dot11HighThroughputOptionImplemented is true.

	· 
	Extended Capabilities element
	The Extended Capabilities element is present if the dot112040BSSCoexistenceManagementSupport is true and is optionally present otherwise.

	· 
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is present when the dot112040BSSCoexistenceManagementSupport is true.

	· 
	Supported MBSS Regulatory Classes and Channels
	The Supported MBSS Regulatory Classes and Channels element is present if dot11ExtendedChannelSwitchEnabled is true.

	· 
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.

	Last
	MIC information element
	This field is present when dot11MeshSecurityActivated is true.


The Category field is set to the value in Category values  for category Self Protected.

The Action field is set to the value 1 in Table 7-s58 REF  RTF310032003300390032003a00 \h
.

If present, MIC element (MIE) appears at the end of the Mesh Peering Open frame.
7.4.12.3 Mesh Peering Confirm frame details 

7.4.12.3.1 Mesh Peering Confirm frame self protection

The protection of the frames is provided when Authenticated Mesh Peering Exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Confirm frames. 

When the Mesh Peering Confirm frame is used by Mesh Peering Management protocol, integrity protection on the frame is not enabled.

7.4.12.3.2 Mesh Peering Confirm frame format

The Mesh Peering Confirm frame is used to confirm a mesh peering using the procedures defined in Error! Reference source not found.. The Mesh Peering Confirm frame is also conventionally referred to as Mesh Peering Management frame, together with Mesh Peering Open and Mesh Peering Close action frames. The frame body of a Mesh Peering Confirm frame contains the information shown in Mesh Peering Confirm frame body .

	· Mesh Peering Confirm frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Capability
	

	· 
	AID
	

	· 
	Supported rates
	

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.

	· 
	RSN
	The RSN information element is present only when dot11RSNAEnabled is set to TRUE.

	· 
	Mesh Configuration 
	

	· 
	Peering Management
	

	· 
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when dot11MeshSecurityActivated is true.

	· 
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	· 
	HT Information
	The HT Information element is included when dot11HighThroughputOptionImplemented is true.

	· 
	Extended Capabilities element
	The Extended Capabilities element is present if the dot112040BSSCoexistenceManagementSupport is true, and is optionally present otherwise.

	· 
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is present when the dot112040BSSCoexistenceManagementSupport is true.

	· 
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.

	Last
	MIC information element
	This field is present when dot11MeshSecurityActivated is true.


The Category field is set to the value in Category values  for category Self Protected.

The Action field is set to the value 2 in Table 7-s58 REF  RTF310032003300390032003a00 \h
.

If present, MIC element (MIE) appears at the end of the Mesh Peering Confirm frame.

7.4.12.4 Mesh Peering Close frame details 

7.4.12.4.1 Mesh Peering Close frame self protection details

The protection of the frames is provided when Authenticated Mesh Peering Exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Close frames. 

When the Mesh Peering Close frame is used by Mesh Peering Management protocol, integrity protection on the frame is not enabled.

7.4.12.4.2 Mesh Peering Close frame format

The Mesh Peering Close frame is used to close a mesh peering using the procedures defined in Error! Reference source not found.. The Mesh Peering Close frame is also conventionally referred to as Mesh Peering Management frame, together with Mesh Peering Open and Mesh Peering Confirm action frames. The frame body of a Mesh Peering Close frame contains the information shown in Mesh Peering Close frame body .

	· Mesh Peering Close frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Mesh ID
	

	4
	Peering Management
	

	5
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when dot11MeshSecurityActivated is true.

	6
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.

	Last
	MIC information element
	This field is present when dot11MeshSecurityActivated is true.


The Category field is set to the value in Category values  for category Self Protected.

The Action field is set to the value 3 in Table 7-s58 REF  RTF310032003300390032003a00 \h
.

If present, MIC element (MIE) appears at the end of the Mesh Peering Close frame.

7.4.12.5 Mesh Group Key Inform frame
7.4.12.5.1 Mesh Group Key Inform frame self protection

The protection of the frames is provided by the Mesh Group Key Handshake protocol (see 11C.2.3) that uses Mesh Group Key Inform frames.  

7.4.12.5.2 Mesh Group Key Inform frame format
The Mesh Group Key Inform frame is used to update a Mesh GTK with a peer. The frame body of a Mesh Group Key Inform frame contains the information shown in Table s15-- Mesh Group Key Inform frame body .

	Table s15-- Mesh Group Key Inform frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MIC
	

	4
	Authenticated Mesh Peering Exchange
	.

	5
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.


The Category field is set to the value in Table 7-24 for category Self Protected.

The Action field is set to the value 4 in Table 7-s58 for this action frame type.

The Authenticated Mesh Peering Exchange element is set according to section 11C.2.3 and shall be encrypted and authenticated (see section 11C.2.2).

7.4.12.6 Mesh Group Key Acknowledge frame
7.4.12.6.1 Mesh Group Key Acknowledge frame self protection

The protection of the frames is provided by the Mesh Group Key Handshake protocol (see 11C.2.3) that uses Mesh Group Key Acknowledge frames.  

7.4.12.6.2 Mesh Group Key Acknowledge frame format

The Mesh Group Key Acknowledge frame is used to acknowledge receipt and processing of a Mesh Group Key Inform frame. The frame body of a Mesh Mesh Group Key Acknowledge frame contains the information shown in Table s15-- Mesh Group Key Inform frame body .

	Table s16-- Mesh Group Key Acknowledge frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MIC
	

	4
	Authenticated Mesh Peering Exchange
	.

	5
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.


The Category field is set to the value in Table 7-24 for category Self Protected.

The Action field is set to the value 5 in Table 7-s58.

The Authenticated Mesh Peering Exchange element is set according to section 11C.2.3 and shall be encrypted and authenticated (see section 11C.2.2).
Update the first paragraph in 11C.4.2.1 as indicated in the following:
Mesh peering management frames are Self Protected Action frames. When mesh peering management frames are used for MPM, the protection on these frames are not enabled (see 7.4.12).
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