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3. Definitions
Add the following text:
3.282 emergency services association: A STA association, including the Interworking element with the UESA field set to 1, granting access, using unprotected frames, to the network for Emergency Services.

8. Security
Insert the following clause after the RSNA assumptions and constraints sub-clause
8.1.6 Emergency Service establishment in an RSN 
Change the following text as shown below:
An AP that supports RSNAs and supports interworking Emergency Services supports both RSNAs and Emer​gency Services associations (see 11.3.2.1) simultaneously.

NOTE—For emergency services operations in a RSN BSS, it is recommended to use a separate VLAN on the network side of the AP, so that the layer 2 broadcast domains for the emergency services VLAN is separate from the layer 2 broadcast domain used for non emergency service traffic. This ensures that no group addressed frames destined to non emergency non-AP STAs will be replicated in unprotected frames transmitted to the emergency services STA.
Change the following text as shown below:
11.3 STA authentication and association
11.3.2 Association, reassociation, and disassociation
11.3.2.1 STA association procedures
Change the text as follows:
a)
The STA shall transmit an Association Request frame to an AP with which that STA is authenti​cated. If the MLME-ASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Association Request frame.
a1)
If dot11InterworkingServiceEnabled is true and the STA does not have credentials for the AP, and the STA is initiating an Emergency Services association prodecure, it includes the Interworking element with the UESA field set to 1. 
11.3.2.2 AP association procedures
Change the text as follows:
When an Association Request frame is received from a STA, the AP shall associate with the STA using the following procedure:

a)
If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and ter​minate the association procedure.

a1)
At an AP having dot11InterworkingServiceEnabled set to true and having the UESA bit set to 1 in the Interworking element included in beacon and probe response frames, receiving an Association Request frame which includes the Interworking element with UESA field set to 1 and does not include an RSN element, then the AP shall accept the association request even if dot11RSNAEnabled is set to TRUE and dot11PrivacyInvoked is set to TRUE thereby granting access, using unprotected frames (see 7.1.3.1.8), to the network for Emergency Services purposes.
11.3.2.3 STA reassociation procedures
Change the text as follows:
Upon receipt of an MLME-REASSOCIATE.request primitive, a STA shall reassociate with an AP via the following procedure:

b)
The STA shall transmit a Reassociation Request frame to the new AP. If the MLME-REASSOCI​ATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Reasso​ciation Request frame.

b1)
If dot11InterworkingServiceEnabled is true and the STA was associated to the ESS for unsecured access to Emergency Services, it includes the Interworking element with the UESA field set to 1 in the MLME-REASSOCIATE.request primitive.
11.3.2.4 AP reassociation procedures
Change the text as follows: 
a)
a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the reassociation procedure.
a1)
At an AP having dot11InterworkingServiceEnabled set to true and having the UESA bit set to 1 in the Interworking element included in beacon and probe response frames, receiving a Reassociation Request frame which includes the Interworking element with UESA field set to 1 and does not include an RSN element, then the AP shall accept the reassociation request even if dot11RSNAEnabled is set to TRUE and dot11PrivacyInvoked is set to TRUE thereby granting access, using unprotected frames (see 7.1.3.1.8), to the network for Emergency Services purposes.
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