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Resolves the following CIDs, all with resolution code “Counter”

· 381, 382, 644, 495, 770, 960, 961 – addressing of 3 address group addressed mesh data frames

· 38, 39, 765, 766, 767, 909 – around table 7-2 including to/from DS and mesh address extension

· 962 – duplicate mesh frame detection

Changes based on D3.04
Instruction to Editor: Change changes to clause 7.1.3.1.3 as shown below by the tracked changes 
· To DS and From DS fields

Change the contents of Table 7-2 (To/From DS combinations in data frames) as shown:
	· To/From DS combinations in data frames

	To DS and From DS values
	Meaning

	To DS = 0 
From DS = 1
	A data frame exiting the DS or being sent by the Port Access Entity in an AP, or a 3-address group addressed mesh data frame with the Mesh Control field present.

	To DS = 1 
From DS = 1
	A data frame using the four-address MAC header format. In an MBSS, this combination of field values in individually addressed data frames indicates the presence of the Mesh Control field. This standard does not define procedures for using this combination of field values in a non-mesh BSS.


Instruction to Editor: Change clause 7.1.3.6.3 (Mesh Control field) as shown below by the tracked changes 
· Mesh Control field

The Mesh Control field is present in the unfragmented mesh data frame, in the first fragment of the mesh data frame, and in the multi-hop management action frame transmitted by a mesh STA. When the Mesh Control field is present, the Mesh Control field is inserted as a header of the frame body data and placed as following: 

· When the frame body contains other than A-MSDU and the frame is not encrypted, the Mesh Control field is placed in the first octets of the frame body.

· When the frame body contains other than A-MSDU and the frame is encrypted, the Mesh Control field is placed in the first octets of the encrypted data portion.

· When the frame body contains A-MSDU, the Mesh Control field is placed in the Aggregate MSDU subframe header as shown in Figure 7-17c (A-MSDU Subframe structure for Mesh Data).

The Mesh Control field is a variable length (from 6 to 24 octet, details are shown in Table s1 (Valid values for the Address Extension Mode)) field that includes:

· an 8-bit Mesh Flags field to control Mesh Control processing 

· a one octet mesh time to live field for use in multi-hop forwarding to aid in limiting the effect of transitory path selection loops

· a four octet mesh sequence number to suppress duplicates

· and in some cases a 6, 12, or 18-octet mesh address extension field containing extended addresses enabling up to a total of 6 addresses in mesh frames 

The structure of the Mesh Control field is defined in Figure s3 (Mesh Control field).

	Mesh Flags
	Mesh Time To Live (TTL)
	Mesh Sequence Number
	Mesh 

Address Extension (present in some configurations)

	Octets: 1
	1
	4
	0, 6, 12, or 18

	· Mesh Control field


NOTE—Upper layer generally expect packets correctly aligned by 4 octets, for implementation efficiency. The Mesh Control field is designed to meet with this expectation.

The Mesh Flags field, shown in Figure s4 (Mesh Flags field), is 8 bits in length and the flags therein are used to control mesh-specific header processing, e.g., for mesh address extension.

	B0
 B1
	B2
 B7

	Address Extension Mode
	Reserved

	Bits: 2
	6

	· Mesh Flags field


The Address Extension Mode field is used to indicate the contents of the Mesh Address Extension field. 

 Table s1 (Valid values for the Address Extension Mode) defines valid values for the Address Extension Mode and describes the corresponding contents of the Mesh Address Extension field (see 11C.7.5 (Frame addressing and forwarding in an MBSS), for the usage of the optional addresses contained in the Mesh Address Extension field). If the Address Extension Mode is set to 00, the Mesh Address Extension field is not present. For all other values, the Mesh Address Extension field follows the Mesh Sequence Number field.

	· Valid values for the Address Extension Mode 

	Address Extension Mode value (binary)
	Address Extension Mode description
	Mesh Address Extension field length (octets)
	Applicable 

frame types

	00
	No Mesh Address Extension field
	0
	Data

	01
	Mesh Address Extension field contains Address 4
	6
	Management 

(Multihop Action), 

Data (proxied, group addressed)

	10
	Mesh Address Extension field contains Address 5 and Address 6
	12
	Data (proxied, individually addressed)

	11
	Mesh Address Extension field contains Address 4, Address 5, and Address 6
	18
	Management 

(Multihop Action)


The Mesh Time to Live (TTL) field is 8 bits in length and contains an unsigned integer corresponding to the remaining number of times the frame can be forwarded. It is used to mitigate the impact of loops in an MBSS by ensuring frames that are caught in a loop are eventually discarded. 11C.7.5.2 (Addressing and Forwarding of Individually Addressed Frames) and 11C.7.5.3 (Addressing and Forwarding of Group Addressed Frames) describe how TTL is used in both individually and group addressed frames.

The Mesh Sequence Number field is 4 octets in length and contains an unsigned integer sequence number counter value. Source mesh STAs assign mesh sequence numbers from a single modulo- 4 294 967 296 counter, starting at 0 and incrementing by 1 for each MSDU or MMPDU that contains a Mesh Control. The Mesh Sequence Number is used to discard duplicate frames (see also 11C.7.5.4a(Detection of duplicate mesh data frames)).

NOTE—It is believed that a 32 bit sequence number is sufficient as the rollover would occur after a period of 5 days assuming a source continuously transmitting at a rate of 104 frames per second.

The Mesh Address Extension field, shown in Figure s5 (Mesh Address Extension field), is 6, 12, or 18 octets in length and follows the Mesh Sequence Number field only when the Address Extension Mode subfield of the Mesh Flags field is set to a non-zero value. The Mesh Address Extension field provides up to three additional address fields for mesh address extension as defined in Table s1 (Valid values for the Address Extension Mode). The interpretation of the extended Address fields is described in 11C.7.5.1 (Overview).

	Address 4
	Address 5
	Address 6

	Octets: 6
	6
	6

	· Mesh Address Extension field


The Address 4 subfield is used in Management frames of subtype Multihop Action or in the proxied group addressed Mesh Data frame to carry a fourth address (which is not included as a part of the MAC header for these frames). The Address 4 subfield is not included in the Mesh Address Extension field of individually addressed Mesh Data frames (because a fourth address is included as part of the MAC header for these frames).

The Address 5 subfield and Address 6 subfield can be used to transport the addresses of source and destination end points of the End-to-End 802 communication in cases where either (or both) of the end points are not mesh STAs at the beginning or end of a single mesh path. (See Figure s52 (Example Addressing for a Mesh Data frame transmitted and forwarded on a mesh path from an mesh AP to a portal).) This is useful, for example, in the following cases:

· When the end points of IEEE 802 communication are non-mesh, proxied entities that communicate over a mesh via proxy mesh STAs.

· When the end points are mesh STAs communicating with each other via a root mesh STA in HWMP proactive tree building mode, where two distinct mesh paths are used (the first path being from the source mesh STA to the root mesh STA and the second path being from the root mesh STA to the destination mesh STA).

Details on the usage of these optional address fields are given in 11C.7.5 (Frame addressing and forwarding in an MBSS).

Instruction to Editor: Change subclauses in 11C.7.5 (Frame addressing and forwarding in an MBSS) as shown below by the tracked changes 
· Frame addressing and forwarding in an MBSS

· Overview

Mesh Data frames and Multihop Action frames are designed to support multi-hop frame forwarding in an MBSS using the Mesh Control field described in 7.1.3.6.3 (Mesh Control field). In this subclause, addressing and forwarding of these frames are described.

Table s37 (Valid address field usage for Mesh Data and Multihop Action frames) shows the valid combinations of address fields in Mesh Data frames and Multihop Action frames along with the corresponding value of the Address Extension Mode field. Address 4 is located in the MAC header if both ToDS and FromDS fields are set to 1, otherwise Address 4 is located in the Mesh Address Extension field of the Mesh Control field.
	· Valid address field usage for Mesh Data and Multihop Action frames 

	Supported Frames
	 ToDS FromDSfield
	Address Extension Mode value (binary)
	Address 1
	Address 2
	Address 3
	Address 4
	Address 5
	Address 6

	Mesh Data (Individually Addressed)
	11
	00
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Mesh Data (Group Addressed)
	01
	00
	DA
	TA
	SA = Mesh SA
	Not 
Present
	Not 
Present
	Not 
Present

	Multihop Action
	00
	01
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Mesh Data (Individually Addressed)
	11
	10
	RA
	TA
	Mesh DA
	Mesh SA
	DA
	SA

	Mesh Data (Group Addressed)
	01
	01
	DA
	TA
	Mesh SA
	SA
	Not 
Present
	Not 
Present

	Multihop Action
	00
	11
	RA
	TA
	Mesh DA
	Mesh SA
	DA
	SA


In individually addressed Mesh Data and Multihop Action frames, Address 1 and Address 2 correspond to the mesh STA receiver address (RA) and the mesh STA transmitter address (TA) for a particular mesh link. Address 3 and Address 4 correspond to the destination and source endpoints of a mesh path. The Address Extension Mode indicates the presence of optional address extension fields including Address 5 and Address 6 in the Mesh Control that correspond to the end-to-end destination address (DA) and source address (SA) of proxied entities that communicate over the mesh BSS via proxy mesh STAs.

The term source mesh STA refers to the first mesh STA on a mesh path. A source mesh STA may be a mesh STA that is the initial source of a frame or a mesh STA that receives a frame from a STA outside the mesh BSS and translates and forwards the frame on the mesh path. The address of the source mesh STA is referred to as the Mesh SA. 

The term destination mesh STA refers to the final mesh STA on a mesh path. A destination mesh STA may be a mesh STA that is the final destination of a frame or a mesh STA that receives a frame from a mesh path and translates and forwards the frame on another mesh path or to an entity outside of the mesh BSS. The address of the destination mesh STA is referred to as the Mesh DA.

In group addressed Mesh Data frames, Address 1 and Address 2 correspond to the (broadcast) group address and the mesh STA transmitter address (TA). Address 3 corresponds to the mesh source of the group addressed Mesh Data frame. The Address Extension Mode indicates the presence of an optional address extension field Address 4 in the Mesh Control that corresponds to the source address (SA) of proxied entities that communicate over the mesh BSS via proxy mesh STAs.
NOTE— The reason for not using four-address MAC header format for group addressed traffic is to avoid interactions with existing implementations. Earlier versions of this standard defined the four-address MAC header format (previously called WDS format) without defining procedures for its use. As a result there is a large number of deployed devices that use the four-address frame format in ways that would affect and be affected by mesh traffic if four-address group addressed frames were to be used.

Figure s52 (Example Addressing for a Mesh Data frame transmitted and forwarded on a mesh path from an mesh AP to a portal) illustrates example addressing of a Mesh Data frame transmitted and forwarded on a mesh path from an mesh AP to a portal where the original source is an 802.11 STA associated with the mesh AP and the final destination is an entity outside of the mesh BSS that is reachable via the portal.

	[image: image1.wmf]

	· Example Addressing for a Mesh Data frame transmitted and forwarded on a mesh path from an mesh AP to a portal 


Details on how these address mappings work in forwarding processing are described in 11C.7.5.2 (Addressing and Forwarding of Individually Addressed Frames) and 11C.7.5.3 (Addressing and Forwarding of Group Addressed Frames). 

· Addressing and Forwarding of Individually Addressed Frames 

· At Intermediate and destination mesh STAs

On receipt of an individually addressed mesh frame (see Table s37(Valid address field usage for Mesh Data and Multihop Action frames)), a mesh STA shall perform the following.

· The mesh STA shall decipher the frame and check it for authenticity. If it is not from a peer mesh STA, the frame shall be silently discarded.

· The mesh STA shall check to see whether the Address 3 field is known; if it is an unknown address, the mesh STA may perform any of the following three actions:

· silently discard the frame

· trigger a path discovery procedure depending on the path selection protocol that is currently active in the mesh BSS

· inform the Mesh TA in address 2 that the destination is unreachable depending on the path selection protocol that is currently active in the mesh BSS.
(see 11C.10.8.3 (Conditions for generating and sending a PERR) Case A)

· By the pair of source mesh STA Address (identified by the Address 4 field) and Mesh Sequence Number, the mesh STA may detect duplicate frames (see 11C.7.5.4a(Detection of duplicate mesh data frames)).

· If Address 2 is not one of the precursors for this destination mesh STA (see 11C.10.5.4 (Forwarding information)), the frame shall be discarded.

If Address 3 does not match the mesh STA’s own address, but is a known MAC addresses in the forwarding information (i.e., the mesh STA is an intermediate mesh STA — see 11C.10.3 (Terminology)), the following actions are taken:

· The lifetime of the forwarding information is set to its initial value.

· The lifetime of the precursor list entry for the precursor is set to the maximum of the initial lifetime for this target and the current value.

· The TTL field in the Mesh Control is decremented by 1. If zero has been reached, the frame shall be discarded.

· If the frame has not been discarded, the mesh STA shall forward the frame by setting the Address 1 field to the MAC address of the next hop mesh STA as determined from the forwarding information (see 11C.10.5.4 (Forwarding information)) and the Address 2 field to its own MAC address and queueing the frame for transmission.

If Address 3 matches the mesh STA’s own MAC address, the mesh STA shall check the Address Extension Mode field in the Mesh Control field and take the following actions based on its value:

· If the Address Extension Mode is set to 00 or 01, the mesh STA shall send the frame to an upper layer through MAC-SAP.

· If the Address Extension Mode is set to 10 or 11:

· If the current mesh STA is the final destination of the frame (Address 5 = Address 3), the mesh STA shall process and send it to an upper layer through MAC-SAP

· If the current mesh STA is a proxy mesh STA for proxied STAs, the mesh STA shall first check whether or not the end-to-end destination address (Address 5) is one of the proxied addresses in its proxy information (see 11C.8.5.1 (Proxy information)). If Address 5 is equal to one of the proxied addresses, the mesh STA shall queue the frame for transmission to the final destination (see 11C.8.4.2 (Handling of frames that originated in the MBSS) case b).

Note that during the forwarding process at intermediate mesh STAs, the content of the MSDU is not changed.

· Addressing and Forwarding of Group Addressed Frames 

· At Source mesh STAs

Frames that are intended to be delivered to a group of mesh STAs in the MBSS shall use a 3-address group addressed mesh data frame as described in this subclause. An implementation may circumvent the unreliability of group addressed transmissions by using multiple 4-address individually addressed mesh data frames, which are individually acknowledged. In such case, the frame may be converted to individually addressed frames and transmitted as individually addressed frame to each peer mesh STAs as described in 11C.7.5.2.1 (At Source mesh STAs), by setting the address 3 field to the group address. The circumstances for choosing this method and the ability to determine all the addresses of the neighbor peer mesh STAs are beyond the scope of the standard.

For 3-address group addressed frames, Address 1 shall be set to the group address, and Address 2 and Address 3 fields shall be set to the mesh STA’s own MAC address. The Source mesh STA shall also set the ToDS bit to zero and the FromDS bit to one in the Frame Control field.

If the frame was originally received from a proxied STA with a group address in the Address 1 (RA/DA) field, the Source mesh STA (which is forwarding the frame on behalf of the proxied STA) shall set the Address Extension Mode to 01 and Address 4 to the address of the proxied STA. Address 1 shall be set to the group address, and Address 2 and Address 3 shall be set to its own MAC address.

The Source mesh STA shall set the TTL field in the Mesh Control to dot11MeshTTL in order to control the hop count. For example, if the TTL field is set to 1, frames are delivered to immediate neighbors only. Otherwise, the frames are forwarded multiple hops, limited by the TTL value.

The Source mesh STA shall set the Mesh Sequence Number field in the Mesh Control to a value from a modulo- 4 294 967 296 counter that is incremented by 1 for each new MMPDU of type multi-hop action, and MSDU.

Procedures that enhance the reliability or efficiency of group addressed transmissions are outside the scope of this standard.

· At Intermediate and Destination mesh STAs

On receipt of a 3-address group addressed mesh data frame (see Table s37(Valid address field usage for Mesh Data and Multihop Action frames)) with Address 1 (DA) set to the group address, a mesh STA shall perform the following:

· The mesh STA shall decipher the frame and check it for authenticity. If it is not from a peer mesh STA, the frame shall be silently discarded. 

· The Address 3 (Mesh SA) and the Mesh Sequence Number from the Mesh Control may be utilized to detect duplicate broadcast frames (see 11C.7.5.4a(Detection of duplicate mesh data frames)). 
· The mesh STA decrements the TTL field in the Mesh Control field. If the TTL value has reached zero, the message shall not be forwarded to other mesh STAs. If the TTL value has not reached zero and if the dot11MeshForwarding is set to 1, the mesh STA sets Address 2 to its own MAC address and forwards the frame.

The frame is forwarded by using a 3-address group addressed mesh data frame. An implementation may circumvent the unreliability of group addressed transmissions by using multiple 4-address individually addressed mesh data frames, which are individually acknowledged. In such case, the frame may be converted to individually addressed frames and transmitted as an individually addressed frame to each peer mesh STAs as described in 11C.7.5.2.2(At Intermediate and destination mesh STAs), by setting the address 3 field to the group address. The circumstances for choosing this method and the ability to determine all the addresses of the neighbor peer mesh STAs are beyond the scope of the standard. 
If the frame has not been discarded, the mesh STA shall send the frame to an upper layer through MAC-SAP.
· Addressing and Forwarding of Management Frames 

· Forwarding of Multihop Action Frames

Multihop Action frames (see 7.2.3.14 (Multihop Action Frame format)) are forwarded according to the procedures in 11C.7.5.2 (Addressing and Forwarding of Individually Addressed Frames) and 11C.7.5.3 (Addressing and Forwarding of Group Addressed Frames) by using the Address 4 field value as the Source mesh STA address and the Address 3 field value as the Destination mesh STA address.

11C.7.5.4a Detection of duplicate mesh data frames

A mesh STA may receive a mesh data frame or a multihop action frame from different peer neighbor mesh STAs more than once.
Duplicate mesh frame filtering is facilitated through the inclusion of a Mesh Sequence Control field in the Mesh Control of mesh data frames and multihop action frames as specified in 7.1.3.6.3(Mesh Control field).

The receiving mesh STA shall keep a cache of recently received <Address 4, Mesh Sequence Number> tuples.

A mesh STA shall reject as a duplicate mesh frame any mesh frame that matches an <Address4, Mesh Sequence Number> tuple of an entry in the cache.

· Mesh STAs that do not forward

A mesh STA that has dot11MeshForwarding set to FALSE does not forward frames. The circumstances in which a mesh STA may be allowed to become a non forwarding entity and the authority to set dot11MeshForwarding to FALSE are beyond the scope of this standard.

A mesh STA that does not forward is a special case of a mesh STA. Such mechanism depends on whether the path selection protocol provides a mechanism to allow mesh STAs not to participate in forwarding. The HWMP path selection protocol provides such a mechanism, see 11C.10 (Hybrid Wireless Mesh Protocol (HWMP)).

Abstract


This text document provides proposed resolutions to comments related to forwarding and addressing.
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