November 2009

doc.: IEEE 802.11-09/1224r0

IEEE P802.11
Wireless LANs

	PANN, PERR and other RFI corrections

	Date:  2009-11-17

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Guenael Strutt
	Motorola
	1064 Greenwood Blvd, Ste 400
Lake Mary, FL 32746 -- USA
	+1-407-562-4050
	Guenael.Strutt@motorola.com

	Michael Bahr
	Siemens AG, 

Corporate Technology
	Otto-Hahn-Ring 6

80200 München, Germany
	+49 – 89 – 636 – 49926
	bahr et siemens dod com



CIDs resolved:

	912
	This clause describes the function, generation and processing of the PANN but not a portal announcement protocol. The following bits are missing:
- overview / introduction
- that a PANN might be subtituted by equivalent mechanisms of the path selection protocol, for instance with the portal flag in proactive PREQs of HWMP
- the effect of receipt for mesh STA that do not want to ignore the content of the PANN
	Add the missing bits. Furthermore, check thoroughly the portal announcement and other portal related stuff for correctness, completeness, and consistency. Close all specification gaps that may lead to malfunctions, especially the ones caused by the dynamic behaviour of the mesh.
	Counter
	Resolved by 11-09-1224, which dded verbiage explaining in 11B.8.2 that this content is there to support mechanisms defined in 11B.8.3.  Inversely, added verbiage in 11B.8.3 explaining that the knowledge of portals is provided by a mechanism, such as the one defined in 11B.8.2, although other mechanism may be used as well (e.g. the portal flag in proactive PREQ). The text is given in document 11-09/1224r1


	43
	"The second method uses a Root Announcement (RANN) element and is intended to distribute path information for reaching the root mesh STA but the actual paths to the root mesh STA can be built on-demand." This is not correct. The actual path to the root mesh STA is built after RANN is accepted. Otherwise, a STA can not unicast PREQ to the root STA without the routing information to a root mesh STA.
	Change the text accordingly.
	Reject
	The STA does not build a path after receiving the RANN – otherwise it would work exactly like a PREQ and would not provide guarantees against the loss cause by broadcast delivery.  The STA can unicast a PREQ without having forwarding information because it uses the information from the RANN to do so.

	44
	"while the PREP creates the forward path from the mesh STA to the root mesh STA." The forward path to the root mesh STA already there, otherwise you can not use unicast PREQ.
	Change the text to fix the problem.
	Reject
	The forward path to the root does not exist, because a broadcast RANN is not sufficient to establish a new path (it is unreliable).  Only PREQs and PREPs can establish paths.


	940
	There is the invalidation of forwarding information mentioned. What does this mean, and when is it validated again?
	Completely specify the invalidation of forwarding information. Will need changes to other parts of the amendment, too (e.g. clause on forwarding information).
	Counter
	 1224r1 resolution


Instruction to Editor: update text modified using the “Track Changes” functionality of the word processor.  Baseline text is D3.04.
· PERR element

The Path Error (PERR) element is used for announcing an unreachable destination.  
The format of the PERR element is shown in Figure s40 (Path Error element).

	Element ID
	Length
	TTL
	Number of Destinations N
	Flags #1
	Destination Address #1
	HWMP Sequence 
Number

#1
	Reason Code #1
	...

	Octets: 1
	1
	1
	1
	1
	6
	4
	2
	

	· Path Error element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this information element. The length is variable and set to (2 + 13 * Number of Destinations) octets.

The TTL (Time To Live) field is coded as an unsigned integer that indicates the maximum number of hops the PERR element can be propagated before being discarded.

The Number of Destinations N field is coded as an unsigned integer and indicates the number of announced destinations in PERR (Destination Address, HWMP Sequence Number, and Reason Code).

The Flags field is shown in Figure s41 (PERR Flags field format).

	B0
	B1
	B2    B7

	USN
	RC
	Reserved

	Bits:1
	1
	6

	· PERR Flags field format


The USN (Unknown Sequence Number) subfield is 1 bit in length and is set to 1 if HWMP Sequence Number is not known or not valid. It is set to 0 otherwise. When the USN subfield is 1, the content of HWMP Sequence Number field is reserved.

The RC sub-field indicates that the reason code field is valid if the value is 1, and that the reason code field is invalid, if the value is 0.  When the RC subfield is 0, the content of the Reason Code field is reserved.

The Destination Address field is represented as a 48-bit MAC address and indicates the address of the unreachable destination.


The HWMP Sequence Number field is coded as an unsigned integer and indicates the HWMP sequence number of invalidated destination. The HWMP Sequence Number field is reserved when the USN subfield is 1.  
The Reason Code field specifies the reason for sending a PERR element. The Reason Code is defined in 7.3.1.7 (Reason Code field).
The detailed usage of the PERR element is described in 11C.10.8 (Path Error (PERR)).
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· Path Error (PERR)

· General

This subclause describes the function, generation and processing of the PERR element.

· Function

The PERR element is used for announcing one or more unreachable destination(s).  The announcement is sent to all traffic sources that have a known active path to the destination(s). The active forwarding information associated with the unreachable destination(s) should no longer be used for forwarding.

A PERR element may be either group addressed (if there are many precursors), individually addressed (if there is only one precursor), or individually addressed iteratively to all precursors (see 11C.10.4 Addressing of Mesh Path Selection action frame, “PERR (individually addressed”). The PERR element is processed as a single element when iteratively individually addressed to several precursors. The PERR element contains the destinations that are unreachable. 
A PERR element is propagated by mesh STAs receiving a PERR if certain conditions are met.

A mesh STA generating or receiving a PERR may decide to establish paths to unreachable destinations using any of the available HWMP mechanisms. 

· Conditions for generating and sending a PERR

A mesh STA shall send a PERR element in a Mesh Path Selection frame, as defined in 7.4.14.2 (
Mesh Path Selection frame format)
, in the following cases:

Case A: Original transmission

The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago and at least one of the following applies:

· The mesh STA determines that the link to the next hop of an active path in its forwarding information is no longer usable.

NOTE—The detection might be triggered by the fact that a mesh STA is unable to forward a data frame to a next hop mesh STA.

· The mesh STA receives a frame with a destination address for which it has no forwarding information.

· The mesh STA receives an individually addressed frame with a destination address not matching its own MAC address and dot11MeshForwarding is set to FALSE.

The contents of a PERR element in Case A shall be as shown in Table s59 (Contents of a PERR element in Case A).

	· Contents of a PERR element in Case A 

	Field
	Value

	ID
	Value given in Table 7-26 (Element IDs) for the PERR element

	Length
	2 + N * 13

	TTL
	The maximum number of hops the element can be propagated before being discarded.

	Number of Destinations
	Number of announced unreachable destinations in the PERR.



	Flags #1
	Bit 0 (USN): Set to 1 if HWMP Sequence number is not valid, 0 otherwise.

Bit 1(RC): Set to 1 if Reason Code field is valid, 0 otherwise.

Bit 2-7: Reserved

	Destination Address #1
	MAC address of unreachable destination #1

	HWMP Sequence Number #1
	Last used HWMP sequence number for Destination Address #1 + 1. Reserved when the USN subfield of Flags #1 field is set to 1.

	Reason Code #1
	One of the values specified in 7.3.1.7 (Reason Code field). 
Reserved when the RC subfield of Flags #1 field is set to 0.

	…
	…


Case B:
PERR propagation

All of the following applies: 

· The mesh STA received a PERR from a neighbor peer. mesh STA
· A destination in the PERR is the same as one of the destinations in the active forwarding information of the mesh STA where the next hop is the transmitter of the received PERR, and the forwarding information has been invalidated according to conditions in 11C.10.8.5.3 Effect of receipt case b) or c).
· The mesh STA has not sent a PREQ element less than dot11MeshHWMPperrMinInterval TUs ago. 

· dot11MeshForwarding is set to TRUE

· The TTL field in the received PERR element is greater than or equal to 1.

The contents of a PERR element in Case B shall be as shown in Table s60 (Contents of a PERR element in Case B).

	· Contents of a PERR element in Case B 

	Field
	Value

	ID
	Value given in Table 7-26 (Element IDs) for the PERR element

	Length
	2 + N * 13

	TTL
	TTL in received PERR element – 1

	Number of Destinations
	Number of unreachable destinations in the PERR ( received value)



	Flags #1
	Bit 0 (USN): Set to 1 if the HWMP Sequence number is not valid, 0 otherwise.

Bit 1(RC): Set to 1 if the Reason Code field is valid, 0 otherwise.

Bit 2-7: Reserved

	Destination Address #1
	MAC address of unreachable destination #1, as received 

	HWMP Sequence Number #1
	As received 

	Reason Code #1
	One of the values specified in 7.3.1.7 (Reason Code field). 
Reserved when the RC subfield is set to 0.

	…
	…


· 

· 
· 




· PERR processing
· General

Received PERR elements are subject to certain acceptance criteria. Processing and actions taken depend on the contents of the PERR and the information available to the receiving mesh STA. See also 11C.10.5 (General rules for processing HWMP information elements).

· Acceptance criteria

The PERR shall be accepted (and shall be processed as described in 11C.10.8.5.3 (Effect of receipt)) if all of the following applies:

· The mesh STA that receives the PERR has forwarding information stored where 

· the destination is contained in the list of unreachable destinations of the PERR and 

· the next hop is the transmitter of the received PERR

· The USN subfield of the received PERR element’s Flags field is 1, or the USN subfield of the received PERR element’s Flags field is 0 and the HWMP destination sequence number in the received PERR element is greater than the HWMP destination sequence number of the unreachable destination in the stored forwarding information.

· The TTL field in the received PERR is greater than 0.

Otherwise, the PERR element shall be discarded.

· Effect of receipt

The following applies only to a PERR element that was accepted according to the acceptance criteria in 11C.10.8.5.2 (Acceptance criteria).

· The mesh STA creates a list of unreachable destinations consisting of those destinations for which the next hop in the local active forwarding information is the transmitter of the PERR.

· If the USN subfield of the received PERR is 0 and the received HWMP sequence number for an unreachable destination is higher than the current HWMP sequence number for that destination, the receiving mesh STA shall consider that destination unreachable and shall invalidate the forwarding information associated with this unreachable destination.

· If the USN subfield of the received PERR is 1 and an unreachable destination is present in the forwarding information, the receiving STA shall increment the unreachable destination’s HWMP sequence number. The receiving mesh STA shall invalidate the forwarding information associated with this unreachable destination.

· A PERR element is propagated according to the conditions defined in 
·  11C.10.8.3 (Conditions for generating and sending a PERR) Case B “PERR propagation”.
· 
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· Addressing of Mesh Path Selection action frame

All HWMP information elements are sent in a Mesh Path Selection action frame (see 7.4.14 (Mesh Path Selection action frame details

)
). The RANN element may also be sent in a Beacon frame.

· PREQ Case A, Case B (if previous PREQ received was group addressed), Case D (if previous PREQ received was group addressed), Case E:

· Address 1: Group address

· Address 2: Address of the mesh STA sending the PREQ

· Address 3: Same as Address 2

· PREQ Case B (if previous PREQ received was individually addressed), Case D (if previous PREQ received was individually addressed):

· Address 1: Next hop MAC address to the Mesh STA identified as the Target MAC address in the PREQ element

· Address 2: Address of the mesh STA sending the PREQ

· Address 3: Same as Address 2

· PREQ Case C:

· Address 1: Address 2 of the frame containing the RANN element that triggered the PREQ

· Address 2: Address of the mesh STA sending the PREQ

· Address 3: Same as Address 2

NOTE—For all individually addressed PREQ cases, Address 1 can only be identical to the “Target Address” in the PREQ element, if Address 2 is the last hop to the Target.

· PREP Case A:

· Address 1: Address of the next hop to the Originator mesh STA Address of the PREQ that triggered the PREP

· Address 2: Address of the mesh STA sending the PREP

· Address 3: Same as Address 2

NOTE—Address 1 can only be identical to the “Originator mesh STA Address” in the PREP element, if Address 2 is the last hop to the Originator.

· PERR Case A (individually addressed):

· Address 1: Address of each one of the precursors for which the active forwarding information has been invalidated (see 11C.10.8.5.3 Effect of receipt) or address of the transmitter of the frame that triggered the PERR (see Case A, 11C.10.8.3 Conditions for generating and sending a PERR)
· Address 2: Address of the mesh STA sending the PERR

· Address 3: Same as Address 2

· PERR Case B (individually addressed):

· Address 1: Address of each one of the precursors for which the active forwarding information has been invalidated (see 11C.10.8.5.3 Effect of receipt)
· Address 2: Address of the mesh STA sending the PERR

· Address 3: Same as Address 2

· PERR (group addressed):

· Address 1: group address

· Address 2: Address of the mesh STA sending the PERR

· Address 3: Same as Address 2

· RANN:

· Address 1: group address

· Address 2: Address of the mesh STA sending the RANN

· Address 3: Same as Address 2

Multiple HWMP information elements may be sent in the same Mesh Path Selection action frame if they share the same intended Address 1.
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· Interworking

· Overview of interworking in a mesh BSS

An MBSS functions like an IEEE 802 LAN segment that is compatible with IEEE 802.1D. The MBSS appears as a single access domain.

An MBSS may have zero or more portals that may be connected to one or more LAN segments.  In case two portals connect the MBSS to one external LAN segment, broadcast loops may occur and the IEEE 802.1D bridging protocol may cause the LAN ports of one of the portals to be closed. These cases can be prevented by proper configuration measures. 
Portals are discovered by mesh STAs using one of the following methods:

· The portal announcement protocol (see 11C.8.2)

· The proactive PREQ mechanism (see 10C.10.1.3.2), with the portal flag field set to 1 (see 11C.10.6.3 Conditions for generating and sending a PREQ)
· The proactive RANN mechanism (see 10C.10.1.3.3), with the portal flag field set to 1 (see 11C.10.9.3 Conditions for generating and sending a RANN)
The default path selection protocol supports the transfer of “proxy information” towards the portal (See 11C.8.5 (Proxy protocol)).

· Portal announcement protocol

· General

This subclause describes the function, generation and processing of the Portal Announcement (PANN) element.

· Function

The Portal Announcement (PANN) element, described in 7.3.2.98 (PANN element), is used to announce the presence of a mesh STA collocated with a portal in the mesh BSS. Portal Announcements allow mesh STAs to discover a portal and, if necessary, build a path towards it 


· Conditions for generating and sending a PANN

A mesh STA shall send a PANN frame in the following cases:

Case A: Original transmission


All of the following applies: 

· The mesh STA is collocated with portal

· dot11MeshPortalAnnouncementProtocol is set to TRUE

· At every dot11MeshPortalAnnouncementInterval 

The content of a PANN element in Case A shall be as shown in Table s38 (Content of a PANN element in Case A).

	· Content of a PANN element in Case A

	Field
	Value

	ID
	Value given in Table 7-26 (Element IDs) for the PANN element

	Length
	13

	Flags
	Not used

	Hop Count

	0

	Time to Live
	Maximum number of hops allowed for the Portal Announcement

	Mesh Portal Address
	Mesh STA MAC address

	PANN Sequence Number
	A sequence number specific for the portal. The PANN sequence number shall be incremented by the mesh STA collocated with the portal before each transmission


Case B:
Propagation


All of the following applies:

· The mesh STA has received a Portal Announcement

· The decremented time to live of the Portal Announcement is equal to or greater than 1

· dot11MeshForwarding is set to TRUE

The content of a PANN element in Case B shall be as shown in Table s39 (Content of a PANN element in Case B).

	· Content of a PANN element in Case B

	Field
	Value

	ID
	Value given in Table 7-26 (Element IDs) for the PANN element

	Length
	13

	Flags
	As received

	Hop Count

	As received + 1

	Time to Live
	As received – 1

	Mesh Portal Address
	As received

	PANN Sequence Number
	As received


· PANN processing

· General

A received Portal Announcement is subject to certain acceptance criteria. Processing depends on the contents of the Portal Announcement and the information available at the receiving mesh STA.

· Acceptance criteria

The Portal Announcement element shall not be accepted (and shall not be processed as described in 11C.8.2.4.3 (Effect of receipt)) if the PANN Sequence Number of the Portal Announcement is lower than the PANN Sequence Number of the most recently accepted Portal Announcement with the same mesh portal address.

· Effect of receipt

The following applies only to a Portal Announcement element that was accepted according to the acceptance criteria in 11C.8.2.4.2 (Acceptance criteria).
The receiving mesh STA shall transmit a Portal Announcement as defined in 11C.8.2.3 (Conditions for generating and sending a PANN), Case B. 
The Mesh Portal Address field of the PANN.contains the address of the mesh STA collocated with a portal, and may be stored for the purpose of determining paths to mesh portals.  Paths to mesh portals allow mesh STAs to forward frames to addresses for which no path could be determined (see 11C.8.3 Mesh STA data forwarding behavior)
· Mesh STA data forwarding behavior

To send or forward a frame, a mesh STA first follows the data forwarding procedures defined in 11C.7.5 (Frame addressing and forwarding in an MBSS). If the mesh STA is not able to determine an intra-MBSS path to the destination MAC address, the mesh STA shall assume that the destination is outside the MBSS and shall forward the message to one or more portals (see 11C.8.4.2 (Handling of frames that originated in the MBSS)). If there is no portal available, the mesh STA shall silently discard the frame.
Discovery of portals by mesh STAs is performed using propagated elements, such as a PANN (11C.8.2 Portal announcement protocol). Other methods specific to the HWMP path selection protocol are also available, such as the proactive PREQ (11C.10.1.3.2 Proactive PREQ mechanism) or the proactive RANN (11C.10.1.3.3  Proactive RANN mechanism), when the Portal flag field is the set to 1 in these HWMP elements.
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· Proactive tree building mode

· General

There are two mechanisms for proactively disseminating path selection information for reaching the root mesh STA. The first method uses a proactive Path Request (PREQ) element and is intended to create paths between the root mesh STA and all mesh STAs in the network proactively.   The second method uses a Root Announcement (RANN) element and is intended to distribute path information for reaching the root mesh STA but there is no forwarding information created.
A mesh STA configured as root mesh STA would send either proactive PREQ or RANN elements periodically.

· Proactive PREQ mechanism

The PREQ tree building process begins with a proactive Path Request element sent by the root mesh STA, with the Target Address set to all ones, the TO flag set to 1 and the RF flag set to 1. The PREQ contains the path metric (set to the initial value of the active path selection metric by the root mesh STA) and an HWMP sequence number. The proactive PREQ is sent periodically by the root mesh STA, with increasing HWMP sequence numbers.

A mesh STA receiving a proactive PREQ creates or updates its forwarding information to the root mesh STA, updates the metric and hop count of the PREQ, records the metric and hop count to the root mesh STA, and then transmits the updated PREQ. Information about the presence of and distance to available root mesh STA(s) is disseminated to all mesh STAs in the network. 

Each mesh STA may receive multiple copies of a proactive PREQ, each traversing a unique path from the root mesh STA to the mesh STA. A mesh STA updates its current path to the root mesh STA if and only if the PREQ contains a greater HWMP sequence number, or the HWMP sequence number is the same as the current path and the PREQ offers a better metric than the current path to the root mesh STA. The processing of the proactive PREQ is the same as in the on-demand mode described in 11C.10.1.2 (On demand path selection mode).

If the proactive PREQ is sent with the “Proactive PREP” bit set to 0, the recipient mesh STA may send a proactive PREP if a bidirectional path is required (for example, if the mesh STA has data to send to the root mesh STA that requires establishing a bidirectional path with the root mesh STA). During the time a bidirectional path is required, the recipient mesh STA shall send a proactive PREP even if the “Proactive PREP” bit is set to 0. Guidance on controlling the generation of proactive PREQs in such a case is given in Annex V.7 (Generation of proactive PREPs in proactive PREQ mechanism of HWMP).

If the PREQ is sent with a “Proactive PREP” bit set to 1, the recipient mesh STA shall send a proactive PREP. The proactive PREP establishes the path from the root mesh STA to the mesh STA.

· Proactive RANN mechanism

The root mesh STA periodically propagates a RANN element into the network. The information contained in the RANN is used to disseminate path metrics to the root mesh STA, but reception of a RANN does not establish a path.

Upon reception of a RANN, each mesh STA that has to create or refresh a path to the root mesh STA sends an individually addressed PREQ to the root mesh STA via the mesh STA from which it received the RANN. 


The root mesh STA sends a PREP in response to each PREQ. The individually addressed PREQ creates the reverse path from the root mesh STA to the originator mesh STA, while the PREP creates the forward path from the mesh STA to the root mesh STA. 
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· Forwarding information

The forwarding information to a destination consists of at least a destination mesh STA address, the HWMP sequence number (SN) of the destination, the Next Hop address, the path metric, the number of hops, the precursor list, and the lifetime of this forwarding information.

An entry in the precursor list contains the precursor mesh STA address and the lifetime of this entry. If an existing entry in a precursor list is updated, the lifetime is the maximum of the current and the updated value. If the lifetime of a precursor expires, it will be deleted from the precursor list. Precursors are used to identify legitimate transmitters of individually addressed frames (see 11C.7.5.2.2 (At Intermediate and destination mesh STAs

)
) and for the notification of link failures (see 11C.10.8 (Path Error (PERR))).

PREQ elements and PREP elements create or update the forwarding information of the mesh STAs that process these information elements as follows:

· The mesh STA may create or update its forwarding information to the transmitter of the information element if the path metric improves.

· The mesh STA may create or update its forwarding information to the originator mesh STA, if it received a PREQ, or to the target mesh STA, if it received a PREP, and one of the following conditions is met: 

· The Originator or Target HWMP sequence number > HWMP sequence number in the forwarding information for this Originator or Target mesh STA, or

· the Originator or Target HWMP sequence number = HWMP sequence number in the forwarding information for this target mesh STA AND the updated path metric is better than the path metric in the forwarding information.

Table s47 (Data for creation and update of forwarding information due to PREQ and PREP) defines the values to be stored in the different fields of the forwarding information after a PREQ or PREP has been received.

	· Data for creation and update of forwarding information due to PREQ and PREP 

	
	Received PREQ
	Received PREP

	Field of forwarding information
	Forwarding information for transmitter of PREQ
	Forwarding information for Originator mesh STA
	Forwarding information for transmitter of PREP
	Forwarding information for Target mesh STA

	HWMP sequence number
	Invalid if created, no change if updated
	PREQ field Originator HWMP Sequence Number
	Invalid if created, no change if updated
	PREP field Target HWMP Sequence Number

	Next hop
	Transmitter address of the management frame containing the PREQ element
	Transmitter address of the management frame containing the PREQ element
	Transmitter address of the management frame containing the PREP element
	Transmitter address of the management frame containing the PREP element

	Path metric
	Accumulation of the initial value of the path metric with the metric of the link to the transmitter of the PREQ element
	Accumulation of the value of PREQ field Metric with the metric of the link to the transmitter of the PREQ element
	Accumulation of the initial value of the path metric with the metric of the link to the transmitter of the PREP element
	Accumulation of the value of PREP field Metric with the metric of the link to the transmitter of the PREP element

	Number of hops
	1
	Value of PREQ field Hopcount + 1
	1
	Value of PREP field Hopcount + 1

	Precursor list
	No change
	No change except in case of an intermediate reply (see 11C.10.6.4.3 (Effect of receipt) step 6)
	No change
	See 11C.10.7.4.3 (Effect of receipt) step 5

	Lifetime
	The longer one of the lifetime of the stored forwarding information and the value of PREQ field Lifetime
	The longer one of the lifetime of the stored forwarding information and the value of PREQ field Lifetime
	The longer one of the lifetime of the stored forwarding information and the value of PREP field Lifetime
	The longer one of the lifetime of the stored forwarding information and the value of PREP field Lifetime


Changes to the forwarding information in other situations, for instance, when processing a PERR element (see 11C.10.8 (Path Error (PERR))), are described in the corresponding clauses.

The forwarding information for a destination shall not be used for forwarding if it is marked as invalid (or inactive). “Forwarding information” in 11C.7.5.2 (Addressing and Forwarding of Individually Addressed Frames)  refers only to forwarding information that is valid (or active) in HWMP. 
The forwarding information shall be marked as invalid if the path lifetime has expired. Also, forwarding information is marked as invalid (or inactive) when certain conditions are met in the processing of HWMP elements, e.g. sequence numbering mismatch (11C.10.5.3 HWMP Sequence Numbering) or path error processing (11C.10.8.5 PERR Reception).
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