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7
Frame formats
7.3
Management frame body components

7.3.4
Native query protocol elements

7.3.4.1
Capability List
Insert a new row in Table 7-43bg as shown below:
	Table 7-43bg—Native Query Protocol info ID definitions



	Info Name
	Info ID
	Native Info Element (clause)

	Reserved
	0-255
	n/a

	Capability List
	256
	7.3.4.1

	Venue Name information
	257
	7.3.4.2

	Emergency Call Number information
	258
	7.3.4.3

	Network Authentication Type information
	259
	7.3.4.4

	Roaming Consortium List
	260
	7.3.4.5

	IP Address Type Availability information
	261
	7.3.4.7

	NAI Realm List
	262
	7.3.4.8

	3GPP Cellular Network information
	263
	7.3.4.9

	AP Geospatial Location
	264
	7.3.4.10

	AP Civic Location
	265
	7.3.4.11

	Domain Name List
	266
	7.3.4.12

	Emergency Alert URI
	267
	7.3.4.13

	Secondary NAI Realm List

	268 – 277
	7.3.4.14

	Reserved
	278– 56796
	n/a

	Native Query Protocol vendor-specific list
	56797
	7.3.4.6

	Reserved
	56798 – 65535
	n/a


7.3.4.8
NAI Realm List
Insert text in the following figure as shown below:
	
	
	
	
	
	
	
	
	

	
	Info ID
	Length
	Secondary NAI Realm Pages
	NAI Realm Count
	NAI Realm Data #1
(optional)
	NAI Realm Data #2
(optional)
	…
	NAI Realm Data #n
(optional)

	Octets:
	2
	2
	1
	1
	variable
	variable
	
	variable


Figure 7-95o130—NAI Realm List format
Insert the following text as shown below:
The Info ID field is equal to the value in Table 7-43by corresponding to the NAI Realm List.
The Length field is a 2-octet field whose value is determined by the number and size of the NAI Realm Data fields.

The NAI Realm Pages is a 1-octet field which specifies the total number of non-null Secondary NAI Realm Lists which can be returned in response to a NQP query for Secondary NAI Realm Lists.  If the value of NAI Realm Pages is 1, then only 1 non-null Secondary NAI Realm List can be returned and its Info ID value is the first value in Table 7-43bg for Secondary NAI Realm List.  If the value of NAI Realm Pages is 2, then only 2 non-null Secondary NAI Realm Lists can be returned and their Info ID values are the first two values in Table 7-43bg for Secondary NAI Realm List, and so on.
Insert the following text as shown below:
The NAI Realm sub-field is one or more NAI Realms formatted as defined in the NAI Realm Encoding Type bit of the NAI Realm Encoding subfield. If there is more than one NAI Realm in this sub-field, the NAI Realms are delimited by a semi-colon character (i.e., “;”, which is encoded in UTF-8 format as 0x3B). All the realms included in the NAI Realm sub-field support all the EAP methods identified by the EAP Method sub-fields, if present. The maximum length of this sub-field is 255 octets.

Insert the following text as shown below:
7.3.4.14
Secondary NAI Realm List
The Secondary NAI Realm List provides a list of NAI Realms corresponding to SSPs or other entries whose networks or services are accessible via this AP; optionally included with each NAI Realm is a list of one or more EAP Method sub-fields, which that NAI Realm uses for authentication. A Secondary NAI Realm list may be returned in response to a Native GAS Query Request. The format of the Secondary NAI Realm List is provided in Figure 7-95o148a.
	
	
	
	
	
	
	
	

	
	Info ID
	Length
	NAI Realm Count
	NAI Realm Data #1
(optional)
	NAI Realm Data #2
(optional)
	…
	NAI Realm Data #n
(optional)

	Octets:
	2
	2
	1
	variable
	variable
	
	variable


Figure 7-95o148a—NAI Realm List format
The Info ID field is equal to the one of the values in Table 7-43bg corresponding to a Secondary NAI Realm List.
The remainder of the fields in Figure 7-95o148a are defined to be identical to the fields having the same name in 7.3.4.8.

Insert the following text as shown below:
	Table 7-43bk—Authentication Parameter types



	Authentication Information
	ID
	Description
	Length (octets)

	Reserved
	0
	
	

	Expanded EAP Method 
	1
	Expanded EAP Method Subfield
	7

	Non-EAP Inner Authentication Type
	2
	Enum (0 - Reserved, 1 - PAP, 2 – CHAP, 3 - MSCHAP, 4 - MSCHAPV2) 
	1

	Inner Authentication EAP Method Type
	3
	Value drawn from http://www.iana.org/assignments/eap-numbers
	1

	Expanded Inner EAP Method 
	4
	Expanded EAP Method Subfield
	7

	Credential Type
	5
	Enum (1-SIM, 2-USIM, 3-NFC Secure Element, 4-Hardware Token, 5-Softoken, 6 - Certificate, 7 – username/password, 8-Vendor Specific)
	1

	Tunneled EAP Method Credential Type
	6
	Enum (1-SIM, 2-USIM, 3-NFC Secure Element, 4-Hardware Token, 5-Softoken, 6 - Certificate, 7 – username/password, 8 – Anonymous, 8 - Vendor Specific)
	1

	Reserved
	7 - 220
	
	

	Vendor Specific
	221
	variable
	variable

	Reserved
	222 - 255
	
	


11 MLME
11.23 WLAN Interworking with External Networks Procedures
11.23.2
Interworking Procedures: Generic Advertisement Services

11.23.2.1
Native GAS Protocol
11.23.2.1.1
Native Query protocol procedures
Insert the following new clause shown below, renumbering subsequent clauses as appropriate:
11.23.2.1.1.3
AP Procedures for advertising EAP Method associated with an NAI Realm
When dot11RSNAEnabled is true, NAI Realms along with their supported authentication methods may be advertised using the NAI Realm List (see 7.3.4.5) and Secondary NAI Realm List(s) (see 7.3.4.14).  Each realm may be optionally associated with a set of EAP methods.  Each EAP method may be optionally associated with a set of Authentication Parameters.The NAI realm information provides a hint on the methods a STA can establish an association in an RSN IEEE 802.1X environment. If the non-AP STA  recognizes the NAI, it may attempt authentication even if it believes the EAP methods are incorrect.
A non-AP STA having dot11InterworkingServiceEnabled set to true, may process the NAI realm list. The selection of the NAI realm the non-AP STA uses for authentication is out of scope of this standard.  A non-AP STA requests the NAI Realm list using native-GAS procedures defined in 11.23.2.1.2.  If the Secondary NAI Realm Pages field in the NAI Realm list returned in response to a native-GAS query is non-zero, the non-AP STA should post one or more subsequent queries to obtain the Secondary NAI Realm lists.
Note—Secondary NAI Realm lists are intended to be used in cases in which there are a large number of realms and supported EAP methods that may be used to authenticate with an 802.11 access network—more than can be encoded within the MMPDU size constraint of the NAI Realm List (e.g., an airport hotspot having a large number of roaming agreements).
A non-AP STA having dot11InterworkingServiceEnabled may optionally process the EAP Method list as follows: 

· The EAP Method list provided by the AP shall be in priority order. (Note: the EAP Methods all be of equal priority).

· The credential types help the STA to determine what credentials to use for authentication

· The STA should confirm the GAS advertisement after an RSNA is established.

The policy which determines whether or not a non-AP STA should attempt authentication and/or association with any particular IEEE 802.11 Access Network is outside the scope of this standard.
Abstract
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� Note—there are 10 IDs assigned for the Secondary NAI Realm List and each Secondary NAI Realm List having a different Info ID provides different information.  This allows an AP to provide additional NAI Realm information as needed by a particular 802.11 access network.
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