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This document gives normative text for a mechanism that detects maliciously non-forwarding mesh stations in an IEEE 802.11s mesh BSS. The mechanism is called Forwarding Confirmation.
The forwarding confirmation uses a management frame exchange of 
· an individually addressed (unicast) Forwarding Confirmation Challenge element sent to the mesh station that is requested to confirm the forwarding of a certain number of frames
· a group addressed (broadcast) Forwarding Confirmation Response element sent from the mesh station that has been requested to confirm the forwarding of a certain number of frames.

A technical overview of the forwarding confirmation can be found in submission xxx.

All proposed changes and extensions are based on IEEE 802.11s Draft version D3.04.

Instruction to Editor: Insert the following one new row to Table 7-24 at the appropriate place.
	· Category values 

	Code
	Meaning
	See subclause
	Robust

	<ANA XXXc>
	Mesh Forwarding Confirmation
	7.4.XXXc (Mesh Forwarding Con​fir​ma​tion action frame details) 
	Yes


Instruction to Editor: Insert the following two new rows to Table 7-26 at the appropriate place.
	· Element IDs 

	Information element
	Element ID
	Total length of element in octets including the Type and Length octets
	Extensible

	Mesh Forwarding Confirmation Challenge (see 7.3.2.XXXa)
	<ANA XXXa>
	11 to 257
	

	Mesh Forwarding Confirmation Response (see 7.3.2.XXXb)
	<ANA XXXb>
	10 to 257
	


Instruction to Editor: Insert the following new clauses 7.3.2.XXXa and 7.3.2.XXXb  between 7.3.2.104 and 7.3.2.105 or after 7.3.2.106.
7.3.2.XXXa Mesh Forwarding Confirmation Challenge element

The Mesh Forwarding Confirmation Challenge element is transmitted by a mesh STA to one or more peer neighbor mesh STAs that are next hops according to the forwarding information in order to confirm the forwarding of received individually addressed multihop frames (mesh data frames and multihop action frames). This element is transmitted using individual addresses (number of challenged mesh stations is one) or group addresses (number of challenged mesh stations is larger than one). The format of the Mesh Forwarding Confirmation Challenge element is shown in Figure sXXXa(Mesh Forwarding Confirmation Challenge element).

	Element ID
	Length
	Forwarding Confirma​tion Sequence Number
	Number of Challenged Mesh STAs (N)
	MAC Address challenged Mesh STA #1
	…
	MAC Address challenged Mesh STA #N
	Multihop Frame Count

	Octets: 1
	1
	1
	1
	6
	…
	6
	1

	Figure sXXXa—Mesh Forwarding Confirmation Challenge element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this information element.

The Length is set to 3 + N*6.

The Forwarding Confirmation Sequence Number field is coded as an unsigned integer and is set to the sequence number of the Mesh Forwarding Confirmation. The mesh STA sets the Forwarding Confirmation Sequence Number field in the Mesh Forwarding Confirmation Challenge element to a value from a single modulo-256 counter that is incremented by 1 for each new Mesh Forwarding Confirmation Challenge.

The Number of Challenged Mesh STAs field is coded as an unsigned integer. It contains the number of peer neighbor mesh stations that are requested to send a Mesh Forwarding Confirmation Response with this Mesh Forwarding Confirmation Challenge.
The MAC Address Challenged Mesh STA field is represented as a 48-bit MAC address and is set to the MAC address of the peer neighbor mesh STA that is requested to send a Mesh Forwarding Confirmation Response.
The Multihop Frame Count field is coded as an unsigned integer. It contains the number of the last individually addressed multihop frames (mesh data frames and multihop action frames) that should have been forwarded by the challenged peer neighbor mesh stations. The Mesh Forwarding Confirmation Response is requested for this number of individually addressed multihop frames.

7.3.2.XXXb Mesh Forwarding Confirmation Response element

The Mesh Forwarding Confirmation Response element is transmitted by a mesh STA to the transmitter of a Mesh Forwarding Confirmation Challenge element. This element is transmitted using group addresses. The format of the Mesh Forwarding Confirmation Response element is shown in Figure sXXXb(Mesh Forwarding Confirmation Response element).
	Element ID
	Length
	Forwarding Confirma​tion Sequence Number
	MAC Address of Originator of Mesh Forwarding Confirmation Challenge 
	Flag and 

Next Hop Count (N)
	Next Hop #1
	…
	Next Hop #N

	Octets: 1
	1
	1
	6
	1
	variable
	…
	variable

	Figure sXXXb—Mesh Forwarding Confirmation Response element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this information element.

The Length is set to 8 + N*7 + Mi*(4 or 10) for all i with 0 ( i ( N.

The Forwarding Confirmation Sequence Number field is coded as an unsigned integer and is set to the sequence number of the Mesh Forwarding Confirmation.

The MAC Address Originator of Mesh Forwarding Confirmation Challenge field is represented as a 48-bit MAC address and is set to the MAC address of the peer neighbor mesh STA that requested this Mesh Forwarding Confirmation Response.

The format of the Flag and Next Hop Count field is defined in Figure sXXXc(Flag and Next Hop Count field).

	B0



B6
	 B7

	Next Hop Count
	More Flag

	Bits: 7
	1

	Figure sXXXc—Flag and Next Hop Count field


The Next Hop Count subfield is coded as an unsigned integer and contains the number of next hops for which forwarded multihop frames (mesh data frames and multihop action frames) are reported in this Mesh Forwarding Confirmation Response element.
The More Flag subfield indicates whether this Mesh Forwarding Confirmation Response element is the last one for a requested Mesh Forwarding Confirmation (if set to 0) or if further Mesh Forwarding Confirmation Response elements for the same requested Mesh Forwarding Confirmation have to be expected (if set to 1).
The format of the Next Hop field is defined in Figure sXXXj(Next Hop field).

	MAC Address Next Hop
	Flag and Multihop Frame ID Count (M)
	Source MAC Address #1
	Mesh Sequence Number 

#1
	…
	Source MAC Address #M
	Mesh Sequence Number #M

	Octets: 6
	1
	0 / 6
	4
	…
	0 / 6
	4

	Figure sXXXj—Next Hop field


The MAC Address Next Hop subfield is represented as a 48-bit MAC address and is set to the MAC address of the next hop mesh station to which individually addressed multihop frames as specified in the Mesh Forwarding Confirmation Challenge element have been forwarded.
The format of the Flag and Multihop Frame ID Count subfield is defined in Figure sXXXd(Flag and Multihop Frame ID Count field).
	B0



B6
	 B7

	Multihop Frame ID Count
	Mesh Sequence Number Only Flag

	Bits: 7
	1

	Figure sXXXd—Flag and Multihop Frame ID Count field


The Multihop Frame ID Count subfield is coded as an unsigned integer and contains the number of reported identifiers of individually addressed multihop frames forwarded to this next hop.

The Mesh Sequence Number Only Flag subfield indicates whether the identifier of a reported individually addressed multihop frame contains both the source MAC address and the mesh sequence number of the multihop frame (if set to 0) or only the mesh sequence number of the multihop frame (if set to 1).

The Source MAC Address subfield is represented as a 48-bit MAC address and is set to the MAC address of the source mesh station of the reported individually addressed multihop frame.

The Mesh Sequence Number field is 4 octets in length and is coded as an unsigned integer. It contains the mesh sequence number of the reported individually addressed multihop frame. 
Instruction to Editor: Insert the following new clause 7.4.XXXc between 7.4.14 and 7.4.15 or after 7.4.16.
7.4.XXXc Mesh Forwarding Confirmation action frame details

7.4.XXXc.1 General

The Action frame format for management of Mesh Forwarding Confirmation is defined in this subclause. Detailed addressing information for this action frame is provided in 11C.10.4 (Addressing of Mesh Path Selection action frame) Addressing of Mesh Path Selection action frame.

The Action field values associated with each frame format are defined in Table sXXXe (Mesh Forwarding Confirmation Action field values).

	Table sXXXe—Mesh Forwarding Confirmation Action field values

	Action field value
	Description

	· 
	Mesh Forwarding Confirmation Challenge

	1
	Mesh Forwarding Confirmation Response

	2-255
	Reserved


7.4.XXXc.2 Mesh Forwarding Confirmation Challenge frame format

The Mesh Forwarding Confirmation Challenge frame is transmitted by a mesh STA for the purpose of requesting confirmation for forwarding of mesh data frames and multihop action frames from on or more nest hop mesh stations as defined in 11C.7.6(Mesh forwarding confirmation procedure). This frame is transmitted as an individually addressed frame or as a group address frame. The frame body of the Mesh Forwarding Confirmation Challenge frame contains the information shown in Table sXXXf (Mesh Forwarding Confirmation Challenge frame body).

	Table sXXXf—Mesh Forwarding Confirmation Challenge frame body

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	3
	Mesh Forwarding Confirmation Challenge element
	

	Last
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Forwarding Confirmation.

The Action field is set to the value in Table sXXXe (Mesh Forwarding Confirmation Action field values) for this action frame type.

The Mesh Forwarding Confirmation Challenge element is set as described in 7.3.2.XXXa (Mesh Forwarding Confirmation Challenge element).

7.4.XXXc.3 Mesh Forwarding Confirmation Response frame format

The Mesh Forwarding Confirmation Response frame is transmitted by a mesh STA to a neighbor peer mesh STA in a mesh to provide information about forwarded mesh data frames and multihop action frames in response to a mesh forwarding confirmation Challenge. This frame is transmitted as a group addressed frame. The frame body of the Mesh Forwarding Confirmation Response frame contains the information shown in Table sXXXg (Mesh Forwarding Confirmation Response frame body).

	Table sXXXg—Mesh Forwarding Confirmation Response frame body

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Mesh Forwarding Confirmation Response element
	One or more Mesh Forwarding Confirmation Response elements

	Last
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Link Metric.

The Action field is set to the value in Table sXXXe (Mesh Forwarding Confirmation Action field values) for this action frame type.

The one or more Mesh Forwarding Confirmation Response elements are set as described in 7.3.2.XXXb (Mesh Forwarding Confirmation Response element).

Instruction to Editor: Change clause 11C.7.5 (D3.04) as indicated by the WinWord change marks.
· Addressing and Forwarding of Individually Addressed Frames 

· At Source mesh STAs

[…]
The TTL field in the Mesh Control shall be set to the value of dot11MeshTTL.
The source mesh STA shall record the source MAC address and the mesh sequence number of the mesh data frame or multihop action frame in its forwarding confirmation out list for the next hop mesh STA (Address 1) if Address 1 is not the same as Address 3. The destination flag is not set. See also 11C.7.6.1(Forwarding confirmation information).
· At Intermediate and destination mesh STAs

[…]
If Address 3 does not match the mesh STA’s own address, but is a known MAC address in the forwarding information (i.e., the mesh STA is an intermediate mesh STA — see Fehler! Verweisquelle konnte nicht gefunden werden.), the following actions are taken:

· The lifetime of the forwarding information is set to its initial value.

· The lifetime of the precursor list entry for the precursor is set to the maximum of the initial lifetime for this target and the current value.

· The TTL field in the Mesh Control is decremented by 1. If zero has been reached, the frame shall be discarded.

· The mesh sequence number and, optionally, the source MAC address of the mesh data frame or multihop action frame are recorded in the forwarding confirmation inlist for the precursor mesh STA (Address 2). The forwarding flag is set. See also 11C.7.6.1(Forwarding confirmation information).
· If the frame has not been discarded, the mesh STA shall forward the frame by setting the Address 1 field to the MAC address of the next hop mesh STA as determined from the forwarding information (see Fehler! Verweisquelle konnte nicht gefunden werden.) and the Address 2 field to its own MAC address and queueing the frame for transmission.

· The mesh STA shall record the mesh sequence number and, optionally, the source MAC address of the mesh data frame or multihop action frame in its forwarding confirmation outlist for the next hop mesh STA (Address 1). If Address 1 is the same as Address 3 in the forwarded multihop frame, the destination flag is set, otherwise not. See also 11C.7.6.1(Forwarding confirmation information).

If Address 3 matches the mesh STA’s own MAC address, the mesh STA shall check the Address Extension Mode field in the Mesh Control field and take the following actions:
· The mesh sequence number and, optionally, the source MAC address of the mesh data frame or multihop action frame are recorded in the forwarding confirmation inlist for the precursor mesh STA (Address 2). The forwarding flag is not set. See also 11C.7.6.1(Forwarding confirmation information).
· If the Address Extension Mode is set to 00 or 01, the mesh STA shall send the frame to an upper layer through MAC-SAP.

· If the Address Extension Mode is set to 10 or 11:

· If the current mesh STA is the final destination of the frame (Address 5 = Address 3), the mesh STA shall process and send it to an upper layer through MAC-SAP

· If the current mesh STA is a proxy mesh STA for proxied STAs, the mesh STA shall first check whether or not the end-to-end destination address (Address 5) is one of the proxied addresses in its proxy information (see Fehler! Verweisquelle konnte nicht gefunden werden.). If Address 5 is equal to one of the proxied addresses, the mesh STA shall queue the frame for transmission to the final destination (see Fehler! Verweisquelle konnte nicht gefunden werden. case b).

[…]
Instruction to Editor: Insert new clause 11C.7.6
11C.7.6 Mesh forwarding confirmation procedure
The following mechanism may be used to detect mesh STAs that maliciously do not forward mesh data frames or multihop action frames on established paths.

A mesh STA sends an individually or group addressed Mesh Forwarding Confirmation Challenge frame to one or more of its peer neighbor mesh STAs that are a next hop in the forwarding information of the mesh STA. The neighbor mesh stations respond with a group addressed Mesh Forwarding Confirmation Response frame containing a list of next hops and the identifiers of the individually addressed frames forwarded to them.
Even if the peer neighbor mesh STA forged the information in the Mesh Forwarding Confirmation Response frame, either the mesh STA or the next hop of the peer neighbor mesh STA will detect the malicious non-forwarding.

11C.7.6.1 Forwarding confirmation information
Each mesh station shall record 
· the mesh sequence number and, optionally, the source MAC address and

· whether the next hop is the destination (destination flag)
of the last dot11MeshForwardingConfFrames multihop frames per next hop mesh station it sends to a next hop on a path (forwarding confirmation out list).
Each mesh station shall record 
· the mesh sequence number and, optionally, the source MAC address, 

· the next hop mesh station
· whether the multihop frame has to be forwarded (forwarding flag)

of the last dot11MeshForwardingConfFrames per previous hop mesh STA it received from a previous hop on a path (forwarding confirmation in list).

11C.7.6.2 Mesh Forwarding Confirmation Challenge
11C.7.6.2.1 General

This section describes the function, generation and processing of the Mesh Forwarding Confirmation Challenge frame.

11C.7.6.2.2 Function

A Mesh Forwarding Confirmation Challenge frame is generated by a mesh STA to check whether a peer neighbor mesh STA forwarded all mesh data frames and multihop action frames on established paths.

11C.7.6.2.3 Conditions for generating and sending a Mesh Forwarding Confirmation Challenge
A mesh STA may transmit a Mesh Forwarding Confirmation Challenge frame when it checks whether a peer neighbor mesh STA forwards all mesh data frames and multihop action frames on established paths.

The Mesh Forwarding Confirmation Challenge frame is an individually addressed frame if it is sent to only one peer neighbor mesh STA. The Mesh Forwarding Confirmation Challenge frame is a group addressed frame if it is sent to multiple peer neighbor mesh STAs.

The content of the Mesh Forwarding Confirmation Challenge frame shall be as shown in Table sXXXh.

Table sXXXh—Contents of Mesh Forwarding Confirmation Challenge element
	Field
	Value/description

	Forwarding Confirmation Sequence Number
	Sequence number of the Mesh Forwarding Confirmation Challenge

	Number of challenged mesh STAs
	( 1

	MAC address of challenged mesh STA #1
	MAC address of peer neighbor mesh STA

	Multihop Frame Count
	n ( dot11meshForwardingConfFrames


11C.7.6.2.4 Effect of receipt of Mesh Forwarding Confirmation Challenge
If the MAC address of the recipient mesh STA is contained in one of the fields MAC address of challenged mesh STA, the recipient mesh STA generates a Mesh Forwarding Confirmation Response frame according to 11C.7.6.3.3(Conditions for generating and sending a Mesh Forwarding Confirmation response).
11C.7.6.3 Mesh Forwarding Confirmation response

11C.7.6.3.1 General

This section describes the function, generation and processing of the Mesh Forwarding Confirmation Response frame.

11C.7.6.3.2 Function

A Mesh Forwarding Confirmation Response frame is generated by a mesh STA that received and processed a Mesh Forwarding Confirmation Challenge from a peer neighbor mesh STA.

11C.7.6.3.3 Conditions for generating and sending a Mesh Forwarding Confirmation response

A mesh STA shall transmit a Mesh Forwarding Confirmation Response frame when it received and processed a Mesh Forwarding Confirmation Challenge frame from a peer neighbor mesh STA. The Mesh Forwarding Confirmation Response frame is transmitted with some small random delay.
The Mesh Forwarding Confirmation Response frame is a group addressed frame.
The content of the Mesh Forwarding Confirmation Response frame shall be as shown in Table sXXXi.

Table sXXXi—Contents of Mesh Forwarding Confirmation Response element
	Field
	Value/description

	Forwarding Confirmation Sequence Number
	Forwarding Confirmation Sequence Number of the Mesh Forwarding Confirmation Challenge being responded to.

	MAC Address of Originator of Mesh Forwarding Confirmation Challenge
	MAC address of the transmitter of corresponding Mesh Forwarding Confirmation Challenge frame

	Next Hop Count
	( 0 (Number of peer neighbor mesh STAs to which the n multihop frames, requested in the Mesh Forwarding Confirmation Challenge, have been forwarded. n is given in field Multihop Frame Count of the corresponding Mesh Forwarding Confirmation Challenge element.)

	More Flag
	As required

0: Mesh Forwarding Confirmation Response is complete with this frame

1: A further Mesh Forwarding Confirmation Response element in response to the same Mesh Forwarding Confirmation Challenge is to be expected.

	Per Next Hop
	MAC Address Next Hop
	MAC address of the peer neighbor mesh STA to that some of the n multihop frames, for which Mesh Forwarding Confirmation is requested, have been forwarded.

	
	Multihop Frame ID Count
	0 < number of multihop frame IDs ( n as given in field Multihop Frame Count of corresponding Mesh Forwarding Confirmation Challenge

	
	Mesh Sequence Number Only Flag
	As required 

0: source MAC address and mesh sequence number

1: mesh sequence number only

	
	Per Multihop Frame ID
	Source MAC Address
	Only present if Mesh Sequence Number Only Flag = 0

MAC address of the source mesh STA of the multihop frame 

	
	
	Mesh Sequence Number
	Mesh sequence number of the multihop frame


11C.7.6.3.4 Effect of receipt of Mesh Forwarding Confirmation Response
If the MAC address of the recipient mesh STA corresponds to the MAC address in field MAC Address of Originator of Mesh Forwarding Confirmation Challenge, the mesh STA shall perform the following steps:

1. If the recipient mesh STA did not send a Mesh Forwarding Confirmation Challenge with the same Forwarding Confirmation Sequence Number as in the received Mesh Forwarding Confirmation Response, an error is indicated and the processing is stopped.

2. If the More Flag is set to 1, the recipient mesh STA stores the information of the Mesh Forwarding Confirmation Response element and combines it with other Mesh Forwarding Confirmation Response elements with the same Forwarding Confirmation Sequence Number until the More Flag is set to 0.
3. If not all the Mesh Sequence Numbers and, optionally, the Source MAC Addresses of the n multihop frames, for which a Mesh Forwarding Confirmation was requested, are contained in the Mesh Forwarding Confirmation Response, an error is indicated. n is the number given in field Multihop Frame Count of the corresponding Mesh Forwarding Confirmation Challenge element.

If the MAC address of the recipient mesh STA does not correspond to the MAC address in field MAC Address of Originator of Mesh Forwarding Confirmation Challenge, the mesh STA shall perform the following steps:

1. If the More Flag is set to 1, the recipient mesh STA stores the information of the Mesh Forwarding Confirmation Response element and combines it with other Mesh Forwarding Confirmation Response elements with the same Forwarding Confirmation Sequence Number until the More Flag is set to 0.

2. If the MAC address of the recipient mesh STA corresponds to the MAC address of one of the MAC addresses in fields MAC Address Next Hop, it checks whether all Mesh Sequence Numbers and, optionally, the Source MAC Addresses of the m reported multihop frames have been received, i.e. are listed in the inlist for the transmitter of the Forwarding Confirmation Response frame of the forwarding confirmation information. m is the number of frame IDs given for this peer neighbor mesh STA in the corresponding field Multihop Frame ID Count. If not all reported multihop frames have been received, an error is indicated.
Instruction to Editor: Change clause 11C.8.4 (D3.04) as indicated by the WinWord change marks.
· Actions before sending the PERR

The mesh STA first makes a list of unreachable destinations consisting of the: 

· unreachable mesh STA and any additional destinations in the local forwarding information that use the unreachable mesh STA as the next hop (Case A, described in 11C.10.8.3 (Conditions for generating and sending a PERR)), or

· destinations in PERR for which there exists a corresponding entry in the local forwarding information that has the transmitter of the received PERR as the next hop (Case B, described in 11C.10.8.3 (Conditions for generating and sending a PERR)).

All peer mesh STAs that belong to precursor list of at least one of the unreachable destination(s) in the newly created PERR should receive the PERR. When precursor list is empty, PERR element should be sent to the transmitter of the frame that satisfies conditions b or c given in Case A of 11C.10.8.3 (Conditions for generating and sending a PERR).

The stored forwarding information, if any, for each unreachable destination announced in this PERR shall be invalidated.

The HWMP sequence numbers in all valid stored forwarding information of unreachable destinations announced in this PERR shall be incremented and the USN subfield in the Flag field is set to 0 if this mesh STA is originating the PERR element (Case A, 11C.10.8.3 (Conditions for generating and sending a PERR)). The USN subfield of the Flag field is set to 1 when HWMP sequence number is not known or not valid. When USN subfield of the Flag field is set to 1, HWMP sequence number field is reserved.

The mesh STA shall remove all entries from the forwarding confirmation inlist for all peer mesh STAs that belong to the precursor list of at least one of the unreachable destination(s) in the newly created PERR. See also 11C.7.6.1(Forwarding confirmation information).

PERR element may include a valid reason code in the Reason Code field. The RC subfield of the Flag field of PERR element shall be set to 1 if content of Reason Code field is valid, e.g., Case A or it is set to 0 if Reason Code field is reserved. Reason Code field may be set to one of the applicable Reason Code values given in 7.3.1.7 (Reason Code field).

Instruction to Editor: Change clause 11C.8.5 (D3.04) as indicated by the WinWord change marks.
· PERR Reception

· General

Received PERR elements are subject to certain acceptance criteria. Processing and actions taken depend on the contents of the PERR and the information available to the receiving mesh STA. See also Fehler! Verweisquelle konnte nicht gefunden werden..

· Acceptance criteria

The PERR shall be accepted (and shall be processed as described in Fehler! Ungültiger Eigenverweis auf Textmarke.) if all of the following applies:

· The mesh STA that receives the PERR has forwarding information stored where 

· the destination is contained in the list of unreachable destinations of the PERR and 

· the next hop is the transmitter of the received PERR

· USN subfield of the received PERR element’s Flags field is 1, or USN subfield of the received PERR element’s Flags field is 0 and HWMP destination sequence number in the received PERR element is greater than the HWMP destination sequence number.

· TTL field in the received PERR is greater than 0.

Otherwise, the PERR element shall not be accepted.

· Effect of receipt [of PERR]
The following applies only to a PERR element that was accepted according to the acceptance criteria in Acceptance criteria.

· The mesh STA creates a list of unreachable destinations consisting of those destinations in the PERR for which there exists valid forwarding information that has the transmitter of the PERR as the next hop.

· If the USN subfield of the received PERR is 0 and received HWMP sequence number for a referenced destination is higher than the current HWMP sequence number for that destination, the receiving mesh STA shall consider that destination unreachable and update its stored information for that destination accordingly.

· If the USN subfield of the received PERR is 1, the receiving STA shall increment the unreachable destination HWMP sequence number if it exists in its forwarding table. The receiving mesh STA shall invalidate the forwarding information associated with this unreachable destination.

· The mesh STA shall remove all entries from the forwarding confirmation outlist for the transmitter of the PERR. See also 11C.7.6.1(Forwarding confirmation information).
· Each unreachable destination that did not result in a broken forwarding path is removed from the PERR. Further, all information associated with the removed unreachable destination is also removed from the PERR. If no unreachable destination is left in PERR, no further processing is required and the PERR is not propagated

· The TTL field is decremented by 1. If the new TTL field becomes 0, no other processing is required and PERR is not propagated.

· The receiving mesh STA shall transmit a PERR as defined in Fehler! Verweisquelle konnte nicht gefunden werden. Case B. If the conditions specified in Fehler! Verweisquelle konnte nicht gefunden werden. Case B are not met, no further processing is required and the PERR is not propagated.

Instruction to Editor: Insert new MIB variable dot11meshForwardingConfFrames to Dot11MeshStationConfigEntry at the position as shown:

Dot11MeshStationConfigEntry ::=

SEQUENCE {


[...]



dot11MeshForwarding
TruthValue,


dot11MeshForwardingConfFrames
INTEGER,


dot11MeshMaxRetries
INTEGER,


[...]


}

dot11MeshForwardingConfFrames OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write


STATUS current


DESCRIPTION


“This object specifies the number of identifiers (mesh sequence number and, optionally, source MAC address) of mesh data frames and multihop action frames to be stored in the forwarding confirmation information per previous and next hop mesh station. The default value for this attribute is 32.”

::= { dot11MeshSTAConfigEntry XXXa }
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Abstract


The document provides normative text for a mechanism, called forwarding confirmation, to detect maliciously non-forwarding mesh stations in an IEEE 802.11s mesh BSS.
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