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	Clause
	new text

	3
	3.7 aggregated schedule: The aggregation of delivery and/or poll schedules by the quality of service (QoS) access point (AP) for a particular QoS station (STA) into a single service period (SP).

	3
	3.34 delivery-enabled access category (AC): A quality of service (QoS) access point (AP) AC where the AP is allowed to use enhanced distributed channel access (EDCA) to deliver traffic from the AC to a QoS station (STA) in an unscheduled service period (SP) triggered by the STA.

	3
	3.36 direct link: A bidirectional link from one quality of service (QoS) station (STA) to another QoS STA operating in the same infrastructure QoS basic service set (BSS) that does not pass through a QoS access point (AP). Once a direct link has been set up, all frames between the two QoS STAs are exchanged directly.

	3
	3.43 downlink: A unidirectional link from an access point (AP) to one or more non-AP stations (STAs).

	3
	
(Note – all uses of “non-AP QSTA” have been changed, so this definition is no longer needed)

	3
	3.151 traffic classification (TCLAS): The specification of certain parameter values to identify the medium access control (MAC) service data units (MSDUs) belonging to a particular traffic stream (TS). The classification process, performed above the MAC service access point (MAC_SAP) at a quality of service (QoS) access point (AP), uses the parameter values for a given TS to examine each incoming MSDU and determine whether this MSDU belongs to that TS. TCLAS may also occur at QoS stations (STAs) with multiple streams. However, such classification is beyond the scope of this standard.

	3
	3.153 traffic specification (TSPEC): The quality of service (QoS) characteristics of a data flow to and from a QoS station (STA).

	3
	3.160 trigger-enabled access category (AC): A quality of service (QoS) station (STA) AC where frames of subtype QoS Data and QoS Null from the STA that map to the AC trigger an unscheduled service period (SP) if one is not in progress.

	3
	3.166 unscheduled service period (SP): The period that is started when a quality of service (QoS) station (STA) transmits a trigger frame to the QoS access point (AP).

	3
	3.167 uplink: A unidirectional link from a non-access point (non-AP) station (STA) to an access point (AP).

	5.2.2
	The first component is an IEEE 802.1X port access entity (PAE). PAEs are present on all STAs in an RSNA and control the forwarding of data to and from the medium access control (MAC). An AP always implements the Authenticator PAE and Extensible Authentication Protocol (EAP) Authenticator roles, and a non-AP STA always implements the Supplicant PAE and EAP peer roles. In an IBSS, each STA implements both the Authenticator PAE and Supplicant PAE roles and both EAP Authenticator and EAP peer roles.

	5.2.2
	A second component is the Authentication Server (AS). The AS may authenticate the elements of the RSNA itself, i.e., the STAs may provide material that the RSNA elements can use to authenticate each other. The AS communicates through the IEEE 802.1X Authenticator with the IEEE 802.1X Supplicant on each STA, enabling the STA to be authenticated to the AS and vice versa. An RSNA depends upon the use of an EAP method that supports mutual authentication of the AS and the STA, such as those that meet the requirements in IETF RFC 4017. In certain applications, the AS may be integrated into the same physical device as the AP, or into a STA in an IBSS.

	5.2.6
	The second mechanism, designated the hybrid coordination function (HCF) controlled channel access (HCCA), allows for the reservation of transmission opportunities (TXOPs) with the hybrid coordinator (HC). A STA based on its requirements requests the HC for TXOPs, both for its own transmissions as well as for transmissions from the AP to itself.14 The request is initiated by the station management entity (SME) of the STA. The HC, which is collocated at the AP, either accepts or rejects the request based on an admission control policy. If the request is accepted, the HC schedules TXOPs for both the STAs (both the AP and the non-AP STA). For transmissions from the STA, the HC polls the STA based on the parameters supplied by the STA at the time of its request. For transmissions to the STA, the AP directly obtains TXOPs from the collocated HC and delivers the queued frames to the STA, again based on the parameters supplied by the STA. Details of the mechanism are provided in 9.9.2 (HCCA) and 11.4 (TS operation). This mechanism may be used for applications such as voice and video, which may need periodic service from the HC. If the application constraints dictate the use of this mechanism, the application initiates this mechanism by using the management service primitives.

	5.4.2.1
	The FT Protocol provides a mechanism for a STA to perform a BSS transition between access points (APs) in a robust security network (RSN) or when quality of service (QoS) admission control is enabled in the ESS.

	5.4.2.4
	The disassociation service may be invoked by either party to an association (non-AP STA or AP).

	5.4.3.1
	IEEE Std 802.11 defines three authentication methods: Open System authentication, Shared Key authentication, and FT authentication. Open System authentication admits any STA to the DS. Shared Key authentication relies on WEP to demonstrate knowledge of a WEP encryption key. FT authentication relies on keys derived during the initial mobility domain association to authenticate the stations as defined in Clause 11A (Fast BSS transition). The IEEE 802.11 authentication mechanism also allows definition of new authentication methods.

	5.4.3.7
	The FT mechanism defines a means for a STA to set up security and QoS parameters prior to reassociation to a new AP. This mechanism allows time-consuming operations to be removed from the timecritical reassociation process.

	5.8
	In an ESS, a non-AP STA’s SME performs the Supplicant role. In an IBSS, a STA’s SME takes on both the Supplicant and Authenticator roles and may take on the AS role.

	5.8.2.3
	Disassociation initiated by either STA in an RSNA causes the deletion of the PTKSA at both ends and the deletion of the GTKSA in a non-AP STA. The controlled and uncontrolled ports created for this association will also be deleted.

	6.1.4
	This standard is part of the IEEE 802 family of LAN standards, and as such all MSDUs are LLC PDUs as defined in ISO/IEC 8802-2: 1998. In order to achieve interoperability, implementers are recommended to apply the procedures described in ISO/IEC Technical Report 11802-5:1997(E) (previously known as IEEE Std 802.1H-1997 [B13]), along with a selective translation table (STT) that handles a few specific network protocols, with specific attention to the operations required when passing MSDUs to or from LANs or operating system components that use the Ethernet frame format. Note that such translations may be required in a STA.

	7.1.3.1.3
	To DS and From DS values Meaning To DS = 0 From DS = 0 A data frame direct from one STA to another STA within the same IBSS, or a data frame direct from one non-AP STA to another non-AP STA within the same BSS, as well as all management and control frames.

	7.1.3.1.7
	The More Data field is set to 0 in broadcast/multicast frames transmitted by the AP when no more broadcast/ multicast MSDUs or MMPDUs remain to be transmitted by the AP during this beacon interval and in all broadcast/multicast frames transmitted by STAs.

	7.1.3.1.7
	For a STA that has the More Data Ack subfield set in its QoS Capability information element and also has APSD enabled, an AP may set the More Data field to 1 in ACK frames to this STA to indicate that the AP has a pending transmission for the STA.

	7.1.3.5
	The QoS Control field is a 16-bit field that identifies the TC or TS to which the frame belongs and various other QoS-related information about the frame that varies by frame type and subtype. The QoS Control field is present in all data frames in which the QoS subfield of the Subtype field is set to 1 (see 7.1.3.1.2 (Type and Subtype fields)). Each QoS Control field comprises five subfields, as defined for the particular sender (HC or non-AP STA) and frame type and subtype. The usage of these subfields and the various possible layouts of the QoS Control field are described 7.1.3.5.1 (TID subfield) to 7.1.3.5.7 (AP PS Buffer State subfield) and illustrated in Table 7-4 (QoS Control field).

	7.1.3.5
	QoS data frames sent by non-AP STAs

	7.1.3.5.5
	The Queue Size subfield is an 8-bit field that indicates the amount of buffered traffic for a given TC or TS at the STA sending this frame. The Queue Size subfield is present in QoS data frames sent by STAs associated in a BSS with bit 4 of the QoS Control field set to 1. The AP may use information contained in the Queue Size subfield to determine the TXOP duration assigned to the STA.

	7.1.3.5.6
	If the calculated TXOP duration requested is not a multiple of 32 ?s, that value is rounded up to the next higher integer that is a factor of 32 ?s. The TXOP Duration Requested subfield is present in QoS data frames sent by STAs associated in a BSS with bit 4 of the QoS Control field set to 0. A value of 0 in the TXOP Duration Requested subfield indicates that no TXOP is requested for the MSDUs for the specified TID in the current SP. See 9.9.2.3.1 (TXOP requests).

	7.1.3.5.7
	The AP PS Buffer State subfield, defined in Figure 7-4 (QoS AP PS Buffer State subfield), is an 8-bit field that indicates the PS buffer state at the AP for a STA. The AP PS Buffer State subfield is further subdivided into three subfields: Buffer State Indicated, Highest-Priority Buffered AC, and AP Buffered Load.

	7.2.3.10
	The frame body of a management frame of subtype Authentication contains the information shown in Table 7-16 (Authentication frame body). FT authentication is used when FT support is advertised by the AP and dot11FastBSSTransitionEnabled is set to TRUE in the STA.

	7.3.1.4
	In an RSNA, non-AP STAs in an ESS set the Privacy subfield to 0 within transmitted Association and Reassociation Request management frames. APs ignore the Privacy subfield within received Association and Reassociation Request management frames.

	7.3.1.17
	The QoS Info field is 1 octet in length and contains capability information bits. The contents of the field are dependent on whether the STA is an AP or a non-AP STA.

	7.3.1.17
	The format of the QoS Info field, when sent by the non-AP STA, is defined in Figure 7-36 (QoS Info field when set by a non-AP STA).

	7.3.1.17
	Non-AP STAs set the Q-Ack subfield to 1 when the MIB attribute dot11QAckOptionImplemented is true and set it to 0 otherwise.

	7.3.1.17
	The Max SP Length subfield is 2 bits in length and indicates the maximum number of total buffered MSDUs and MMPDUs the AP may deliver to a STA during any SP triggered by the STA. This subfield is reserved when the APSD subfield in the Capability Information field is set to 0. If the APSD subfield in the Capability Information field is set to 1, the settings of the values in the Max SP Length subfield are defined in Table 7-25 (Settings of the Max SP Length subfield).

	7.3.1.17
	Non-AP STAs set the More Data Ack subfield to 1 to indicate that they can process ACK frames with the More Data bit in the Frame Control field set to 1 and will remain in the Awake state. Non-AP STAs set the More Data Ack subfield to 0 otherwise. For APs, the More Data Ack subfield is reserved.

	7.3.1.17
	Figure 7-36—QoS Info field when set by a non-AP STA

	7.3.2.25.3
	OUI Suite type Meaning Authentication type Key management type 00-0F-AC 0 Reserved Reserved 00-0F-AC 1 Authentication negotiated over IEEE 802.1X or using PMKSA caching as defined in 8.4.6.2 (Cached PMKSAs and RSNA key management) – RSNA default RSNA key management as defined in 8.5 (Keys and key distribution) or using PMKSA caching as defined in 8.4.6.2 (Cached PMKSAs and RSNA key management) – RSNA default 00-0F-AC 2 PSK RSNA key management as defined in 8.5 (Keys and key distribution), using PSK 00-0F-AC 3 FT authentication negotiated over IEEE 802.1X FT key management as defined in 8.5.1.5 (FT key hierarchy) 00-0F-AC 4 FT authentication using PSK FT key management as defined in 8.5.1.5 (FT key hierarchy) 00-0F-AC 5–255 Reserved Reserved Vendor OUI Any Vendor-specific Vendor-specific Other Any Reserved Reserved and sets the subfield to 0 when it does not support preauthentication. A non-AP STA sets the Pre- Authentication subfield to 0.

	7.3.2.25.3
	The No Pairwise subfield describes a capability of a STA. STAs in an IBSS and APs set the No Pairwise subfield to 0.

	7.3.2.28
	The element information format is defined in Figure 7-77 (BSS Load element format). This element may be used by the STA for vendor-specific AP selection algorithm when roaming.

	7.3.2.28
	The Available Admission Capacity field is 2 octets long and contains an unsigned integer that specifies the remaining amount of medium time available via explicit admission control, in units of 32 ?s/s. The field is helpful for roaming STAs to select an AP that is likely to accept future admission control requests, but it does not represent a guarantee that the HC will admit these requests.

	7.3.2.29
	The EDCA Parameter Set element provides information needed by STAs for proper operation of the QoS facility during the CP. The format of the EDCA Parameter Set element is defined in Figure 7-78 (EDCA Parameter Set element).

	7.3.2.29
	The most recent EDCA parameter set element received by a STA is used to update the appropriate MIB values.

	7.3.2.29
	The format of the QoS Info field is defined in 7.3.1.17 (QoS Info field). The QoS Info field contains the EDCA Parameter Set Update Count subfield, which is initially set to 0 and is incremented each time any of the AC parameters changes. This subfield is used by non-AP STAs to determine whether the EDCA parameter set has changed and requires updating the appropriate MIB attributes.

	7.3.2.29
	The value of the AC index (ACI) references the AC to which all parameters in this record correspond. The mapping between ACI and AC is defined in Table 7-36 (ACI-to-AC coding). The ACM (admission control mandatory) subfield indicates that admission control is required for the AC. If the ACM subfield is set to 0, then there is no admission control for the corresponding AC. If the ACM subfield is set to 1, admission control has to be used prior to transmission using the access parameters specified for this AC. The AIFSN subfield indicates the number of slots after a SIFS duration a STA should defer before either invoking a backoff or starting a transmission. The minimum value for the AIFSN subfield is 2.

	7.3.2.29
	The default values used by STAs for the parameters in the EDCA Parameter Set element are defined in Table 7-37 (Default EDCA Parameter Set element parameter values).22

	7.3.2.30
	The TSPEC element contains the set of parameters that define the characteristics and QoS expectations of a traffic flow, in the context of a particular STA, for use by the HC and STA(s) in support of QoS traffic transfer using the procedures defined in 11.4 (TS operation). The element information format comprises the items as defined in this subclause, and the structure is defined in Figure 7-82 (TSPEC element format).

	7.3.2.30
	The TSPEC allows a set of parameters more extensive than may be needed, or may be available, for any particular instance of parameterized QoS traffic. Unless indicated otherwise, fields that follow the TS Info field are set to 0 for any unspecified parameter values. STAs set the value of any parameters to unspecified if they have no information for setting that parameter. The HC may change the value of parameters that have been set unspecified by the STA to any value that it deems appropriate, including leaving them unspecified.

	7.3.2.30
	— The TSID subfield is 4 bits in length and contains a value that is a TSID. Note that the MSB (bit 4 in TS Info field) of the TSID subfield is always set to 1. The combination of the TSID and Direction subfields identify the TS, in the context of the STA, to which the TSPEC applies. The same TSID may be used for multiple TSs at different STAs. A STA can use the TSID subfield value for a downlink TSPEC and either an uplink or a direct-link TSPEC at the same time.

	7.3.2.30
	— The Aggregation subfield is 1 bit in length. The Aggregation subfield is valid only when access method is HCCA or when the access method is EDCA and the Schedule subfield is set to 1. It is set to 1 by a non-AP STA to indicate that an aggregate schedule is required. It is set to 1 by the AP if an

	7.3.2.30
	Bit 5 Bit 6 Usage 0 0 Uplink (MSDUs are sent from the STA to HC) 1 0 Downlink (MSDUs are sent from the HC to the STA) 0 1 Direct link (MSDUs are sent from the STA to another STA) 1 1 Bidirectional link (equivalent to a downlink request plus an uplink request, each direction having the same parameters).

	7.3.2.30
	aggregate schedule is being provided to the STA. It is set to 0 otherwise. In all other cases, the Aggregation subfield is reserved.

	7.3.2.30
	When the Access Policy subfield is set to any value other than EDCA, the Schedule subfield is reserved. When the Schedule and APSD subfields are set to 1, the AP sets the aggregation bit to 1, indicating that an aggregate schedule is being provided to the STA.

	7.3.2.30
	The Service Start Time field is 4 octets and contains an unsigned integer that specifies the time, expressed in microseconds, when the first scheduled SP starts. The service start time indicates to AP the time when a STA first expects to be ready to send frames and a power-saving STA will be awake to receive frames. This may help the AP to schedule service so that the MSDUs encounter small delays in the MAC and help the power-saving STAs to reduce power consumption. The field represents the four lower order octets of the TSF timer at the start of the SP. If APSD subfield is set to 0, this field is also set to 0 (unspecified).

	7.3.2.30
	The UP, Minimum Data Rate, Mean Data Rate, Peak Data Rate, Burst Size, Minimum PHY Rate, and Delay Bound fields in a TSPEC element express the QoS expectations requested by a STA, if this TSPEC was issued by that STA, or provided by the HC, if this TSPEC was issued by the HC, when these fields are specified with nonzero values. Unspecified parameters in these fields as indicated by a zero value indicate that the STA does not have specific requirements for these parameters if the TSPEC was issued by that STA or that the HC does not provide any specific values for these parameters if the TSPEC was issued by the HC.

	7.3.2.32
	The TS Delay element is used in the ADDTS Response frame transmitted by the HC to a STA and indicates the time after which the ADDTS may be retried. The TS Delay element is defined in Figure 7-91 (TS Delay element).

	7.3.2.32
	The Delay field is 4 octets long and specifies the amount of time, in TUs, a STA should wait before it reinitiates setup of a TS.

	7.3.2.34
	The Schedule element is transmitted by the HC to a STA to announce the schedule that the HC/AP follows for admitted streams originating from or destined to that STA in the future. The information in this element may be used by the STA for power management, internal scheduling, or any other purpose. The element information format is shown in Figure 7-93 (Schedule element).

	7.3.2.34
	The Aggregation subfield is set to 1 if the schedule is an aggregate schedule for all TSIDs associated with the STA to which the frame is directed. It is set to 0 otherwise. The TSID subfield is as defined in 7.1.3.5.1 (TID subfield) and indicates the TSID for which this schedule applies. The Direction subfield is as defined in 7.3.2.30 (TSPEC element) and defines the direction of the TSPEC associated with the schedule.

	7.3.2.43
	NOTE—The BSS Available Admission Capacity element is helpful for roaming QoS STAs to select a QoS AP that is likely to accept future admission control requests, but it does not represent a guarantee that the HC will admit these requests.

	7.3.2.46
	When sent by a STA to a target AP, the FT Capability and Policy field matches the value advertised by that target AP. See 11A.8 (FT authentication sequence).

	7.3.2.46
	When sent by a STA, the R0KH-ID indicates the R0KH with which the S0KH negotiated the PMK-R0 it is using for this transition. When sent by an AP, the R0KH-ID indicates the R0KH that the S0KH will be using to generate a PMK-R0 security association. It is encoded following the conventions from 7.1.1 (Conventions).

	7.4.2.4
	The Schedule frame is transmitted by the HC to a STA to announce the schedule of delivery of data and polls. The frame body of the Schedule frame contains the information shown in Table 7-49 (Schedule frame body).

	8.2.2.1
	In an ESS, a STA and an AP must both complete an IEEE 802.11 authentication exchange prior to association. Such an exchange is optional in an independent BSS network.

	8.3.2.4.2
	c) If a STA receives a deauthenticate frame with the reason code “MIC failure,” it cannot be certain that the frame has not been forged, as it does not contain a MIC. The STA may attempt association with this, or another, AP. If the frame was genuine, then it is probable that attempts to associate with the same AP requesting the use of TKIP will fail because the AP will be conducting countermeasures.

	8.4.1.1.2
	The PTKSA is a result of the 4-Way Handshake, FT 4-Way Handshake, FT Protocol, or FT Resource Request Protocol. This security association is also bidirectional. PTKSAs are cached for the life of the PMKSA or PMK-R1 security association. Because the PTKSA is tied to the PMKSA or to a PMK-R1 security association, it only has the additional information from the 4-Way Handshake. For the PTKSA derived as a result of the 4-Way Handshake, there shall be only one PTKSA with the same Supplicant and Authenticator MAC addresses. For the PTKSA derived as a result of an initial mobility domain association or fast BSS transition, there shall be only one PTKSA with the same STA MAC address and BSSID.

	8.4.1.1.2
	The PTKSA consists of the following elements: — PTK — Pairwise cipher suite selector — Supplicant MAC address or STA’s MAC address — Authenticator MAC address or BSSID — If FT key hierarchy is used, — R1KH-ID — S1KH-ID — PTKName

	8.4.6.2
	If a STA in an ESS has determined it has a valid PMKSA with an AP to which it is about to (re)associate, it includes the PMKID for the PMKSA in the RSN information element in the (Re)Association Request. Upon receipt of a (Re)Association Request with one or more PMKIDs, an AP checks whether its Authenticator has retained a PMK for the PMKIDs and whether the PMK is still valid. If so, it asserts possession of that PMK by beginning the 4-Way Handshake after association has completed; otherwise it begins a full IEEE 802.1X authentication after association has completed.

	8.4.10
	When a STA SME receives a successful MLME Association or Reassociation confirm primitive that is not part of a fast BSS transition or receives or invokes an MLME Disassociation or Deauthentication primitive, it will delete some security associations. Similarly, when an AP SME receives an MLME Association or Reassociation indication primitive that is not part of a fast BSS transition, or receives or invokes an MLME Disassociation or Deauthentication primitive it will delete some security associations. In the case of an ESS, the STA’s SME shall delete the PTKSA, GTKSA, SMKSA, and any STKSA, and the AP’s SME shall delete the PTKSA and invoke an STSL application teardown procedure for any of its STKSAs. An example of an STSL application teardown procedure is described in 11.7.3 (DLS teardown). In the case of an IBSS, the STA’s SME shall delete the PTKSA and the receive GTKSA. Once the security associations have been deleted, the SME then invokes MLME-DELETEKEYS.request primitive to delete all temporal keys associated with the deleted security associations.

	8.5.1.5.1
	During a fast BSS transition, a STA shall negotiate the same pairwise cipher suite with target APs as was negotiated in the FT initial mobility domain association. Using the pairwise cipher suite selector value in the PMK-R1 security association received from the R0KH, the target AP shall verify that the same pairwise cipher suite selector is being used.

	8.5.1.5.5
	— STA-ADDR is the STA’s MAC address.

	8.5.3.7
	The protocol also assumes that the AS delivers the correct PMK to the AP with IEEE 802 address AA and that the STA with IEEE 802 address SPA hosts the Supplicant that negotiated the PMK with the AS.

	9.1.3.0a
	For each AC, an enhanced variant of the DCF, called an enhanced distributed channel access function (EDCAF), contends for TXOPs using a set of EDCA parameters from the EDCA Parameter Set element or from the default values for the parameters when no EDCA Parameter Set element is received from the AP of the BSS with which the STA is associated, where a) The parameters used by the EDCAF to control its operation are defined by MIB attribute table dot11QAPEDCATable at the AP and by MIB attribute table dot11EDCATable at the non-AP STA.

	9.1.3.0a
	b) The minimum specified idle duration time is not the constant value (DIFS) as defined for DCF, but is a distinct value (contained in the MIB attribute table dot11QAPEDCATableAIFSN for an AP and in the MIB table dot11EDCATableAIFSN for a non-AP STA; see 9.9.1 (HCF contention-based channel access (EDCA))) assigned either by a management entity or by an AP.

	9.1.3.0a
	c) The contention window limits aCWmin and aCWmax, from which the random backoff is computed, are not fixed per PHY, as with DCF, but are variable (contained in the MIB attribute tables dot11QAPEDCACWmin and dot11QAPEDCACWmax for an AP and in the MIB attribute tables dot11EDCATableCWmin and dot11EDCATableCWmax for a non-AP STA) and assigned by a management entity or by an AP.

	9.1.3.0a
	e) During an EDCA TXOP won by an EDCAF, a STA may initiate multiple frame exchange sequences to transmit MMPDUs and/or MSDUs within the same AC. The duration of this EDCA TXOP is bounded, for an AC, by the value in dot11QAPEDCATXOPLimit MIB variable for an AP and in dot11EDCATableTXOPLimit MIB table for a non-AP STA. A value of 0 for this duration means that the EDCA TXOP is limited to a single MSDU or MMPDU at any rate in the operational set of the BSS.

	9.2.3.4
	A QoS STA computes the time periods for each AIFS[AC] from the dot11EDCATableAIFSN attributes in the MIB. QoS STAs update their dot11EDCATableAIFSN values using information in the most recent EDCA Parameter Set element of Beacon frames received from the AP of the BSS (see 7.3.2.28 (BSS Load element)). A QoS AP computes the time periods for each AIFS[AC] from the dot11QAPEDCATableAIFSN attributes in its MIB.

	9.9.0a
	Under HCF, the basic unit of allocation of the right to transmit onto the WM is the TXOP. Each TXOP is defined by a starting time and a defined maximum length. The TXOP may be obtained by a STA winning an instance of EDCA contention (see 9.9.1 (HCF contention-based channel access (EDCA))) during the CP or by a STA receiving a QoS (+)CF-Poll frame (see 9.9.2 (HCCA)) during the CP or CFP. The former is called EDCA TXOP, while the latter is called HCCA TXOP or polled TXOP. An HCCA TXOP shall not extend across a TBTT. A TXOP shall not exceed dot11MaxDwellTime (if using an FH PHY). The occurrence of a TBTT implies the end of the HCCA TXOP, after which the regular channel access procedure (EDCA or HCCA) is resumed. It is possible that no frame was transmitted during the TXOP. The foreshortened termination of the HCCA TXOP does not imply an error condition.

	9.9.1.2
	STAs shall ensure that the duration of TXOPs obtained using the EDCA rules do not exceed the TXOP limit. The duration of a TXOP is the duration during which the TXOP holder maintains uninterrupted control of the medium, and it includes the time required to transmit frames sent as an immediate response to the TXOP holder’s transmissions.

	9.9.1.3
	The value of AIFSN[AC] shall be greater than or equal to 2 for STAs and is advertised by the AP in the EDCA Parameter Set information element in Beacon and Probe Response frames transmitted by the AP.

	9.9.1.4
	A frame exchange may be a multicast frame, a frame transmitted with No Ack policy (for which there is no expected acknowledgment), or a unicast frame followed by a correctly received ACK frame transmitted by a STA (either a non-AP STA or an AP).

	9.9.1.4
	Note that, as for an EDCA TXOP, a multiple frame transmission is granted to an EDCAF, not to aSTA, so that the multiple frame transmission is permitted only for the transmission of a frame of the same AC as the frame that was granted the EDCA TXOP.

	9.9.2.0a
	The HCCA mechanism manages access to the WM, using a HC that has higher medium access priority than STAs. This allows it to transfer MSDUs to STAs and to allocate TXOPs to STAs.

	9.9.2.0a
	The HC is a type of centralized coordinator, but differs from the PC used in PCF in several significant ways, although it may optionally implement the functionality of a PC. Most important is that HCF frame exchange sequences may be used among STAs associated in a BSS during both the CP and the CFP. Another significant difference is that the HC grants a STA a polled TXOP with duration specified in a QoS (+)CF-Poll frame. STAs may transmit multiple frame exchange sequences within given polled TXOPs, subject to the limit on TXOP duration.

	9.9.2.0a
	All STAs inherently obey the NAV rules of the HCF because each frame transmitted under HCF by the HC or by a STA contains a duration value chosen to cause STAs in the BSS to set their NAVs to protect the expected subsequent frames.

	9.9.2.0a
	All QoS STAs shall be able to respond to QoS (+)CF-Poll frames received from an HC with the Address 1 field matching their own addresses.

	9.9.2.1.0a
	The HC gains control of the WM as needed to send QoS traffic to STAs and to issue QoS (+)CF-Poll frames to STAs by waiting a shorter time between transmissions than the STAs using the EDCA procedures. The duration values used in QoS frame exchange sequences reserve the medium to permit completion of the current sequence.

	9.9.2.1.0a
	The HC may include a CF Parameter Set element in the Beacon frames it generates. This causes the BSS to appear to be a point-coordinated BSS to STAs. This causes STAs to set their NAVs to the CFPDurRemaining value in the CF Parameter Set element value at TBTT, as specified in 9.3.3.2 (Operation with overlapping point-coordinated BSSs). This prevents most contention in the CFP by preventing nonpolled transmissions by STAs whether or not they are CF-Pollable.

	9.9.2.1.1
	The HC may function as a PC that uses the CFP for delivery, generating a CFP as shown in Figure 9-13 (CFP/ CP alternation), with the restriction that the CFP initiated by an HC shall always end with a CF-End frame. The HC may also issue QoS (+)CF-Poll frames to associated STAs during the CFP. However, because the HC can also grant polled TXOPs, by sending QoS (+)CF-Poll frames, during the CP, it is not mandatory for the HC to use the CFP for QoS data transfers.

	9.9.2.1.1
	Only an AP that also issues non-QoS CF-Poll frames to associated CF-Pollable STAs may end a CFP with a CF-End+CF-Ack frame and only when the CF-End+CF-Ack is acknowledging a reception from a CF-Pollable non-QoS STA. The use of a non-QoS CF-Poll frame by an AP to a QoS STA is deprecated (for further discussion, see 7.3.1.4 (Capability Information field)).

	9.9.2.1.3
	This subclause describes recovery from the absence of an expected reception in a CAP. It should be noted that the recovery rules from the absence of an expected reception are different from EDCA because in this case the NAVs of all the STAs in the BSS have already been set up by the transmissions by the HC. The recovery rules for the multiple frame transmission are different because a STA may always be hidden and may have not set its NAV due to the transmission by another STA. Finally, since an HC is collocated with the AP, the AP may recover using the rules described in this subclause even if the recovery is from the absence of an expected reception.

	9.9.2.1.3
	b) If the transmitting STA is a QoS STA, it shall initiate recovery by transmitting at a PIFS after the end of the last transmission, if the polled TXOP limit is greater than 0 and at least one frame (re)transmissions can be completed within the remaining duration of a nonzero polled TXOP limit.

	9.9.2.1.3
	STAs that receive a QoS (+)CF-Poll frame shall respond within a SIFS period, regardless of the NAV setting. If a response is not received but a PHY-CCA.indication(busy) primitive occurs during the slot following SIFS and is followed by a PHY-RXSTART.indication or PHY-RXEND.indication primitive prior to a PHY-CCA.indication(idle) primitive, then the HC shall assume that the transmitted QoS (+)CF-Poll frame was successfully received by the polled STA. In the cases of QoS Data+CF-Poll, QoS Data+CFAck+ CF-Poll, or QoS CF-Ack+CF-Poll, the PHY-CCA.indication(busy) primitive is used only to determine whether the transfer of control of the channel has been successful. The PHY-CCA.indication(busy) primitive is not used for determining the success or failure of the transmission. If the CF-Poll is piggybacked onto a QoS data frame, the HC may have to retransmit that QoS data frame subsequently.

	9.9.2.1.3
	If a polled QoS STA has no queued traffic to send or if the MPDUs available to send are too long to be transmitted within the specified TXOP limit, the QoS STA shall send a QoS (+)Null frame. In the case of no queued traffic, this QoS (+)Null frame shall have a QoS Control field that reports a queue size of 0 for any TID with the duration/ID set to the time required for the transmission of one ACK frame, plus one SIFS interval. In the case of insufficient TXOP size, such as when the maximum MSDU size is not specified, this QoS (+)Null frame shall have a QoS Control field that contains the TID and TXOP duration or a nonzero queue size needed to send the MPDU that is ready for transmission. When a queue size is transmitted, the HC shall combine the queue size information with the rate of the received QoS (+)Null frame to determine the required size of the requested TXOP.

	9.9.2.1.3
	Within a polled TXOP, the unused portion of TXOPs shall be returned back to the HC. The recipient of the final frame, with the Ack Policy subfield set to Normal Ack, shall be the HC if there will be time remaining in the TXOP after the transmission of the final frame and its expected ACK response frame. If there are no frames to be sent to the HC, then the QoS STA shall send to the HC a QoS Null with the Queue Size subfield in the QoS Control field set to 0. If there is not enough time within the unused portion of the TXOP to transmit either the QoS Null frame or the frame with the Duration/ID field covering only the response frame, then the STA shall cease control of the channel.31 If the beginning of the reception of an expected ACK response frame to the final frame does not occur, detected as the nonoccurrence of PHY-CCA.indication(busy) primitive at the QoS STA that is expecting the response during the first slot time following SIFS, the QoS STA shall retransmit the frame or transmit a QoS Null frame, with the Ack Policy subfield set to Normal Ack and the Queue Size subfield set to 0, after PIFS from the end of last transmission, until such time that it receives an acknowledgment or when there is not enough time remaining in the TXOP for sending such a frame. This is to avoid the situation where the HC may not receive the frame and may result in an inefficient use of the channel. If a PHY-CCA.indication(busy) primitive occurs at the STA that is expecting the ACK response frame during the first slot following SIFS after the end of the transmission of the final frame, it shall be interpreted as indicating that the channel control has been successfully transferred and no further frames shall be transmitted by the STA in the TXOP, even though the ACK frame from HC may be incorrectly received. Note that while PHY-CCA.indication(busy) primitive is used in this instance to determine the control of the channel, it is not used for determining the success or failure of the transmission.

	9.9.2.2
	A TXOP or transmission within a TXOP shall not extend across TBTT, dot11CFPMaxDuration (if during CFP), dot11MaxDwellTime (if using an FH PHY), or dot11CAPLimit. The HC shall ensure that the full duration of any granted TXOP meets these requirements so that STAs may use the time prior to the TXOP limit of a polled TXOP without checking for these constraints. Subject to these limitations, all decisions regarding what MSDUs and/or MMPDUs are transmitted during any given TXOP are made by the STA that holds the TXOP.32, 33 31In this case the channel will not be accessed until the NAVs expire at all the STAs.

	9.9.2.2a
	A STA that receives a CF-End frame containing the BSSID of the BSS, in which the STA is associated, shall reset the NAV value to 0. A STA that receives a QoS (+)CF-Poll frame with a MAC address in the Address 1 field that matches the HC’s MAC address and the Duration/ID field value equal to zero shall reset the NAV value to 0.

	9.9.2.2a
	When a STA receives a frame addressed to it and requires an acknowledgment, it shall respond with an ACK or QoS +CF-Ack frame independent of its NAV. A STA shall accept a polled TXOP by initiating a frame exchange sequence independent of its NAV.

	9.9.2.3.0a
	A TXOP obtained by receiving a QoS (+)CF-Poll frame uses the specified TXOP limit consisting of one or more frame exchange sequences with the sole time-related restriction being that the final sequence shall end not later than the TXOP limit. In QoS CF-Poll and QoS CF-Ack+CF-Poll frames, the TID subfield in the QoS Control field indicates the TS for which the poll is intended. The requirement to respond to that TID is nonbinding, and a STA may respond with any frame. Upon receiving a QoS (+)CF-Poll frame, a STA may send any frames, i.e., QoS data frames belonging to any TID as well as management frames in the obtained TXOP. MSDUs may be fragmented in order to fit within TXOPs.

	9.9.2.3.0a
	The QoS CF-Poll frames shall be sent only by an HC. Non-AP STAs are not allowed to send QoS (+)CF-Poll frames. STAs shall not send QoS (+)Data frames in response to any data frame other than the QoS (+)CF-Poll frames.

	9.9.2.3.0a
	QoS STAs shall use QoS data frames for all MSDU transfers to another QoS STA. The TID in the QoS Control fields of these frames shall indicate the TC or TS to which the MPDU belongs. Furthermore, either the Queue Size subfield shall indicate the amount of queued traffic present in the output queue that the STA uses for traffic belonging to this TC or TS, or the TXOP Duration Requested subfield shall indicate the duration that the STA desires for the next TXOP for traffic belonging to this TC or TS. The queue size value reflects the amount on the appropriate queue not including the present MPDU. A STA that wishes to inform the HC of queue status may use the QoS Null frame indicating the TID and the queue size or TXOP duration request (also see 9.9.2.3.1 (TXOP requests)).

	9.9.2.3.0a
	QoS STAs shall be able to receive QoS +CF-Ack frames. The HC may use QoS Data+CF-Ack frames to send frames to the same STA a SIFS after receiving the final transmission of the previous TXOP. The HC may also use QoS Data+CF-Ack frames to send frames to any other STA a SIFS after receiving the final transmission of the previous TXOP, if the STA that sent the final transmission of the previous TXOP has set the Q-Ack subfield in the QoS Capability information element in the (Re)Association Request frame to 1. In both CFP and CP, STAs shall always respond to QoS data frames having the Ack Policy subfield in the QoS Control field set to Normal Ack with an ACK frame, unless the acknowledgment is piggybacked in which case it shall use a QoS +CF-Ack frame. Piggybacked frames are allowed only in CFP or within TXOPs initiated by the HC. The HC shall not send a QoS data frame containing a +CF-Ack with an Address 1 that does not correspond to the address of the STA for which the +CF-Ack is intended, unless the STA to which the +CF-Ack is intended, sets the Q-Ack subfield in the QoS Capability information element in the (Re)Association Request frame. STAs are not required to be able to transmit QoS data frames with subtypes that include +CF-Ack.

	9.9.2.3.0a
	An AP that has dot11QAckOptionImplemented true may allow associations with STAs advertising support for the Q-Ack option. Such associations do not require the AP to employ piggyback acknowledgments directed toward that associated STA in frames that are not directed to that associated STA. QoS STAs shall be able to process received QoS data frames with subtypes that include +CF-Ack when the STA to which the acknowledgment is directed is the same as the STA addressed by the Address 1 field of that data frame. A STA that does not set the Q-Ack subfield to 1 in the QoS Capability information element in the (Re)Association Request frame is not required to handle the received QoS (+)Data+CF-Ack frames that are addressed to other STAs. The net effect of these restrictions on the use of QoS +CF-Ack frames is that the principal QoS +CFAck subtype that is useful is the QoS Data+CF-Ack frame, which can be sent by a STA as the first frame in a polled TXOP when that TXOP was conveyed in a QoS Data+CF-Poll(+CF-Ack) frame and the outgoing frame is directed to the HC’s STA address. QoS (Data+)CF-Poll+CF-Ack frames are useful if the HC wants to grant another TXOP to the same STA a SIFS after receiving the final transmission of that STA’s previous TXOP. QoS (Data+)CF-Poll+CF-Ack frames are also useful if the HC wants to grant another TXOP to a different STA a SIFS after receiving the final transmission of a STA’s previous TXOP, if the STA that sent the final transmission of the previous TXOP has set the Q-Ack subfield in the QoS Capability information element in the (Re)Association Request frame to 1.

	9.9.2.3.1
	STAs may send TXOP requests during polled TXOPs or EDCA TXOPs using the QoS Control field in the QoS data or QoS Null frame directed to the HC, with the TXOP Duration Requested or Queue Size subfield value and TID subfield value indicated to the HC. APs indicate whether they process TXOP request or queue size in the QoS Info field in the Beacon, Probe Response, and (Re)Association Response frames. APs shall process requests in at least one format. The AP may reallocate TXOPs if the request belongs to TS or update the EDCA parameter set if the above request belongs to TC. STAs shall use only the request format that the AP indicates it can process.

	9.9.2.3.2
	If NAV protection is desired for a transmission to the AP in response to a QoS data frame with a subtype that includes CF-Poll, the polled STA is allowed to send a CTS frame (as a CTS frame is shorter than a QoS data frame and can be sent with a higher probability that it will be received by other STAs) with the RA containing its own MAC address in order to set the NAV in its own vicinity without the extra time to send an RTS frame.35

	9.9.3.1.0a
	A non-AP STA may support admission control procedures in 9.9.3.1.2 (Procedure at non-AP STAs) to send frames in the AC where admission control is mandated; but, if it does not support that procedure, it shall use EDCA parameters of a lower priority AC, as indicated in Table 9-1 (UP-to-AC mappings), that does not require admission control. APs shall support admission control procedures, at least to the minimal extent of advertising that admission is not mandatory on its ACs.

	9.9.3.1.0a
	The AP uses the ACM (admission control mandatory) subfields advertised in the EDCA Parameter Set element to indicate whether admission control is required for each of the ACs. While the CWmin, CWmax, AIFS, TXOP limit parameters may be adjusted over time by the AP, the ACM bit shall be static for the duration of the lifetime of the BSS. An ADDTS Request frame shall be transmitted by a STA to the HC in order to request admission of traffic in any direction (i.e., uplink, downlink, direct, or bidirectional) employing an AC that requires admission control. The ADDTS Request frame shall contain the UP associated with the traffic and shall indicate EDCA as the access policy. The AP shall associate the received UP of the ADDTS Request frame with the appropriate AC per the UP-to-AC mappings described in 9.1.3.1 (HCF contention-based channel access (EDCA)). The STA may transmit unadmitted traffic for the ACs for which the AP does not require admission control. If a STA desires to send data without admission control using an AC that mandates admission control, the STA shall use EDCA parameters that correspond to a lower priority and do not require admission control. All ACs with priority higher than that of an AC with an ACM flag equal to 1 should have the ACM flag set to 1.

	9.9.3.1.1
	The algorithm used by the AP to make this determination is a local matter. If the AP decides to accept the request, the AP shall also derive the medium time from the information conveyed in the TSPEC element in the ADDTS Request frame. The AP may use any algorithm in deriving the medium time, but K.2.2 (Deriving medium time) provides a procedure that may be used. Having made such a determination, the AP shall transmit a TSPEC element to the requesting STA contained in an ADDTS Response frame. If the AP is accepting the request, the Medium Time field shall be specified.

	9.9.3.1.2
	9.9.3.1.2 Procedure at non-AP STAs

	9.9.3.1.2
	The admitted_time and used_time shall be set to 0 at the time of (re)association. The STA may subsequently decide to explicitly request medium time for the AC that is associated with the specified priority.

	9.9.3.1.2
	In order to make such a request, the STA shall transmit a TSPEC element contained in an ADDTS Request frame with the following fields specified (i.e., nonzero): Nominal MSDU Size, Mean Data Rate, Minimum PHY Rate, Inactivity Interval, and Surplus Bandwidth Allowance. The Medium Time field is not used in the request frame and shall be set to 0.

	9.9.3.1.2
	On receipt of a TSPEC element contained in a ADDTS Response frame indicating that the request has been accepted, the STA shall recompute the admitted_time for the specified EDCAF as follows: admitted_time = admitted_time + dot11EDCAAveragingPeriod * (medium time of TSPEC).

	9.9.3.1.2
	The STA may choose to tear down the explicit request at any time. For the teardown of an explicit admission, the STA shall transmit a DELTS frame containing the TSID and direction that specify the TSPEC to the AP.

	9.9.3.1.2
	If the STA sends or receives a DELTS frame, it shall recompute the admitted_time for the specified EDCAF as follows: admitted_time = admitted_time – dot11EDCAAveragingPeriod * (medium time of TSPEC).

	9.9.3.1.2
	To describe the behavior at the STA, two parameters are defined. The parameter used_time signifies the amount of time used, in units of 32 ?s, by the STA in dot11EDCAAveragingPeriod. The parameter admitted_time is the medium time allowed by the AP, in units of 32 ?s, in dot11EDCA-AveragingPeriod. The STA shall update the value of used_time: a) At dot11EDCAAveragingPeriod second intervals used_time = max((used_time – admitted_time), 0) b) After each successful or unsuccessful MPDU (re)transmission attempt, used_time = used_time + MPDUExchangeTime The MPDUExchangeTime equals the time required to transmit the MPDU sequence. For the case of an MPDU transmitted with Normal Ack policy and without RTS/CTS protection, this equals the time required to transmit the MPDU plus the time required to transmit the expected response frame plus one SIFS. Frame exchange sequences for Management frames are excluded from the used_time update. If the used_time value reaches or exceeds the admitted_time value, the corresponding EDCAF shall no longer transmit using the EDCA parameters for that AC as specified in the QoS Parameter Set element. However, a STA may choose to temporarily replace the EDCA parameters for that EDCAF with those specified for an AC of lower priority, if no admission control is required for those ACs.

	9.9.3.1.2
	If, for example, a STA has made and had accepted an explicit admission for a TS and the channel conditions subsequently worsen, possibly including a change in PHY data rate so that it requires more time to send the same data, the STA may make a request for more admitted_time to the AP and at the same time downgrade the EDCA parameters for that AC for short intervals in order to send some of the traffic at the admitted priority and some at the unadmitted priority, while waiting for a response to the admission request.

	9.9.3.2
	This subclause describes the schedule management of the admitted HCCA streams by the HC. When the HC provides controlled channel access to STAs, it is responsible for granting or denying polling service to a TS based on the parameters in the associated TSPEC. If the TS is admitted, the HC is responsible for scheduling channel access to this TS based on the negotiated TSPEC parameters. The HC should not initiate a modification of TSPEC parameters of an admitted TS unless requested by the STA. The HC should not tear down a TS unless explicitly requested by the STA or at the expiry of the inactivity timer. The polling service based on admitted TS provides a “guaranteed channel access” from the scheduler in order to have its QoS requirements met. This is an achievable goal when the WM operates free of external interference (such as operation within the channel by other technologies and co-channel overlapping BSS interference). The nature of wireless communications may preclude absolute guarantees to satisfy QoS requirements. However, in a controlled environment (e.g., no interference), the behavior of the scheduler can be observed and verified to be compliant to meet the service schedule.

	9.9.3.2
	— Specifically, if a TS is admitted by the HC, then the scheduler shall service the STA during an SP. An SP is a contiguous time during which a set of one or more downlink unicast frames and/or one or more polled TXOPs are granted to the STA. An SP starts at fixed intervals of time specified in Service Interval field. The first SP starts when the lower order 4 octets of the TSF timer equals the value specified in Service Start Time field.36 Additionally, the minimum TXOP duration shall be at least the time to transmit one maximum MSDU size successfully at the minimum PHY rate specified in the TSPEC. If maximum MSDU size is not specified in the TSPEC, then the minimum TXOP duration shall be at least the time to transmit one nominal MSDU size successfully at the minimum PHY rate. The vendors are free to implement any optimized algorithms, such as reducing the polling overheads, increasing the TXOP duration, etc., within the parameters of the transmitted schedule.

	9.9.3.2
	When the HC aggregates the admitted TS, it shall set the Aggregation field in the granted TSPEC to 1. An AP shall schedule the transmissions in HCCA TXOPs and communicate the service schedule to the STA.

	9.9.3.2
	The HC shall provide an aggregate service schedule if the STA sets the Aggregation field in its TSPEC request. If the AP establishes an aggregate service schedule for a STA, it shall aggregate all HCCA streams for the STA. The service schedule is communicated to the STA in a Schedule element contained in an ADDTS Response frame. In the ADDTS Response frame, the modified service start time shall not exceed the requested service start time, if specified in ADDTS Request frame, by more than one maximum service interval (SI). The HC uses the maximum SI for the initial scheduling only as there may be situations

	9.9.3.2
	A STA may affect the service schedule by modifying or deleting its existing TS as specified in 11.4 (TS operation).

	9.9.3.2
	K.3.1 (Guidelines for deriving service schedule parameters) provides guidelines for deriving an aggregate service schedule for a single STA from the STA’s admitted TS. The schedule shall meet the QoS requirements specified in the TSPEC.

	9.9.3.2
	STAs may have an operational rate lower than the minimum PHY rate due to varying conditions on the channel for a short time and still may be able to sustain the TS without changing the minimum PHY rate in the TSPEC.

	9.9.3.2
	If any of the elements in the minimum set of parameters does not have the required nonzero value, as specified above in this subclause, in the ADDTS Request frame, the HC may replace the unspecified parameters with nonzero values and admit the stream, or it may reject the stream. If the HC admits the stream with the alternative set of TSPEC parameters, these parameters are indicated to the STA through the ADDTS Response frame. If both maximum SI and delay bound are specified, the HC may use only the maximum SI. If any other parameter is specified in the TSPEC element, the scheduler may use it when calculating the schedule for the stream. The HC may also use the UP value in the TS Info field for admission control or scheduling purposes; however, this decision is outside the scope of this standard. The mandatory set of parameters can be set by any higher layer entity or may be generated autonomously by the MAC.

	10.3.6.1.4
	SupportedRegulatory- Classes As defined in the Supported Regulatory Classes element As defined in 7.3.2.54 (Supported Regulatory Classes element) Specifies the supported regulatory classes capabilities of the STA. This parameter is present if and only if the management information base (MIB) attribute dot11ExtendedChannelSwitchEnabled is true.

	10.3.6.2.3
	SupportedRegulatoryClasses As defined in the Supported Regulatory Classes element As defined in 7.3.2.54 (Supported Regulatory Classes element) Specifies the supported regulatory classes capabilities of the STA. This parameter is present if and only if the MIB attribute dot11ExtendedChannelSwitchEna bled is true.

	10.3.7.1.4
	SupportedRegulatoryClasses As defined in the Supported Regulatory Classes element As defined in 7.3.2.54 (Supported Regulatory Classes element) Specifies the supported regulatory classes of the STA. This parameter is present if and only if the MIB attribute dot11ExtendedChannelSwitchEnabled is true.

	10.3.7.2.3
	SupportedRegulatoryClasses As defined in the Supported Regulatory Classes element As defined in 7.3.2.54 (Supported Regulatory Classes element) Specifies the supported regulatory classes of the STA. This parameter is present if and only if the MIB attribute dot11ExtendedChannelSwitchEna bled is true.

	10.3.7.3.4
	SupportedRegulatoryClasses As defined in the Supported Regulatory Classes element As defined in 7.3.2.54 (Supported Regulatory Classes element) Specifies the supported regulatory classes of the STA. This parameter is present if and only if the MIB attribute dot11ExtendedChannelSwitchEnabled is true.

	10.3.7.4.4
	SupportedRegulatoryClasses As defined in the Supported Regulatory Classes element As defined in 7.3.2.54 (Supported Regulatory Classes element) Specifies the supported regulatory classes of the STA.

	10.3.10a.1.4
	This primitive initiates the termination of the BSS. All services provided by the AP to an infrastructure BSS, including Beacons, Probe Responses and access to the DS, are stopped by the termination. All STAs in an infrastructure BSS are deauthenticated by the termination. In an IBSS, the STA will stop transmitting Beacons or Probe Responses for the BSS. In an IBSS, any STAs authenticated with this STA are deauthenticated by the termination. The MLME subsequently issues an MLME-STOP.confirm primitive that reflects the results.

	10.3.24.1.1
	This primitive requests addition (or modification) of a TS. It is valid at the STA and requests the HC to admit the new or changed TS.

	10.3.24.1.2
	Primitive Request Confirm Indication Response ADDTS QoS STA QoS STA HC HC DELTS QoS STA and HC QoS STA and HC QoS STA and HC —

	10.3.24.1.3
	This primitive is generated by the SME at a STA to request the addition of a new (or modification of an existing) TS in order to support parameterized QoS transport of the MSDUs belonging to this TS when a higher layer protocol or mechanism signals the STA to initiate such an addition (or modification).

	10.3.24.1.4
	The STA operates according to the procedures defined in 11.4 (TS operation).

	10.3.24.2.2
	For other values of ResultCode, no new TS has been created. In the case of REJECTED_WITH_ SUGGESTED_CHANGES, the TSPEC represents an alternative proposal by the HC. A TS is not created with this definition. If the suggested changes are acceptable to the STA, it is the responsibility of the STA to set up the TS with the suggested changes.

	10.3.24.2.3
	This primitive is generated when that MLME-ADDTS.request primitive is found to contain invalid parameters, when a timeout occurs, or when the STA receives a response in the form of an ADDTS Response frame in the corresponding QoS Action frame from the HC.

	10.3.24.3.2
	The primitive parameters are as follows: MLME-ADDTS.indication ( DialogToken, STAAddress TSPEC, TCLAS, TCLASProcessing, VendorSpecificInfo ) The TCLAS is optional at the discretion of the STA that originated the request.

	10.3.24.3.3
	This primitive is generated by the MLME as a result of receipt of a request to add (or modify) a TS by a specified STA in the form of an Add TS request in the corresponding QoS Action frame.

	10.3.24.3.3
	STAAddress MACAddress Contains the MAC address of the STA that initiated the MLME-ADDTS.request primitive.

	10.3.24.3.4
	The SME is notified of the request for a TS addition (or modification) by a specified STA.

	10.3.24.4.1
	This primitive responds to the request for a TS addition (or modification) by a specified STA MAC entity.

	10.3.24.4.2
	The primitive parameters are as follows: MLME-ADDTS.response ( ResultCode, DialogToken, STAAddress, TSDelay, TSPEC, Schedule, TCLAS, TCLASProcessing, VendorSpecificInfo ) Name Type Valid range Description ResultCode Enumeration SUCCESS, INVALID_PARAMETERS, REJECTED_WITH_ SUGGESTED_CHANGES, REJECTED_FOR_DELAY_ PERIOD Indicates the results of the corresponding MLMEADDTS.

	10.3.24.4.2
	STAAddress MACAddress Contains the STA address of the matching MLME-ADDTS.indication primitive.

	10.3.24.4.2
	The DialogToken and STAAddress parameters contain the values from the matching MLMEADDTS.

	10.3.24.4.2
	If the result code is REJECTED_WITH_SUGGESTED_CHANGES, the TSPEC and TCLAS parameters represent an alternative proposed TS. The TS, however, is not created. The TSID and direction values within the TSPEC are as in the matching MLME-ADDTS.indication primitive. The difference may lie in the QoS (e.g., minimum data rate, mean data rate, and delay bound) values, as a result of admission control performed at the SME of the HC on the TS requested to be added (or modified) by the STA. If sufficient bandwidth is not available, the QoS values may be reduced. In one extreme, the minimum data rate, mean data rate, and delay bound may be all set to 0, indicating that no QoS is to be provided to this TS.

	10.3.24.4.4
	This primitive approves addition (or modification) of a TS requested by a specified STA MAC entity, with or without altering the TSPEC.

	10.3.24.4.4
	This primitive causes the MAC entity at the HC to send an ADDTS Response frame in the corresponding QoS Action management frame to the requesting STA containing the specified parameters.

	10.3.24.5.1
	This primitive may be generated at either a STA or the HC.

	10.3.24.5.2
	The primitive parameters are as follows: MLME-DELTS.request(STAAddress, TSInfo, ReasonCode, VendorSpecificInfo )

	10.3.24.5.4
	If this primitive was generated at the HC, the frame is sent to the specified STA MAC address. If this primitive was generated at the STA, the frame is sent to its HC. In either case, the DELTS frame does not solicit a response from the recipient frame other than an acknowledgment to receipt of the frame.

	10.3.24.5.4
	Name Type Valid range Description STAAddress (HC only) MACAddress (At the HC only) Specifies the MAC address of the STA that initiated this TS.

	10.3.24.6.2
	The primitive parameters are as follows: MLME-DELTS.confirm ( ResultCode, STAAddress, TSInfo, VendorSpecificInfo )

	10.3.24.6.4
	STAAddress (HC only) MACAddress (HC only) Contains the STA MAC address of the matching request.

	10.3.24.7.2
	The primitive parameters are as follows: MLME-DELTS.indication (STAAddress, TSInfo, ReasonCode, VendorSpecificInfo )

	10.3.24.7.3
	request primitive when the HC is the source STA of that TS or — Without reception of an MSDU belonging to that TS by the MAC entity of the HC when a STA is the source STA of that TS.

	10.3.24.7.4
	Name Type Valid range Description STAAddress (HC only) MACAddress (HC only) Specifies the MAC address of the STA for which the TS is being deleted.

	10.3.25.1.3
	This primitive is generated by the SME at a STA to set up a direct link with another STA.

	10.3.25.1.4
	Name Type Valid range Description PeerMACAddress MACAddress Any valid individual MAC address Specifies the MAC address of the STA that is the intended immediate recipient of the data flow.

	10.3.25.2.4
	Name Type Valid range Description PeerMACAddress MACAddress Any valid individual MAC address Specifies the MAC address of the STA that is the intended immediate recipient of the data flow.

	10.3.25.3.4
	Name Type Valid range Description PeerMACAddress MACAddress Any valid individual MAC address Specifies the MAC address of the STA that is the sender of the data flow.

	10.3.25.4.1
	When initiated by a STA, this primitive requests the teardown of the direct link with a specified peer MAC entity. When initiated by an AP, this primitive requests the teardown of direct link between two specified MAC entities.

	10.3.25.4.3
	This primitive is generated by the SME at a STA for tearing down a direct link with another STA.

	10.3.25.5.4
	Name Type Valid range Description PeerMACAddress1 MACAddress Any valid individual MAC address Specifies the MAC address of the STA that is the intended immediate recipient of the teardown.

	10.3.25.5.4
	PeerMACAddress2 MACAddress Any valid individual MAC address Specifies the MAC address of the STA with which the direct link is being torn down. This parameter is applicable only at the AP.

	10.3.25.6.4
	Name Type Valid range Description PeerMACAddress MACAddress Any valid individual MAC address Specifies the MAC address of the STA that is the sender of the data flow.

	10.3.28.1.2
	The primitive parameters are as follows: MLME-SCHEDULE.request(STAAddress, Schedule )

	10.3.28.1.3
	This primitive is generated by the SME at the HC to send the schedule information, in the form of a Schedule frame, to a specified STA when the schedule information for the STA is changed.

	10.3.28.1.4
	This primitive causes the MAC entity at the HC to send a Schedule frame to the STA specified in the primitive containing the specified Schedule parameters.

	10.3.28.1.4
	Name Type Valid range Description STAAddress MACAddress Any valid individual address MAC address of the STA to which the Schedule frame shall be sent.

	10.3.28.1.4
	Schedule As defined in frame format As defined in frame format Specifies the schedule for the STA, including the SI (minimum and maximum), TXOP duration (minimum and maximum), and specification interval.

	10.3.28.2.4
	The SME is notified of the result of the MLME-SCHEDULE.request primitive. If the result code is SUCCESS, the Schedule element has been correctly sent by the HC to the STA in the Schedule frame.

	10.3.28.3.1
	This primitive reports the reception of a new schedule by the STA in the form of a Schedule frame.

	10.3.28.3.1
	It is valid at the STA.

	10.3.28.3.4
	Name Type Valid range Description Schedule As defined in frame format As defined in frame format Specifies the schedule for the STA, including the SI (minimum and maximum), TXOP duration (minimum and maximum), and specification interval.

	10.3.30.1.1
	This primitive requests that a Neighbor Report Request frame be sent to the AP with which the STA is associated. It is valid only at a Radio Measurement capable STA.

	10.3.30.2.1
	This primitive reports the result of an attempt to send a Neighbor Report Request frame. It is valid only at a Radio Measurement capable STA.

	10.3.30.3.1
	This primitive indicates that a Neighbor Report Request frame was received from a STA. It is valid only at a Radio Measurement capable AP.

	10.3.31.1.1
	This primitive requests that a neighbor report response be sent to a STA. This may be in response to an MLME-NEIGHBORREPREQ.indication primitive or an autonomous request. It is valid only at a Radio Measurement capable AP.

	10.3.31.1.1
	Name Type Valid range Description PeerSTAAddress MACAddress Any valid individual MAC address The address of the STA MAC entity from which a Neighbor Report Request frame was received.

	10.3.31.1.3
	This primitive is generated by the SME to request a neighbor report be sent to a STA. This may be in response to an earlier MLME-NEIGHBORREPREQ.indication or a request to transmit an autonomous report.

	10.3.31.1.4
	On receipt of this primitive, the MLME constructs a Neighbor Report Response frame. The STA then attempts to transmit this to the STA indicated by the PeerSTAAddress parameter.

	10.3.31.2.1
	Name Type Valid range Description PeerSTAAddress MACAddress Any valid individual MAC address The address of the STA MAC entity to which a Neighbor Report Response frame is to be sent.

	10.3.31.3.1
	This primitive indicates that a neighbor report response has been received. This may be in response to an earlier neighbor report request (MLME-NEIGHBORREPORTREQ.req) or an autonomous report. It is valid only at a Radio Measurement capable STA.

	10.3.33.1.3
	This primitive is generated by the SME at a STA to send the third frame of the over-the-air FT Resource Request Protocol. The third frame is an Authentication frame, with an authentication algorithm of FT authentication and transaction sequence value of 3.

	10.3.34.1.1
	This primitive is used by the SME of a STA (to send over-the-DS requests) and the SME of an AP (to send over-the-DS responses) to request the MAC to send an FT Action frame.

	10.3.35.1.3
	This primitive is generated by the STA management entity (SME) to request that an Extended Channel Switch Announcement frame be sent to a STA that is associated to the AP.

	11.2.1.0a
	A QoS STA may be in PS mode before the setup of DLS or Block Ack. Once DLS is set up with another STA, the STA suspends the PS mode and shall always be awake. When a STA enters normal (non-APSD) PS mode, any downlink Block Ack agreement without an associated schedule is suspended for the duration of this PS mode. MSDUs for TID without a schedule are sent using Normal Ack following a PS-poll as described in rest of this clause. Uplink Block Ack, Block Acks for any TID with a schedule, and any Block Acks to APSD STA continue to operate normally.

	11.2.1.1
	To change Power Management modes, a STA shall inform the AP through a successful frame exchange as described in 9.12 (Frame exchange sequences) initiated by the STA and that includes an ACK from

	11.2.1.4
	QoS STAs use the Power Management field in the Frame Control field of a frame to indicate whether it is in active or PS mode. As APSD is a mechanism for the delivery of downlink frames to powersaving STAs, the frames of a STA using APSD shall have the Power Management bit in the Frame Control field set to 1 for buffering to take place at the AP.

	11.2.1.4
	APSD defines two delivery mechanisms, namely unscheduled APSD (U-APSD) and scheduled APSD (S-APSD). STAs may use U-APSD to have some or all of their frames delivered during unscheduled SPs. STAs may use S-APSD to schedule delivery of some or all of their frames during scheduled SPs.

	11.2.1.4
	If there is no unscheduled SP in progress, the unscheduled SP begins when the AP receives a trigger frame from a STA, which is a QoS data or QoS Null frame associated with an AC the STA has configured to be trigger-enabled. An unscheduled SP ends after the AP has attempted to transmit at least one MSDU or MMPDU associated with a delivery-enabled AC and destined for the STA, but no more than the number indicated in the Max SP Length field if the field has a nonzero value.

	11.2.1.4
	In order to configure an AP to deliver frames during an unscheduled SP, the STA designates one or more of its ACs to be delivery-enabled and one or more of its AC to be trigger-enabled. A STA may configure an AP to use U-APSD using two methods. First, a STA may set individual U-APSD Flag bits in the QoS Info subfield of the QoS Capability element carried in (Re)Association Request frames.

	11.2.1.4
	When all four U-APSD Flag subfields are set to 1 in (Re)Association Request frames, all the ACs associated with the STA are trigger- and delivery-enabled during (re)association. When all four U-APSD Flag subfields are set to 0 in (Re)Association Request frames, none of the ACs associated with the STA is trigger- or delivery-enabled during (re)association.

	11.2.1.4
	Alternatively, a STA may designate one or more AC as trigger-enabled and one or more AC as delivery-enabled by sending an ADDTS Request frame per AC to the AP with the APSD subfield set to 1 and the Schedule subfield set to 0 in the TS Info field in the TSPEC element. APSD settings in a TSPEC request take precedence over the static U-APSD settings carried in the QoS Capability element. In other words, a TSPEC request overwrites any previous U-APSD setting of an AC. The request may be sent for ACs for which the ACM subfield is set to 0.

	11.2.1.4
	A STA may set an AC to be trigger- or delivery-enabled for its own use by setting up TSPECs with the APSD subfield set to 1 and the Schedule subfield set to 0 in the uplink or downlink direction, respectively. An uplink TSPEC plus a downlink TSPEC, or a bi-directional TSPEC with the APSD subfield set to 1 and the Schedule subfield set to 0, makes an AC both trigger- and delivery-enabled. An uplink TSPEC plus a downlink TSPEC, or a bi-directional TSPEC with the APSD and the Schedule subfields both set to 0, makes an AC neither trigger- nor delivery-enabled.

	11.2.1.4
	A scheduled SP starts at fixed intervals of time specified in the Service Interval field. In order to use a scheduled SP for a TS when the access policy is controlled channel access, a STA shall send an ADDTS Request frame to the AP with the APSD subfield of the TS Info field in the TSPEC element set to 1.

	11.2.1.4
	To use a scheduled SP for a TS for a AC when the access policy is contention-based channel access, a non- AP STA shall send an ADDTS Request frame to the AP with the APSD and Schedule subfields of the TS Info field in the TSPEC element both set to 1. If the APSD mechanism is supported by the AP and the AP accepts the corresponding ADDTS Request frame from the STA, the AP shall respond to the ADDTS Request frame with a response containing the Schedule element indicating that the requested service can be accommodated by the AP. The first scheduled SP starts when the lower order 4 octets of the TSF timer equals the value specified in the Service Start Time field. A STA using scheduled SP shall first wake up to receive downlink unicast frames buffered and/or polls from the AP/HC. The STA shall wake up subsequently at a fixed time interval equal to the SI. The AP may modify the service start time by indicating so in the Schedule element in ADDTS Response frame and in Schedule frames.

	11.2.1.4
	If scheduled services periods are supported in a BSS, a STA may use both unscheduled and scheduled APSD on different ACs at the same time. When a STA establishes scheduled delivery for an AC, that AC shall be considered delivery-enabled. However, the AP shall not transmit frames associated with that AC during an SP that is initiated by a trigger frame, and it shall not treat frames associated with the AC that are received from the STA as trigger frames. The AP shall decline any ADDTS Request frame that indicates the use of both scheduled and unscheduled APSD to be used on the same AC at the same time.

	11.2.1.5
	APs shall maintain a Power Management status for each currently associated STA that indicates in which Power Management mode the STA is currently operating. APs that implement and signal their support of APSD shall maintain an APSD and an access policy status for each currently associated STA that indicates whether the STA is presently using APSD and shall maintain the schedule (if any) for the STA. An AP shall, depending on the Power Management mode of the STA, temporarily buffer the MSDU or management frame destined to the STA. An AP implementing APSD shall, if a STA is using APSD and is in PS mode, temporarily buffer the MSDU or management frames destined to that non- AP STA. No MSDUs or management frames addressed directly to STAs operating in the Active mode shall be buffered for power management reasons.

	11.2.1.5
	c) At every beacon interval, the AP shall assemble the partial virtual bitmap containing the buffer status per destination for STAs in the PS mode and shall send this out in the TIM field of the Beacon frame. At every beacon interval, the APSD-capable AP shall assemble the partial virtual bitmap containing the buffer status of nondelivery-enabled ACs (if there exists at least one nondeliveryenabled AC) per destination for STAs in PS mode and shall send this out in the TIM field of the Beacon frame. When all ACs are delivery-enabled, the APSD-capable AP shall assemble the partial virtual bitmap containing the buffer status for all ACs per destination for STAs.

	11.2.1.5
	d) If a STA has set up a scheduled SP, it shall automatically wake up at each SP. Therefore, the APSD-capable AP shall transmit frames associated with admitted traffic with the APSD subfield set to 1 in the TSPECs buffered for the STA during a scheduled SP. If the STA has set up to use unscheduled SPs, the AP shall buffer frames belonging to delivery-enabled ACs until it has received a trigger frame associated with a trigger-enabled AC from the STA, which indicates the start of an unscheduled SP. A trigger frame received by the AP from a STA that already has an unscheduled SP underway shall not trigger the start of a new unscheduled SP.

	11.2.1.5
	The AP transmits frames destined for the STA and associated with delivery-enabled ACs during an unscheduled SP. The bit for AID 0 (zero) in the bit map control field of the TIM information element shall be set to 1 when broadcast or multicast traffic is buffered, according to 7.3.2.6 (TIM).

	11.2.1.5
	g) A single buffered MSDU or management frame for a STA in the PS mode shall be forwarded to the STA after a PS-Poll has been received from that STA. For a STAs using U-APSD, the AP transmits one frame destined for the STA from any AC that is not delivery-enabled in response to PS-Poll from the STA. When all ACs associated with the STA are delivery-enabled, AP transmits one frame from the highest priority AC. The AP can respond with either an immediate Data frame or with an ACK, while delaying the responding Data frame.

	11.2.1.5
	For a STA in PS mode and not using U-APSD, the More Data field of the response Data frame shall be set to indicate the presence of further buffered MSDUs or management frames for the polling STA. For a STA using U-APSD, the More Data field shall be set to indicate the presence of further buffered MSDUs or management frames that do not belong to delivery-enabled ACs. When all ACs associated with the STA are delivery-enabled, the More Data field shall be set to indicate the presence of further buffered MSDUs or management frames belonging to deliveryenabled ACs. If there are buffered frames to transmit to the STA, the AP may set the More Data bit in a QoS +CF-Ack frame to 1, in response to a QoS data frame to indicate that it has one or more pending frames buffered for the PS STA identified by the RA address in the QoS +CF-Ack frame.

	11.2.1.5
	h) At each scheduled APSD SP for a STA, the APSD-capable AP shall attempt to transmit at least one MSDU or MMPDU, associated with admitted TSPECs with the APSD and Schedule subfields both set to 1, that are destined for the STA. At each unscheduled SP for a STA, the AP shall attempt to transmit at least one MSDU or MMPDU, but no more than the value specified in the Max SP Length field in the QoS Capability element from delivery-enabled ACs, that are destined for the STA.

	11.2.1.5
	The More Data bit of the directed data or management frame associated with delivery-enabled ACs and destined for that STA indicates that more frames are buffered for the delivery-enabled ACs. The More Data bit set in MSDUs or management frames associated with nondelivery-enabled ACs and destined for that STA indicates that more frames are buffered for the nondeliveryenabled ACs. For all frames except for the final frame of the SP, the EOSP subfield of the QoS Control field of the QoS data frame shall be set to 0 to indicate the continuation of the SP. An AP may also set the More Data bit to 1 in a QoS +CF-Ack frame in response to a QoS data frame to indicate that it has one or more pending frames buffered for the target STA identified by the RA address in the QoS +CF-Ack frame. If the QoS data frame is associated with a delivery-enabled AC, the More Data bit in the QoS +CF-Ack frame indicates more frames for all delivery-enabled ACs. If the QoS data frame is not associated with a delivery-enabled AC, the More Data bit in the QoS +CFAck frame indicates more frames for all ACs that are not delivery-enabled.

	11.2.1.5
	The AP considers APSD STA to be in Awake state after it has sent a QoS +CF-Ack frame, with the EOSP subfield in the QoS Control field set to 0, to the APSD STA. If necessary, the AP may generate an extra QoS Null frame, with the EOSP set to 1. When the AP has transmitted a directed frame to the STA with the EOSP subfield set to 1 during the SP except for retransmissions of that frame, the AP shall not transmit any more frames using this mechanism until the next SP. The AP shall set the EOSP subfield to 1 to indicate the end of the SP in APSD.

	11.2.1.5
	i) If the AP does not receive an acknowledgment to a directed MSDU or management frame sent to a STA in PS mode following receipt of a PS-Poll from that STA, it may retransmit the frame for at most the lesser of the maximum retry limit and the MIB attribute dot11QAPMissingAckRetryLimit times before the next Beacon frame, but it shall retransmit that frame at least once before the next Beacon frame, time permitting and subject to its appropriate lifetime limit. If an acknowledgment to the retransmission is not received, it may wait until after the next Beacon frame to further retransmit that frame subject to its appropriate lifetime limit.

	11.2.1.5
	k) An AP can delete buffered frames for implementation-dependent reasons, including the use of an aging function and availability of buffers. The AP may base the aging function on the listen interval specified by the STA in the (Re)Association Request frame.

	11.2.1.5
	l) When an AP is informed that a STA changes to the Active mode, then the AP shall send buffered MSDUs and management frames (if any exist) to that STA without waiting for a PS-Poll. When an AP is informed that an APSD-capable STA is not using APSD, then the AP shall send buffered MSDUs and management frames (if any exist) to that STA according to the rules corresponding to the current PS mode of the STA.

	11.2.1.7
	c) The STA shall remain in the Awake state until it receives the data or management frame in response to its poll or it receives another Beacon frame whose TIM indicates that the AP does not have any MSDUs or management frames buffered for this STA. If the bit corresponding to the STA’s AID is set in the subsequent TIM, the STA shall issue another PS-Poll to retrieve the buffered MSDU or management frame(s). When a STA that is using U-APSD and has all ACs delivery-enabled detects that the bit corresponding to its AID is set in the TIM, the STA shall issue a trigger frame or a PS-Poll frame to retrieve the buffered MSDU or management frames.

	11.2.1.7
	e) When ReceiveDTIMs is true, the STA shall wake up early enough to be able to receive every DTIM sent by the AP of the BSS. A STA that stays awake to receive broadcast/multicast MSDUs shall remain awake until the More Data field of the broadcast/multicast MSDUs indicates there are no further buffered broadcast/multicast MSDUs or until a TIM is received indicating there are no more buffered broadcast/multicast MSDUs. If a STA receives a QoS +CF-Ack frame from its AP with the More Data bit set to 1, then the STA shall operate exactly as if it received a TIM with its AID bit set. If a STA has set the More Data Ack subfield in QoS Capability information element to 1, then if it receives an ACK frame from its AP with the More Data bit set to 1, the STA shall operate exactly as if it received a TIM with its AID bit set. For example, a STA that is using the PS-Poll delivery method shall issue a PS-Poll frame to retrieve a buffered frame.

	11.2.1.9
	11.2.1.9 Receive operation for STAs using APSD

	11.2.1.9
	A STA using APSD shall operate as follows to receive an MSDU or management frame from the AP: a) If a scheduled SP has been set up, the STA wakes up at its scheduled start time. (The non- AP STA shall wake up early enough to receive transmissions at the scheduled SP.) b) If the STA is initiating an unscheduled SP, the STA wakes up and transmits a trigger frame to the AP. When one or more ACs are not delivery-enabled, the STA may retrieve MSDUs and MMPDUs belonging to those ACs by sending PS-Poll frames to the AP.

	11.2.1.9
	c) The STA shall remain awake until it receives a QoS data frame addressed to it, with the EOSP subfield in the QoS Control field set to 1.

	11.2.1.9
	d) The STA may send additional PS-Poll frames if the More Data subfield is set to 1 in downlink unicast data or management frames that do not belong to any deliver-enabled ACs. The STA may send additional trigger frames if the More Data subfield is set to 1 in downlink unicast data or management frames that belong to delivery-enabled ACs.

	11.3.0a
	ii) QoS data subtypes allowed to/from STA(s) that are associated with AP(s).

	11.3.2.6
	11.3.2.6 Non-AP STA disassociation receipt procedure

	11.4.1
	Following a successful negotiation, a TS is created, identified within the STA by its TSID and direction, and identified within the HC by a combination of TSID, direction, and STA address.

	11.4.1
	It is always the responsibility of the STA to initiate the creation of a TS regardless of its direction.

	11.4.1
	In the direct-link case, it is the responsibility of the STA that is going to send the data to create the TS. In this case, the STA negotiates with the HC to gain TXOPs that it uses to send the data. There is no negotiation between the originator and recipient STAs concerning the TS: the originator can discover the capabilities of the recipient (rates, BlockAck) using the DLS.

	11.4.1
	In the case of traffic relayed by an AP, the sending and receiving STAs may both create individual TS for the traffic. Any traffic classifier created for the downlink TS applies equally regardless of whether the source is in the same BSS or reached through the DS.

	11.4.1
	A STA may simultaneously support up to eight TSs from the HC to itself and up to eight TSs from itself to other STAs, including the HC. The actual number it supports may be less due to implementation restrictions.

	11.4.2
	— it is in the STA's operational rate set, for a downlink TS.

	11.4.2
	— it is in both the AP's operational rate set and STA's operational rate set, for a bidirectional TS.

	11.4.3
	Following a successful TS setup initiated by the STA, the TS becomes active, and either the STA or the HC may transmit QoS data frames using this TSID (according to the Direction field).

	11.4.3
	While the TS is active, the parameters of the TSPEC characterizing the TS can be renegotiated, when the renegotiation is initiated by the STA. This negotiation can succeed, resulting in a change to the TSPEC, or can fail, resulting in no change to the TSPEC.

	11.4.3
	An active TS becomes inactive following a TS deletion process initiated at either STA or HC. It also becomes inactive following a TS timeout detected at the HC. When an active TS becomes inactive, all the resources allocated for the TS are released.

	11.4.4
	The STA SME decides that a TS needs to be created. How it does this, and how it selects the TSPEC parameters, is beyond the scope of this standard. The SME generates an MLME-ADDTS.request primitive containing a TSPEC. A TSPEC may also be generated autonomously by the MAC without any initiation by the SME. However, if a TSPEC is generated subsequently by the SME, the TSPEC containing the same TSID generated autonomously by the MAC shall be overridden. If one or more TSPECs are initiated by the SME, the autonomous TSPEC shall be terminated.

	11.4.4
	The STA MAC transmits the TSPEC in an ADDTS Request frame to the HC and starts a response timer called ADDTS timer of duration dot11ADDTSResponseTimout.

	11.4.4
	The STA MAC receives this management frame and cancels its ADDTS timer. It generates an MLME-ADDTS.confirm primitive to its SME containing the TSPEC and status.

	11.4.4
	The STA SME decides whether the response meets its needs. How it does this is beyond the scope of this standard. If the result code is SUCCESS, the TS enters into an active state. Otherwise, the whole process can be repeated using the same TSID and direction and a modified TSPEC until the STA SME decides that the granted TXOP is adequate or inadequate and cannot be improved.

	11.4.4
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	11.4.4
	If the AP/HC grants a TXOP for an ADDTS Request frame with the Ack Policy subfield set to Block Ack and the Direction field set to either downlink or bidirectional, then it shall initiate a Block Ack negotiation by sending an ADDBA Request frame to the STA that originated the ADDTS Request frame. If a STA is granted a TXOP for an ADDTS Request frame with the Ack Policy subfield set to Block Ack and the Direction field set to other than downlink, then it shall initiate a Block Ack negotiation by sending an ADDBA Request frame to the recipient of the TS.

	11.4.4
	A STA shall not use the same TSID for both uplink and direct-link TS.

	11.4.4a
	A QoS STA may transmit a TSPEC as part of a RIC-Request in a resource request message. The SME in the hybrid coordinator (HC) decides whether to accept the TSPEC as specified, or refuse the TSPEC, or not accept but suggest an alternative TSPEC. It then generates a RIC-Response, according to the procedures given in 11A.11 (Resource request procedures).

	11.4.5
	Figure 11-9 (Failed TS setup detected within STA MAC) summarizes the remaining two cases. The MLME shall issue an MLME-ADDTS.confirm primitive, with a result code of TRANSMISSION_FAILURE in the former case and TIMEOUT in the latter case. In both cases, if the request is not for an existing TS, the STA MAC shall send a DELTS to the HC specifying the TSID and direction of the failed request just in case the HC had received the request and it was the response that was lost.

	11.4.6
	After the setup of a TSPEC, MSDUs are classified above the MAC and are sent to the MAC through the MAC_SAP using the service primitive MA-UNITDATA.request with the priority parameter encoded to the TSID. The MAC delivers the MSDUs based on a schedule using QoS data frames. In the case of a STA, the MSDUs are transmitted using QoS data frames, when the STA is polled by the HC.

	11.4.6
	Figure 11-9—Failed TS setup detected within STA 
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	11.4.7
	There are two types of TS deletion: STA-initiated and HC-initiated. In both cases, the SME entity above the MAC generates an MLME-DELTS.request primitive specifying the TSID and direction of the TS to be deleted and the reason for deleting the TS. This causes the MAC to send a DELTS Action frame. The encoding of ReasonCode values to Reason Code field (see 7.3.1.7 (Reason Code field)) values is defined in Table 11-3 (Encoding of ReasonCode to Reason Code field value for DELTS).

	11.4.7
	Figure 11-10 (TS deletion) shows the case of TS deletion initiated by the STA and the case of TS deletion initiated by the HC.

	11.4.7
	All TSPECs that have been set up shall be deleted upon disassociation and reassociation. Reassociation causes the STA and AP to clear their state, and the STA will have to reinitiate the setup.

	11.4.8
	— No QoS Null frame indicating the queue size for related TSID within a TXOP. This is to ensure that the STA is actually using the assigned TXOP for the given TSID.

	11.4.8
	Any other use of a polled TXOP delivered to the STA is considered to be activity on all direct-link TS associated with that STA. Detection of inactivity of this type is optional.

	11.4.8
	In response to an inactivity timeout, the HC shall send a DELTS frame to the STA with the result code set to TIMEOUT and inform its SME using the MLME-DELTS.indication primitive.

	11.4.8
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	11.4.8
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	11.4.10
	For uplink and direct link, a suspended TS may be reinstated by a STA by sending a QoS data or QoS Null frame. This frame may be sent at the highest priority using EDCA. The generation of successive QoS (+)CF-Poll frames shall then be resumed by the HC.

	11.6.1
	The Sync frame may also be relayed through the AP. In this case, the STA that generates the time stamps notes the reception of the multicast Sync frame from the AP as the indication to save the higher clock value for the next Sync frame. Receiving STAs would also similarly note the time when each Sync packet is received from the AP. The sequence number would include a value corresponding to the frame received from the AP.

	11.7.0a
	a) A STA, STA-1, that intends to exchange frames directly with another STA, STA-2, invokes DLS and sends a DLS Request frame to the AP (step 1a in Figure 11-15 (The four steps involved in direct-link handshake)). This request contains the rate set, capabilities of STA-1, and the MAC addresses of STA-1 and STA-2.

	11.7.3.1
	ReasonCode Reason Code field Applicable at STA_LEAVING 36 STA END_DLS 37 STA UNKNOWN_DLS 38 STA TIMEOUT 39 STA PEERKEY_MISMATCH 45 AP PEER_INITIATED 46 AP and STA AP_INITIATED 47 STA

	11.9a.3.1
	A non-AP STA in an infrastructure BSS shall not transmit the Extended Channel Switch Announcement element.

	11.10.5
	Service Set Source of Request Destination of Request Receiver Address of Radio Measurement Request Frame Infrastructure BSS AP STA Individual or group STA AP Individual only STA STA Individual only for Direct Link within a BSS served by QoS AP, otherwise not allowed IBSS STA STA Individual or group The source and destination of a measurement request shall both be a member of the same infrastructure BSS or a member of the same IBSS. Measurement requests with an individual Receiver Address shall only be sent to STAs that have indicated Radio Measurement capability.

	11.10.8.8
	If a QoS STA receives a Transmit Stream/Category Measurement Request for a TC, or TS that is already being measured using a triggered transmit stream/category measurement, the triggered traffic stream measurement shall be suspended for the duration of the requested traffic stream measurement. When triggered measurement resumes, the traffic stream metrics shall be reset.

	11.10.8.8
	Once accepted by a measuring QoS STA, a triggered QoS measurement continues to be active until: — The relevant TS is deleted, — The measuring QoS STA or QoS STA that requested the measurement disassociates or successfully reassociates, or — The measurement is terminated by the requesting QoS STA.

	11.10.12
	Device function dot11RRMMeasurementPilot Capability Notes AP and non-AP STA 0 The STA does not support Measurement Pilots. If the STA is an AP, it does not generate MPs and if the device is a non-AP STA, it ignores the MPs it receives AP and non-AP STA 1 The STA supports Measurement Pilots. If the STA is an AP, it can transmit MPs, and if the device is a non-AP STA, it can receive the MPs and can use the information contained in MPs.

	11.10.12
	Non-AP STA 2 The non-AP STA is making use of the MPs it receives or would receive if they were being transmitted.

	11.10.12
	Non-AP STA 3–7 Reserved AP The AP STA is transmitting MPs and using the information contained in them, and the AP is actively transmitting MPs with MP interval set to a value within the range as shown below.

	11A.1
	The FT protocols require information to be exchanged during the initial association (or a later reassociation) between the STA and AP. The initial exchange is referred to as the FT initial mobility domain association.

	11A.2.1
	The S0KH and S1KH are part of the STA SME RSNA key management. The computation of PMKR0 and PMK-R1, and all the intermediate results in the computations, shall be restricted to the S0KH. The computation of PTK, and all intermediate results in its computation, shall be restricted to the S1KH.

	11A.2.2
	This identifier is communicated to the STA and other key holders. The R0KH-ID is bound into the PMK-R0 derivation and the R1KH-ID is bound into the PMK-R1 derivation.

	11A.4.1
	The FT initial mobility domain association is the first (re)association in the mobility domain, where the SME of the STA enables its future use of the FT procedures.

	11A.4.2
	Upon successful completion of the IEEE 802.1X authentication, the R0KH receives the MSK and authorization attributes. If a key hierarchy already exists for this STA belonging to the same mobility domain (i.e., having the same MDID), the R0KH shall delete the existing PMK-R0 security association and PMKR1 security associations. It then calculates the PMK-R0, PMKR0Name, and PMK-R1 and makes the PMKR1 available to the R1KH of the AP with which the STA is associated.

	11A.4.2
	Upon completion of a successful FT 4-Way Handshake, the IEEE 802.1X Controlled Port shall be opened on both the STA and the AP. Subsequent EAPOL-Key frames shall use the key replay counter to detect replayed messages.

	11A.4.2
	Once the PTKSA key lifetime expires, as indicated by the TIE[KeyLifetime], to continue its association in the mobility domain the STA shall perform the FT initial mobility domain association procedures. If the AP sends a Deauthentication or Disassociation frame to the STA with reason code 2 (i.e., Previous authentication no longer valid), then to continue its association in the mobility domain, the STA shall perform the FT initial mobility domain association procedures with any AP in the mobility domain. If the Supplicant EAPOL state machines are triggered to send an EAPOL-Start packet after a successful initial mobility domain association, the STA shall perform the FT initial mobility domain association procedures.

	11A.4.3
	On successful (re)association, the AP and the STA shall transition to State 3 (as defined in 11.3 (STA authentication and association)) to enable data frame transmission.

	11A.5.2
	If the STA selects a pairwise cipher suite in the RSNIE that is different from the ones used in the Initial mobility domain association, then the AP shall reject the Authentication Request with status code 19 (i.e., Invalid Pairwise Cipher). Subsequent to a rejection of an Authentication Request, the STA may retry the Authentication Request.

	11A.5.3
	The SME of the STA initiates the FT Request frame to the target AP by issuing a MLMEREMOTE_ REQUEST.request primitive with parameters including the contents of the FT Request frame (FT Action frame with an Action field value indicating FT Request) to be sent. The MAC of the STA transmits this Action frame and issues a MLME-REMOTE_REQUEST.confirm primitive to signal that it has been sent. For processing at the current AP and target AP see 11A.10 (Remote request broker (RRB) communication). When the MAC of the STA receives the FT Response frame (FT Action frame with an Action field value indicating FT Response), it passes it to the SME by use of MLMEREMOTE_ REQUEST.indication primitive, with parameters including the contents of the received Action frame. The MLME interfaces on the STA, current AP, and the target AP for executing the over-the- DS fast BSS transition are shown in Figure 11A-6 (MLME interfaces for over-the-DS FT Protocol messages).

	11A.5.3
	STA SME MAC MLME-REMOTE_REQUEST.request FT Action Request (IEs) MLME-REMOTE_REQUEST.confirm Current AP MAC SME Target AP MAC SME MLME-REMOTE_REQUEST.indication RemoteRequest (IEs) RemoteResponse (IEs) Target AP processes the request MLME-REMOTE_REQUEST.request MLME-REMOTE_REQUEST.confirm FT Action Response (IEs) MLME-REMOTE_REQUEST.indication MLME-REASSOCIATE.request Reassociation Request (IEs) MLME-REASSOCATE.indication MLME-REASSOCATE.response Reassociation Response (IEs) MLME-REASSOCIATE.confirm 

	11A.5.3
	Authentication Request with status code 53 (i.e., Invalid PMKID). If the requested R0KH is not reachable, the AP shall respond to the FT Request frame with status code 28 (i.e., R0KH unreachable). The AP may reject the FT Request frame for limiting the STA’s reassociation to this AP by using the status code 37 (“This request has been declined”). If the STA selects a pairwise cipher suite in the RSNIE that is different from the ones used in the initial mobility domain association, then the AP shall reject the FT Request frame with status code 19 (i.e., Invalid Pairwise Cipher).

	11A.5.3
	The STA Address field of the FT Response frame shall be set to the MAC address of the STA, and the Target AP Address field of the FT Response frame shall be set to the BSSID of the target AP. The information elements in the FT Response frame, and their required contents, shall be as given in 11A.8.3 (FT authentication sequence: contents of second message). The Status Code field shall be a value from the options listed in 7.3.1.9 (Status Code field).

	11A.5.3
	The R1KH of the target AP uses the value of PMKR0Name and other information from the frame to calculate PMKR1Name. If the target AP does not have the key identified by PMKR1Name, it may retrieve that key from the R0KH identified by the STA. See 11A.2 (Key holders). Upon receiving a new PMKR1 for a STA, the target AP shall delete the prior PMK-R1 security association and PTKSAs derived from the prior PMK-R1.

	11A.5.3
	The STA and the target AP compute the PTK and PTKName using the PMK-R1, PMKR1Name, ANonce, and SNonce, as specified in 8.5.1.5.5 (PTK). The PTKSA shall be deleted by the target AP if it does not receive a Reassociation Request frame from the STA within the reassociation deadline timeout value.

	11A.5.3
	If the STA does not receive a response to the FT Request frame, it may reissue the request following the restrictions given for Authentication frames in 11.3 (STA authentication and association). If the Status Code field value returned by the target AP is 0, indicating success, the STA and target AP transition to State 2 (as defined in 11.3 (STA authentication and association)); the STA may continue with reassociation (11A.7.1 (FT reassociation in an RSN)). Handling of errors returned in the Status Code field shall be as specified for Authentication frames in 11.3 (STA authentication and association).

	11A.7.1
	If the STA does not send a Reassociation Request frame to the target AP within the reassociation deadline interval received during the FT initial mobility domain association, the target AP may delete the PTKSA, and the STA shall abandon this transition attempt.

	11A.7.1
	The STA shall perform a reassociation directly with the target AP via the following exchange: STA?Target AP: Reassociation Request(RSNIE[PMKR1Name], MDIE, FTIE[MIC, ANonce, SNonce, R1KH-ID, R0KH-ID], RIC-Request) Target AP?STA: Reassociation Response(RSNIE[PMKR1Name], MDIE, FTIE[MIC, ANonce, SNonce, R1KH-ID, R0KH-ID, GTK[N]], RIC-Response) The SME of the STA initiates the reassociation through the use of the MLME-REASSOCIATE.request primitive. The SME of the AP responds to the indication with MLME-REASSOCIATE.response primitive.

	11A.7.1
	In the Reassociation Response frame, the SA field of the message header shall be set to the BSSID of the target AP, and the DA field of the message header shall be set to the MAC address of the STA. The Status Code field shall be a value from the options listed in 7.3.1.9 (Status Code field). The information elements in the frame, the information element contents, and the MIC calculation shall be as given in 11A.8.5 (FT authentication sequence: contents of fourth message).

	11A.7.1
	The S1KH of the STA verifies the MIC in the FTIE in the Reassociation Response frame and shall discard the response if the MIC is incorrect.

	11A.7.1
	If the STA is performing a reassociation exchange as part of the FT Resource Request Protocol, then the STA shall not include the RIC-Request in the Reassociation Request frame, and the AP shall not include the RIC-Response in the Reassociation Response frame. If the reassociation exchange is part of the FT Resource Request Protocol and the AP is unable to honor the resources that have been placed in the accepted state for that STA, then the AP shall reject the Reassociation Request frame and may use status code 33 (i.e., Association denied because QoS AP has insufficient bandwidth to handle another QoS STA).

	11A.7.1
	If the STA did not utilize the FT Resource Request Protocol, the STA may make a request for resources by including a RIC-Request (see 11A.11 (Resource request procedures)) in the Reassociation Request frame. The RIC-Request is generated by the procedures of 11A.11.3.1 (STA procedures), and the RIC-Response is generated by the procedures of 11A.11.3.2 (AP procedures).

	11A.7.1
	If the Status Code field value returned by the target AP in the response is 1 (i.e., Unspecified failure), 14 (i.e., Authentication transaction sequence number out of sequence), or 16 (i.e., Authentication rejected due to timeout waiting for next frame in sequence), then the STA shall abandon this transition attempt. Handling of other errors returned in the Status Code field shall be as specified in 11.3 (STA authentication and association).

	11A.7.1
	Upon a successful reassociation, the PTKSA has been established and proven live. The SME of the AP shall open the IEEE 802.1X Controlled Port. The STA shall transition to State 3 (as defined in 11.3 (STA authentication and association)). If the target AP is distinct from the previous AP, the STA shall enter State 1 with respect to the previous AP.

	11A.7.1
	Upon a successful reassociation, the STA shall delete any corresponding PTKSA with its previous AP. The SME of the STA shall issue an MLME-DELETEKEYS.request primitive to delete the pairwise keys with the previous AP, and the STA and the AP shall issue a MLME-SETKEYS.request primitive and MLME-SETPROTECTION.request primitive to install the pairwise keys. The PTK key lifetime timer shall be initialized with the value calculated as the difference between the TIE[KeyLifetime] sent in Message 3 of the FT initial mobility domain association and the time since the completion of the FT 4-Way Handshake during the FT initial mobility domain association.

	11A.7.2
	The STA shall perform a reassociation with the target AP via the following exchange: STA?Target AP: Reassociation Request(MDIE, RIC-Request) Target AP?STA: Reassociation Response(MDIE, RIC-Response) The SME of the STA initiates the reassociation through the use of the MLME-REASSOCIATE.

	11A.7.2
	In the Reassociation Request frame, the SA field of the message header shall be set to the MAC address of the STA, and the DA field of the message header shall be set to the BSSID of the target AP. The information elements in Reassociation Request frame, and their required contents, shall be as given in 11A.8.4 (FT authentication sequence: contents of third message).

	11A.7.2
	In the Reassociation Response frame, the SA field of the message header shall be set to the BSSID of the target AP, and the DA field of the message header shall be set to the MAC address of the STA. The information elements in Reassociation Response frame, and their required contents, shall be as given in 11A.8.5 (FT authentication sequence: contents of fourth message). The Status Code field shall be a value from the options listed in 7.3.1.9 (Status Code field).

	11A.7.2
	If the STA did not utilize the FT Resource Request Protocol, the STA may make a request for resources by including a RIC-Request (see 11A.11 (Resource request procedures)) in the Reassociation Request frame. The RIC-Request is generated by the procedures of 11A.11.3.1 (STA procedures), and the RIC-Response is generated by the procedures of 11A.11.3.2 (AP procedures).

	11A.7.2
	If the Status Code field value returned by the target AP in the response is 1 (i.e., Unspecified failure), 14 (i.e., Authentication transaction sequence number out of sequence), or 16 (i.e., Authentication rejected due to timeout waiting for next frame in sequence), then the STA shall abandon this transition attempt. Handling of other errors returned in the Status Code field shall be as specified in 11.3 (STA authentication and association).

	11A.7.2
	Upon a successful reassociation, the target AP and the STA shall transition to State 3 (as defined in 11.3 (STA authentication and association)). If the target AP is distinct from the previous AP, then the non- AP STA shall enter State 1 with respect to the previous AP.

	11A.8.1
	The FT authentication sequence comprises four sets of FT information elements. Each set of FT information elements is referred to in 11A.8 (FT authentication sequence) as a message. These messages are included in the FT Protocol frames or FT Resource Request Protocol frames to initiate a fast BSS transition. The FT authentication sequence is always initiated by the STA and responded to by the target AP.

	11A.8.1
	In an RSN, the first two messages in the sequence allow the STA and target AP to provide association instance identifiers, SNonce and ANonce, respectively. SNonce and ANonce are chosen randomly or pseudo-randomly and are used to generate a fresh PTK. The first two messages also enable the target AP to provision the PMK-R1 and the STA and target AP to compute the PTK. The third and fourth messages demonstrate liveness of the peer, authenticate the information elements, and enable an authenticated resource request.

	11A.8.1
	When a STA invokes the FT Protocol, then the first two messages of the sequence are both carried in Authentication frames or both carried in Action frames, and these messages are described in 11A.8.2 (FT authentication sequence: contents of first message) and 11A.8.3 (FT authentication sequence: contents of second message). The third and fourth messages in the sequence are carried in the Reassociation Request and Reassociation Response frames and are described in 11A.8.4 (FT authentication sequence: contents of third message) and 11A.8.5 (FT authentication sequence: contents of fourth message).

	11A.8.1
	When the STA invokes the FT Resource Request Protocol, then the first four messages of the sequence are all carried in Authentication frames or all carried in Action frames, and these messages are described in 11A.8.2 (FT authentication sequence: contents of first message) to 11A.8.5 (FT authentication sequence: contents of fourth message). The fifth and sixth frames of the FT Resource Request Protocol are carried in the Reassociation Request frame and Reassociation Response frame and are described in 11A.8.4 (FT authentication sequence: contents of third message) and 11A.8.5 (FT authentication sequence: contents of fourth message).

	11A.8.1
	Regardless of the transport mechanism, the information contained in the FT authentication sequence consists of the set of information elements shown in Table 11A-1 (FT authentication information elements): The first message is used by the STA to initiate a fast BSS transition. When RSNA is enabled, the STA shall include the R0KH-ID and the SNonce in the FTIE and the PMKR0Name in the RSNIE. The target AP can use the PMKR0Name to derive the PMKR1Name, and if the target AP does not have the PMK-R1 identified by PMKR1Name, it may attempt to retrieve that key from the R0KH identified by R0KH-ID. See 11A.2 (Key holders). The STA includes a fresh SNonce as its contribution to the association instance identifier and to provide key separation of the derived PTK; it is selected randomly to serve as a challenge that will demonstrate the liveness of the peer in the fourth message.

	11A.8.1
	The second message is used by the target AP to respond to the requesting STA. The target AP provides the key holder identifiers and key names used to generate the PTK. The target AP also includes a fresh ANonce as its contribution to the association instance identifier and to provide key separation of the derived PTK. The response includes a status code.

	11A.8.1
	In an RSN, the third message is used by the STA to assert to the target AP that it has a valid PTK. If no resources are required, then the STA omits inclusion of the RIC.

	11A.8.1
	The fourth message is used by the target AP to respond to the requesting STA. This message serves as final confirmation of the transition, establishes that the AP possesses the PMK-R1 and is participating in this association instance, and protects against downgrade attacks. Note, however, that the RIC will be absent if no resources were requested in the third message. This also includes a status code and may include a reassociation deadline.

	11A.8.2
	The FTIE shall be present only if dot11RSNAEnabled is set to TRUE. If present, the FTIE shall be set as follows: — R0KH-ID shall be the value of R0KH-ID obtained by the STA during its FT initial mobility domain association exchange.

	11A.8.2
	— SNonce shall be set to a value chosen randomly by the STA, following the recommendations of 8.5.7 (Nonce generation).

	11A.8.3
	The FTIE shall be present only if dot11RSNAEnabled is set to TRUE. If present, the FTIE shall be set as follows: — R0KH-ID shall be identical to the R0KH-ID provided by the STA in the first message.

	11A.8.4
	— The MIC shall be calculated on the concatenation of the following data, in the order given here: —STA MAC address (6 octets) — Target AP MAC address (6 octets) — Transaction sequence number (1 octet), which shall be set to the value 5 if this is a Reassociation Request frame and, otherwise, set to the value 3.

	11A.8.5
	— The MIC shall be calculated on the concatenation of the following data, in the order given here: —STA MAC address (6 octets) — Target AP MAC address (6 octets) — Transaction sequence number (1 octet), which shall be set to the value 6 if this is a Reassociation Response frame or, otherwise, set to the value 4.

	11A.8.5
	If resources were requested by the STA, then a RIC-Response shall be included.

	11A.9.1
	The interactions between the R0KH and IEEE 802.1X, between the R1KH and IEEE 802.1X, and between the S1KH and IEEE 802.1X occur within the SME. At both the target AP and at the STA, the R1KH and S1KH initialize the IEEE 802.1X EAPOL state machines in the respective SMEs. The Controlled Port is opened without an EAP exchange when the reassociation completes.

	11A.10.1
	The RRB mechanism allows the STA to communicate with a target AP through the STA’s existing association (with the current AP). The STA transmits an FT Action frame (including the address of the STA and the BSSID of the target AP) to the current AP. The current AP encapsulates the FT Action frame (Request or Confirm) inside a Remote Request frame and transmits it to the target AP over the DS. The target AP processes the remote request and responds to the STA by sending an FT Action frame (Response or Acknowledgment) through the current AP.

	11A.10.1
	The SME of the STA initiates an exchange with a target AP by issuing an MLME-REMOTE_REQUEST.request primitive with parameters including the contents of the FT Action frame to be sent. The MAC of the STA transmits this Action frame and issues an MLME-REMOTE_REQUEST.confirm primitive to signal that it has been sent. When the MAC of the current AP receives an FT Action frame, it passes it to the RRB by use of an MLME-REMOTE_REQUEST.indication primitive, with parameters including the contents of the received Action frame.

	11A.10.1
	When the RRB of the current AP has received a response from the target AP, it uses the MLME-REMOTE_REQUEST.request primitive to send the response, as an FT Action frame, to the requesting STA. The MAC of the current AP transmits this Action frame and issues a MLME-REMOTE_REQUEST.confirm primitive to signal that it has been sent. When the MAC of the STA receives an FT Action frame, the MAC passes the Action frame to the SME by use of an MLME-REMOTE_REQUEST.indication primitive, with parameters including the contents of the received Action frame.

	11A.10.1
	As a termination point, when the RRB at the target AP receives a request frame from the current AP, it will interact with the MAC and other parts of the SME to process the request and respond with a Remote Response frame, through the RRB on the current AP, back to the requesting STA.

	11A.10.1
	As a forwarding agent, when the RRB at the current AP receives a request from a STA directed to another AP in the same mobility domain, the current AP will forward the request to that target AP. The RRB on the current AP converts Action frames into Remote Request frames and converts Remote Response frames into Action frames.

	11A.10.1
	The message flow for a resource request over the DS is given in Figure 11A-19 (Sample message flow for over-the-DS resource request). The STA indicates the destination target AP BSSID as part of the FT Action frame. The RRB on the current AP encapsulates the FT Action frame and supplies the current AP BSSID in the Remote Request frame.

	11A.10.2
	STA Current AP Target AP

	11A.11.1
	When using the resource request procedure, the STA has the option to request a resource allocation at the target AP. To request resources, the STA creates a resource information container (RIC) and inserts it in an appropriate request message to the target AP. The request message is sent to the target AP either directly (over the air), or via the current AP (over the DS), according to the FT procedures described in 11A.5 (FT Protocol) and 11A.6 (FT Resource Request Protocol). In an RSNA, resource requests and responses are exchanged only after the establishment of the PTK and are protected by MICs.

	11A.11.1
	The RIC contains a complete list of resources requested by the STA. An AP that receives a resource request from a STA shall discard any previous resource request from that STA. In an RSN, this resource request shall first be authenticated by the AP through checking of the MIC before the AP discards any previous resource request.

	11A.11.1
	If the STA is performing a fast BSS transition according to the FT Protocol, described in 11A.5 (FT Protocol), it shall generate a RIC and process the RIC-Response according to the procedures of 11A.11.3.1 (STA procedures), performing the exchange in the Reassociation Request/Response frames.

	11A.11.1
	If the STA is performing a fast BSS transition according to the FT Resource Request Protocol, described in 11A.6 (FT Resource Request Protocol), it shall generate a RIC and process the RIC-Response Size Information 1 Remote Frame Type 1 FT Packet Type 2 FT Action Length 6 AP Address Variable FT Action Frame

	11A.11.1
	May be sent by a QoS STA to a QoS AP. Definition of TSPEC information elements shall be as given in 11.4 (TS operation).

	11A.11.3.1
	The resource request enables a STA to request resources based on specified Resource Descriptors (e.g., TSPECs) before or at the time the STA associates with the target AP. In using TSPECs for requesting QoS resources, the TSPECs in the request need not belong to only active TSs; the STA can send TSPECs for any TS that it intends to use after the transition and request the same resources that would be requested by a later ADDTS exchange. For each resource, the STA may provide the AP with a choice of Resource Descriptors in order of preference, any one of which will meet the needs of the application.

	11A.11.3.1
	The STA shall construct the RIC with a number of Resource Requests, each delineated by an RDIE.

	11A.11.3.1
	The STA shall indicate the resources required at the target AP. For QoS resources, each TS shall be requested by a separate RDIE and associated TSPEC(s). The RDIE Identifier field in the RDIE shall be an arbitrary value chosen by the STA that uniquely identifies the RDIE within the RIC. The Status Code field shall be set to 0, and the Resource Count field shall be set to the number of alternative Resource Descriptors that follow.

	11A.11.3.1
	Following each RDIE, the STA shall include one or more Resource Descriptors that define the resources required for this TS. When multiple TSPECs follow an RDIE as part of a single QoS resource request, a logical "OR" relationship exists between them, and at most one of these TSPECs will be accepted by the AP. The STA shall order the Resource Descriptors in decreasing order of preference.

	11A.11.3.1
	A resource request is considered successful by a STA if the status code 0 is returned in each RDIE.

	11A.11.3.1
	If the frame containing the response to the resource request contains a status code other than 0, the STA considers that the request has failed and that no resources are being held at the target AP.

	11A.11.3.1
	A response to a successful resource request (other than in a Reassociation Request frame) may contain a reassociation deadline. If the STA does not initiate a Reassociation Request frame with the target AP within the reassociation deadline (if appropriate), then the AP will release resources held for that STA.

	11A.11.3.2
	As shown in Figure 11A-30 (Overview of RIC processing at an AP), the Resource Descriptors are examined by the AP in the order presented, and the first that could have been allocated is accepted. Thus the preference ordering by the STA is honored.
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	In dot11DirectOptionImplemented

from a non-AP STA in the BSS. The capability is disabled,
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	In dot11DLSAllowedInQBSS

that STAs may set up DLS and communicate with other STAs in the BSS. When FALSE, this attribute indicates that the stations shall not set up DLS nor communicate with other STAs in the BSS. The default
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	In dot11DLSAllowed

This attribute available at the non-AP STAs, when TRUE, indicates that STA may set up DLS or accept DLS Requests, and communicate with other STAs in the BSS. When FALSE, this attribute indicates that the STA shall not set up DLS nor accept DLS, nor communicate with other STAs in the BSS. The default value of this attribute is TRUE.
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	In dot11EDCATable

Conceptual table for EDCA default parameter values at a non-AP STA
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	In dot11EDCATableTXLimit

an EDCA TXOP for a given AC at a STA. The default value for

	J
	Enabling STAs and fixed STAs are registered STAs. Dependent non-AP STAs and dependent APs are dependent STAs.

	K
	K.2.2 Deriving medium time It is recommended that the AP use the following procedure to derive medium time in its ADDTS Response frame: There are two requirements to consider: the traffic requirements of the application and the expected error performance of the medium. The application requirements are captured by two TSPEC parameters: Nominal MSDU Size and Mean Data Rate. The medium requirements are captured by two TSPEC parameters: Surplus Bandwidth Allowance and Minimum PHY Rate. The following formula describes how medium time may be calculated (assuming RTS/CTS protection is not used): Medium Time = Surplus Bandwidth Allowance * pps * MPDUExchangeTime where: pps = ceiling( (Mean Data Rate / 8) / Nominal MSDU Size ) MPDUExchangeTime = duration(Nominal MSDU Size, Minimum PHY Rate) + SIFS + ACK duration (also see the definition of MPDUExchangeTime in 9.9.3.1.2 (Procedure at non-AP STAs)) duration() is the PLME-TXTIME primitive that returns the duration of a packet based on its payload size and the PHY data rate employed Peak Data Rate Must be specified if Minimum Data Rate Specified DC Equal to Mean Data Rate DC DC DC Delay Bound S S DC X X Surplus Bandwidth Allowance Must be specified if the delay bound is present DC S Medium Time X (not specified by STA; only an output from the HC)

	K
	TSPEC parameter Continuous time QoS traffic (HCCA) Controlledaccess CBR traffic (HCCA) Bursty traffic (HCCA) Unspecified non-QoS traffic (HCCA) Contentionbased CBR traffic (EDCA) K.3 Guidelines and reference design for sample scheduler and admission control unit K.3.1 Guidelines for deriving service schedule parameters The HC establishes the SI for each admitted TS for a STA to derive the aggregate minimum SI contained in the STA’s service schedule. The SI for each TS is equal to a nonzero minimum SI contained in the TSPEC, if it exists; otherwise, it is the nominal MSDU size divided by the mean data rate.

	K
	The HC may use an aggregate “token bucket specification” to police a STA’s admitted flows. The HC must derive the aggregate mean data rate and aggregate burst size to establish the aggregate token bucket specification. The aggregate mean data rate is equal to the sum of the mean data rates of all of the STA’s admitted TSs. The aggregate burst size is equal to the sum of the burst size of all of the non- AP STA’s admitted TSs. An aggregate token bucket is initialized with the aggregate burst size. Tokens are added to the token bucket at the aggregate mean data rate.

	K
	K.3.3.1 Sample scheduler This subclause includes the reference design for a sample scheduler. This scheduler uses the mandatory set of TSPEC parameters to generate a schedule: Mean Data Rate, Nominal MSDU Size, and Maximum Service Interval or Delay Bound. If both Maximum Service Interval and Delay Bound parameters are specified by the STA in the TSPEC, the scheduler uses the Maximum Service Interval parameter for the calculation of the schedule.

	K
	The calculation of the scheduled service interval is done as follows: First, the scheduler calculates the minimum of all maximum SIs for all admitted streams. Let this minimum be m. Second, the scheduler chooses a number lower than m that is a submultiple of the beacon interval. This value is the scheduled SI for all STAs with admitted streams. See Figure K.1 (Schedule for stream from STA i).
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