September 2009

doc.: IEEE 802.11-09/1025r3

IEEE P802.11
Wireless LANs

	Update Mesh Group Key Handshake Protocol

	Date:  2009-09-23

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Dan Harkins
	Aruba Networks
	1322 Crossman ave, Sunnyvale, CA
	+1 408 227 4500
	dharkins at aruba dot com

	Meiyuan Zhao
	Intel Corporation
	2200 Mission College Blvd, Santa Clara, CA 95054
	+1 408 653 5517
	meiyuan.zhao@intel.com



Note to editor: Updates introduced in this document is tracked in changes:
Modify clause 7.3.2.106 as indicated in the following:
· Authenticated Mesh Peering Exchange element

The Authenticated Mesh Peering Exchange element includes information needed to perform the authentication sequence during an Authenticated Mesh Peering Exchange. This information element is shown in Authenticated Mesh Peering Exchange element.

	Element ID
	Length
	Selected Pairwise Cipher Suite
	
	Local Nonce
	Peer Nonce
	Key Replay Counter
	GTK data

	Octets: 1
	1
	4
	
	32
	32
	8
	variable

	· Authenticated Mesh Peering Exchange element


The Element ID is set to the value given in Error! Reference source not found. for this information element.

The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.

The Chosen PMK field contains a PMKID indicating the name of the PMK to be used in the authentication procedure.

The Local Nonce field contains a nonce value chosen by the mesh STA that is sending the information element. It is encoded following the conventions from 7.1.1.

The Peer Nonce field contains a nonce value that was chosen by the peer mesh STA or candidate peer mesh STA to which the information element is being sent. It is encoded following the conventions from 7.1.1.
The Key Replay Counter field is optional. It is only used for Mesh Group Key Inform frame and Mesh Group Key Acknowledge frame. It is represented as an unsigned binary number. It carries a sequence number that the Mesh Group Key Handshake protocol uses to detect replayed Mesh Group Key Inform frame. The mesh STA shall use the key replay counter in the received Mesh Group Key Inform frame when constructing the responding Mesh Group Key Acknowledge frame. 
The mesh STAs shall track the key replay counter per mesh TKSA per mesh STA. In other words, each MGTK source maintain shall maintain a key replay counter for its MGTK for each peer mesh STA. The key replay counter shall be initialized to 0 on establishment of a mesh peering. The MGTK source should use the key replay counter to identify invalid responding Mesh Group Key Acknowledge frames to discard. The MGTK recipient should also use the key replay counter and ignore the Mesh Group Key Inform frame wit ha Key Replay Counter field alue smaller than or equal to any received in a valid Mesh Group Key Inform frame previously.
The GTKdata field is optional. When present, it contains a KDE containing the bit string of {GTK || peerMAC || Key RSC || GTKExpirationTime} as the GTK data material. The GTKdata field is protected with the deterministic authenticated encryption mode of SIV, as defined in IETF RFC 5297 using the GTK as the plaintext and the peerMAC, KeyRSC, and GTKExpirationTime as separate, distinct, components of associated data (AD).The KDE is defined in Figures 8-25 and 8-26 of Error! Reference source not found.. The Key RSC denotes the last frame sequence number sent using the GTK and is specified in Table 8-4 of Error! Reference source not found.. GTKExpirationTime denotes the key lifetime of the GTK in seconds and the format is specified in Figure 8-30 of Error! Reference source not found..
Modify table 7-s58 in doc.:IEEE 802.11-09/0962r3 as indicated:
Table 7-s58 – Self Protected Action field values

	Action field

Value
	Description

	0
	Reserved

	1
	Mesh Peering Open

	2
	Mesh Peering Confirm

	3
	Mesh Peering Close

	4
	Mesh Group Key Inform

	5
	Mesh Group Key Acknowledge

	6—255
	Reserved


Add the following 7.4.9b.4 and 7.4.9b.5 after 7.4.9b.3 based on doc.:11-09/0962r3:

7.4.9b.4 Mesh Group Key Inform frame self protection details

The Mesh Group Key Inform frame format is defined in 7.4.15. The protection of the frames is provided by the Mesh Group Key Handshake protocol (see 11C.2.3) that uses Mesh Group Key Inform frames.  

7.4.9b.5 Mesh Group Key Acknowledge frame self protection details

The Mesh Group Key Acknowledge frame format is defined in 7.4.16. The protection of the frames is provided by the Mesh Group Key Handshake protocol (see 11C.2.3) that uses Mesh Group Key Acknowledge frames.  

Add new clauses 7.4.15 and 7.4.16 with tables s15 and s16, increment all tables following these new sections by one.

7.4.15 Mesh Group Key Inform frame format

The Mesh Group Key Inform frame is used to update a Mesh GTK with a peer. The frame body of a Mesh Group Key Inform frame contains the information shown in Table s15-- Mesh Group Key Inform frame body .

	Table s15-- Mesh Group Key Inform frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MIC
	

	4
	Authenticated Mesh Peering Exchange
	.

	5
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.


The Category field is set to the value in Table 7-24 for category Self Protected.

The Action field is set to the value 4 in Table 7-s58 for this action frame type.

The Authenticated Mesh Peering Exchange element is set according to section 11C.2.3 and shall be encrypted and authenticated (see section 11C.2.2).

7.4.12.5 Mesh Group Key Acknowledge frame format

The Mesh Group Key Acknowledge frame is used to acknowledge receipt and processing of a Mesh Group Key Inform frame. The frame body of a Mesh Mesh Group Key Acknowledge frame contains the information shown in Table s15-- Mesh Group Key Inform frame body .

	Table s16-- Mesh Group Key Acknowledge frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MIC
	

	4
	Authenticated Mesh Peering Exchange
	.

	5
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.


The Category field is set to the value in Table 7-24 for category Self Protected.

The Action field is set to the value 5 in Table 7-s58.

The Authenticated Mesh Peering Exchange element is set according to section 11C.2.3 and shall be encrypted and authenticated (see section 11C.2.2).
Update clause 8.4.1.1.3b as indicated in the following:

· Mesh GTKSA

The Mesh GTKSA results from a successful Authenticated Mesh Peering Exchange or Mesh Group Key Handshake, and is unidirectional. In a mesh, each mesh STA defines its own Transmit Mesh GTKSA, used to encrypt its group addressed transmissions, and stores a separate Receive Mesh GTKSA for each peer mesh STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted.

A Transmit Mesh GTKSA is created by a mesh STA after the SME has changed the Mesh GTK (MGTK) and the new MGTK has been sent to all peer mesh STAs. A Receive Mesh GTKSA is created by a mesh STA after successfully completing the Authenticated Mesh Peering Exchange in which a wrapped MGTK has been received, or after receiving a valid Message 1 of the Mesh Group Key Handshake. The Receive Mesh GTKSA shall be deleted when the lifetime expires or a new Receive Mesh GTKSA is created with the same Key ID for the same MGTK Source mesh STA.

The MGTK and the GTK shall be independently selected from a uniform distribution. The MGTK Source mesh STA MAC address in the Mesh GTKSA shall not be the same as the Authenticator MAC address in the GTKSA.

NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit MAC addresses is precluded by limitations on key rollover and reception by STAs in an ESS (see Error! Reference source not found. for collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, then rollover would be impossible. Since the Key ID 0 is reserved for individually addressed frame transmission, there are only three available Key IDs, and the different MGTKs would contend for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the same Key IDs, then STAs would incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 8.7.2.3 for a description of the procedure for receiving encrypted frames.)

The Mesh GTKSA contains:

· Mesh GTK (MGTK)
· MGTK Source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)

· Group Cipher Suite Selector 

· Lifetime

· Direction vector (whether this is a Receive Mesh GTKSA or Transmit Mesh GTKSA)

· Key Index

Remove all requested changes to clause 8.5.2

· 

· 
· 


· 


· 


· 



	· 
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Replace all occurance of “GTK” to “MGTK” in clause 11C.2.2 (Authenticated Mesh Peering Exchange)

Replace the entire clause 11C.2.using the flowing text:

· Mesh Group Key Handshake

11C.2.3.0a General
The Mesh Group Key Handshake may be used by either mesh STA, after a secure mesh peering has been established, to update the MGTK that it uses to protect group addressed MPDUs that it transmits to its peer mesh STAs. 

The mesh STA may update its MGTK when a mesh peering is terminated.

To update the MGTK, the mesh STA shall execute the Mesh Group Key handshake with each of its current peer mesh STAs. The “MGTK Source” is the mesh STA that is sending the MGTK to a peer mesh STA using this protocol. A “MGTK Recipient” is a mesh STA receiving the MGTK being sent by the MGTK Source.
The Mesh Group Key handshake exchange shall include two messages:

Message 1: Mesh Group Key Inform frame

Message 2: Mesh Group Key Acknowledge frame

Mesh Group Key Inform frame and Mesh Group Key Acknowledge frame are conventionally referred to as “mesh group key handshake frames”.

The mesh STA shall do an AMPE handshake before a Mesh Group Key Handshake if both are required to be done.

NOTE—The MGTK source cannot initiate the Mesh Group Key Handshake until the Authenticated Mesh Peering Exchange completes successfully.

11C.2.3.1 Protection on mesh group key handshake frames 

Mesh group key handshake frame used in Mesh Group Key Handshake are protected using the deterministic authenticated encryption mode of AES-SIV (RFC 5297) when dot11MeshSecurityActivated is true. 

When constructing protection on mesh group handshake frames, the following procedure shall be used:

· The key shall be the AEK from the current active security association with the peer mesh STA that receives the mesh group key handshake frame.
· The plaintext shall be the AMPE information element
· AAD shall be three distinct components:
1. the localMAC

2. the peerMAC

3. the contents of the mesh group key handshake frame from the category (inclusive) to the MIC element (exclusive).

· The synthetic initialization vector produced by AES-SIV shall be copied into the MIC field of the MIC element in the frame.

· The produced ciphertext shall become the remainder of the mesh group key handshake frame after the MIC element.
When verifying the protection on the mesh group handshake frames, the following procedure shall be used:

· The key shall be the AEK from the current active security association with the peer mesh STA that receives the mesh group key handshake frame.
· AAD shall be three distinct components:
1. the peerMAC

2. the localMAC

3. the contents of the mesh group key handshake frame from the category (inclusive) to the MIC element (exclusive).

· The synthetic initialization vector shall be the MIC field of the MIC element in the frame.
· The ciphertext shall be the content after the MIC element in the frame
· If AES-SIV validation function takes above input. 
· If the function returns the special symbol “FAIL” the frame shall be discarded
· If the plaintext is returned successfully, the produced plaintext shall be treated as the contents after the MIC element in the frame. 
11C.2.3.2 Mesh Group Key Inform frame construction and processing
Mesh Group Key Inform action frame shall be constructed as the following: 

· AMPE element shall be set as the following
· The Selected Pairwise Cipher Suite field shall be left blank.
· The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame that established the mesh peering instance.
· The Peer Nonce field shall be set to the same value as received in the localNonce field of the Authenticated Mesh Peering Exchange of the incoming Mesh Open frame that established the peering instance.
· The Key Replay Counter shall be set to the mesh STA’s local replay counter value, incremented by 1, for the mesh peering. After setting this field, the local replay counter shall also be incremented by 1.
· The GTKdata field shall be present and shall contain the data for the MGTK from MGTK source. The components of the GTKdata are specified in 11C.2.2.4.
· MIC element shall be set according to the protection mechanism in 11C.2.3.1.
The construction of AES-SIV protection on Mesh Group Key Inform frame shall use the construction procedure as in 11C.2.3.1.
The MGTK source sends the Mesh Group Key Inform frame to the MGTK recipient.

On reception of Mesh Group Key Inform frame, the MGTK recepient shall use the procedure in 11C.2.3.1 to validate the AES-SIV construction.
· If the validation recovers the plaintext successfully, the MGTK recepient shall proceed with the following procedure

· Verify that values in local Nonce field and peer Nonce field are the same as in the current valid mesh TKSA that the MGTK recepient established with the sender of the Mesh Group Key Inform frame. If there is any mismatch, the received Mesh Group Key Inform frame shall be discarded and no further action shall be taken.
· Verify that the Key Replay Counter has not yet been seen before, i.e., its value is strictly larger than that in any other mesh Group Key Inform frame received thus far during this security association. If this verification fails, the received Mesh Group Key Inform frame shall be discarded and no further action shall be taken.
· Use the MLME-SETKEYS.request primitive to configure the temporal MGTK into its IEEE 802.11 MAC

· Respond by constructing and sending Mesh Group Key Handshake Acknowledge to the MGTK source and incrementing the replay counter.

NOTE—The MGTK source must increment and use a new Key Replay Counter field value on every Mesh Group Key Inform action frame, even retries, because the Mesh Group Key Acknowledge responding to an earlier Mesh Group Key Inform frame may have been lost. If the MGTK source did not increment the replay counter, the MGTK receiver will discard the retry, and no responding Mesh Group Key Acknowledge frame will ever arrive.

· If the AES-SIV validation returns a special symbol “FAIL”, the Mesh Group Key Inform frame shall be discarded. No further action shall be taken.
11C.2.3.3 Mesh Group Key Acknowledge frame construction and processing
Mesh Group Key Acknowledge action frame shall be constructed as the following: 

· AMPE element shall be set as the following
· The Selected Pairwise Cipher Suite field shall be left blank.
· The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame that established the mesh peering instance.
· The Peer Nonce field shall be set to the same value as received in the localNonce field of the Authenticated Mesh Peering Exchange of the incoming Mesh Open frame that established the peering instance.
· The Key Replay Counter shall be set to the same value as received in the Mesh Group Key Inform frame.
· The GTKdata field shall be blank.
· MIC element shall be set according to the protection mechanism in 11C.2.3.1.
The construction of AES-SIV protection on Mesh Group Key Acknowledge frame shall use the construction procedure as in 11C.2.3.1.
The MGTK recipient sends the Mesh Group Key Acknowledge frame to the MGTK source.

On reception of Mesh Group Key Acknowledge frame, the MGTK source shall use the procedure in 11C.2.3.1 to validate the AES-SIV construction.
· If the validation recovers the plaintext successfully, the MGTK source shall set the content of AMPE element using the recovered plaintext and proceed with the following procedure

· Verify that values in local Nonce field and peer Nonce field are the same as in the current valid mesh TKSA that the MGTK source established with the sender of the Mesh Group Key Acknowledge frame. If there is any mismatch, the received Mesh Group Key Acknowledge frame shall be discarded and no further action shall be taken.

· Verify that the Key Replay Counter value matches the one that it has used for the Mesh Group Key Handshake. If this verification fails, the received Mesh Group Key Acknowledge frame shall be discarded and the MGTK source may invoke a retry to send a new Mesh Group Key Inform frame with a new Key Replay Counter value.

· If the validation returns a special symbol “FAIL”, the Mesh Group Key Acknowledge frame shall be discarded and the MGTK source may invoke a retry to send a new Mesh Group Key Inform frame with a new Key Replay Counter value.
11C.2.3.4 Mesh Group Key implementation considerations

If the MGTK source does not receive a Mesh Group Key Acknowledge frame to its Mesh Group Key Inform frames, it shall attempt dot11MeshConfigGroupUpdateCount transmits of the Mesh Group Key Inform frame, plus a final timeout. The retransmit timeout value shall be 100 ms for the first timeout, half the listen interval for the second timeout, and the listen interval for subsequent timeouts. If there is no listen interval, then 100 ms shall be used for all timeout values. If it still has not received a response after this, then the MGTK source shall tear down the mesh peering and mesh TKSA with this MGTK recipient, by generating a CNCL event for the peering instance and pass the event to the mesh peering instance controller. 
Annex D
(normative)

ASN.1 encoding of the MAC and PHY MIB

Insert an entry in Dot11MeshStationConfigEntry:

dot11MeshStationConfigEntry ::=


SEQUENCE {



dot11MeshID






OCTET STRING,



dot11MeshSecurityActivated




TruthValue,



dot11MeshHWMPActivated




TruthValue,



dot11MeshForwarding





TruthValue,



dot11MeshMaxRetries





INTEGER,



dot11MeshRetryTimeout




INTEGER,



dot11MeshTTL






INTEGER,



dot11MeshPortalAnnouncementProtocol 


TruthValue,



dot11MeshPortalAnnouncementInterval


INTEGER,



dot11MeshConfirmTimeout




INTEGER,



dot11MeshHoldingTimeout




INTEGER,



dot11MeshNbrOffsetActivated



TruthValue,



dot11MeshNbrOffsetMaxNeighbor



INTEGER,



dot11MeshBeaconTimingReportInterval


INTEGER,



dot11MeshBeaconTimingReportMaxNum



INTEGER,



dot11MeshTSFAdjustmentActivated



TruthValue,



dot11MeshTbttSelectionActivated



TruthValue,



dot11MeshDelayedBeaconTxInterval



INTEGER,



dot11MeshDelayedBeaconDelayAmount



INTEGER,



dot11MeshAverageBeaconFrameDuration


INTEGER,



dot11MeshSTAMissingAckRetryLimit



INTEGER,



dot11MCCAImplemented 




TruthValue,



dot11MCCAActivated 





TruthValue,



dot11MAFlimit 





INTEGER,



dot11MCCAScanDuration




INTEGER,



dot11MCCAdvertPeriodMax




INTEGER,



dot11MCCATrackStates OBJECT-TYPE



INTEGER,



dot11MCCAOPtimeout





INTEGER,


dot11MeshConfigGroupUpdateCount



INTEGER
} 

Insert the following at the end of the section for dot11MeshStationConfigEntry:

dot11MeshConfigGroupUpdateCount OBJECT-TYPE

       SYNTAX Unsigned32 (1..4294967295)

       MAX-ACCESS read-write

       STATUS current

       DESCRIPTION

              "The number of times Mesh Group Key Inform frame in Mesh Group 

               Key Handshake will be retried per Mesh Group Key Handshake 

               attempt."

       DEFVAL { 3 } –

::= { dot11MeshStationConfigEntry 29 }



Abstract





This document proposes to update the Mesh Group Key Handshake protocol specification due to the change of key wrapping mechanism using AES-SIV as in document 11-09/0966. 





The proposed changes in this document proposes the resolutions to the comments CIDs: 121, 424, 760, 486, 692, 777





Summary of changes:


Remove EAPOL-KEY frame for transporting mesh group key handshake messages, instead, define new Mesh Group Key Inform/Acknowledge frames for the purpose


Mesh Group Key Inform/Acknowledge frames are protected by AES-SIV construction as defined in 11-09/0966 for mesh peering management frame protection.


Add specification to fully specify Mesh Group Key Handshake protocol behaviour, since the dependency on RSNA Group Key Handshake is removed completely due to the different message transport method.





Dependency: Doc.:11-09/0966r2


                      Doc.:11-09/0962r3





Baseline: 	802.11s Draft 3.03


IEEE 802.11 REVmb 1.0


Doc.:11-09/0966r2


Doc.:11-09/0962r3
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