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Abstract

This document proposes modifications to the Timing Measurement procedure with the aim to make it symmetric, bi-directional and on-demand. With this proposed extension, both STA-A and STA-B will have a means to request the timestamps from their peer. These timer values could be used to estimate offsets of local clocks relative to that in the peer STA and if timestamps meet required accuracy thresholds, used to also calculate time of flight between the peer STAs.
7.4.13.3 Timing Measurement frame format

The Timing Measurement frame is used to support the timing measurement procedure described in 11.22.5.

The format of the Timing Measurement frame is shown in Figure 7-101ay.

	
	
	
	
	
	
	

	
	Category
	Action
	Control
	Dialog Token
	Follow On Dialog Token
	TOD 

	Octets:
	1
	1
	1
	1
	1
	4

	
	
	
	
	
	
	

	
	Max ToD Error 
	ToA 
	Max TOA Error
	
	
	

	Octets:
	4
	1
	1
	
	
	

	Figure 7-101ay—Timing Measurement frame format
	
	
	


The Category field is set to the value indicating the Unprotected WNM category, as specified in Table 7-24

in 7.3.1.11.

The Action field is set to the value indicating Timing Measurement as specified in Table 7-43ai in 7.4.13.1.
The Control field contains flags indicating either the information contained in the Timing Measurement frame and/or information requested from the STA receiving the Timing Measurement Frame.”
The Control field is shown in Figure v116:

	
	B0
	B1
	B2
	B3
	B4
	B5            B7

	
	Request t2t3
	Response t2t3
	Request t1t4
	Response t1t4
	Measurement Enabled
	Reserved

	Bits:
	       1
	          1
	     1
	     1
	     1
	       3


The Request t2t3 subfield is set to 1 to indicate that the sending STA requests the receiving STA to send back a Timing Measurement Action Frame containing the values t2 and t3 to the sending STA. The Request t2t3 field set to zero indicates that the sending STA does not request the receiving STA to send these values back.
The Response t2t3 subfield is set to 1 to indicate that the Timing Measurement Action Frame contains the values t2 and t3 corresponding to the token present in the Follow Up Dialog Token field.

The Request t1t4 subfield is set to 1 to indicate that the sending STA requests the receiving STA to send back a Timing Measurement Action Frame containing the values t1 and t4 to the sending STA. The Request t1t4 field set to zero indicates that the sending STA does not request the receiving STA to send these values back.
The Response t1t4 subfield is set to 1 to indicate that the Timing Measurement Action Frame contains the values t1 and t4 corresponding to the token present in the Follow Up Dialog Token field.
The Measurement Enabled subfield is set to 1 to indicate that the sending STA has recorded the Time of Departure of the Timing Measurement Action Frame and the receiving STA is required to record the Time of Arrival of the Timing Measurement frame and the Time of Departure of the corresponding ACK also. The Measurement Enabled subfield set to zero indicates that the sending STA did not record the timestamp and the receiving STA is not required to record either.
The values t1, t2, t3 and t4 are described in clause 10.3.59.
The Dialog Token field is a non-zero value chosen by the sending STA to identify the timestamps captured during that Timing Measurement frame. The Dialog Token is generated using a random number generator in a way to minimise collisions with previously used dialog tokens and reduce the predictability of the next dialog token value.
The Follow On Dialog Token field is set to a previously used value of the Dialog Token field and it is used to request the timestamps captured during the frame exchange with that particular Dialog Token value. See 11.22.5 for more details.

The TOD, TOA, Max TOD Error, and Max TOA Error fields are expressed in units of 10 nanoseconds.

The TOD field contains a timestamp that represents the time at which the start of the preamble of a Timing Measurement frame or a corresponding ACK appeared at the transmit antenna port.

The TOA field contains a timestamp that represents the time at which the start of the preamble of a Timing Measurement frame or a corresponding ACK arrived at the receive antenna port.

NOTE — The values specified in the TOD and TOA fields are described in 10.3.59.

The Max TOD Error field contains an upper bound for the error in the value specified in the TOD field. For instance, a value of 2 in the Max TOD Error field indicates that the value in the TOD field has a maximum error of +/- 20 nanoseconds.

The Max TOA Error field contains an upper bound for the error in the value specified in the TOA field. For instance, a value of 2 in the Max TOA Error field indicates that the value in the TOA field has a maximum error of +/- 20 nanoseconds.

A value of zero for the Max TOD Error or the Max TOA Error field indicates that the upper bound on the error in the corresponding TOD or TOA value is unknown. A value of 255 indicates that the upper bound on the error is greater than or equal to 2.55 microseconds.

10.3.59 Timing Measurement

The following set of primitives supports exchange of timing measurement information from one SME to another. The informative diagram in Figure 10-6k depicts various points in time that are of interest to the timing measurement procedure. 
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Figure 10-6k—Timing Measurement Primitives and Timestamps Capture

NOTE 1 — In Figure 10-6k, t1 and t3 correspond to the point in time at which the start of the preamble for the transmitted frame appears at the transmit antenna port. An implementation may capture a timestamp during the transmit processing earlier or later than the point at which it actually occurs and offset the value to compensate for the time difference. 

NOTE 2— In Figure 10-6k, t2 and t4 correspond to the point in time at which the start of the preamble for the incoming frame arrives at the receive antenna port. Because time is needed to detect the frame and synchronize with its logical structure, an implementation will necessarily determine when the start of the preamble for the incoming frame arrived at the receive antenna port by capturing a timestamp some time after it occurred  and compensating for the delay by subtracting an offset from the captured value. 

10.3.59.1 MLME-TIMINGMSMT.request

10.3.59.1.1 Function

This primitive requests the transmission of Timing Measurement frame to a peer entity.

10.3.59.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-TIMINGMSMT.request
(
Peer MAC Address,
Control
Dialog Token,
Follow Up Dialog Token,
TOD,
TOA,
Max TOD Error,
Max TOA Error,
VendorSpecific)

	Name
	Type
	Valid range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual or group addressed MAC Address
	The address of the peer MAC entity to which the Timing Measurement frame shall be sent.

	Control
	Integer
	0-255
	See 7.4.13.3

	Dialog Token
	Integer
	1-255
	The dialog token to identify the Timing Measurement transaction.

	Follow Up Dialog Token
	Integer
	0-255
	The dialog token value of a previously used Timing Measurement frame. See 11.21.5.

	TOD
	Integer
	
	See 7.4.13.3. It is set to value of t1. See Figure v120.

	TOA
	Integer
	
	See 7.4.13.3. It is set to value of t4. See Figure v120.

	Max TOD Error
	Integer
	0-255
	See 7.4.13.3.

	Max TOA Error
	Integer
	0-255
	See 7.4.13.3.

	VendorSpecific 
	A set of information

Elements
	As defined in 7.3.2.26
	Zero or more information elements.


10.3.59.1.3 When generated

This primitive is generated by the SME to request that a Timing Measurement frame be sent to a peer entity.

10.3.59.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs a Timing Measurement frame with the specified parameters. This frame is then scheduled for transmission.

10.3.59.2 MLME-TIMINGMSMT.confirm

10.3.59.2.1 Function

This primitive indicates that a Timing Measurement frame has been successfully received by the peer STA to which it was sent.

10.3.59.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-TIMINGMSMT.confirm
(

Peer MAC Address,
Dialog Token,

TOD,

Max TOD Error,

TOA,

Max TOA Error)

	Name
	Type
	Valid range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual or group addressed MAC Address
	The address of the peer MAC entity to which acknowledges the receipt of the Timing Measurement frame

	Dialog Token
	Integer
	1-255
	The dialog token to identify the Timing Measurement transaction.

	TOD
	32 bit unsigned Integer
	0 - 232-1
	Set to the value of t1 (see Figure  10-6k) of the corresponding Timing Measurement frame. Expressed in 10 nanosecond units.

	Max TOD Error
	Integer
	0-255
	Maximum error in the TOD value expressed in 10 nanosecond units.

	TOA
	32 bit unsigned Integer
	0 - 232-1
	The Time of Arrival of the ACK frame corresponding to the Timing Measurement frame received by the receiver. Set to the value of t4 (see Figure  10-6k) expressed in 10 nanosecond units.

	Max TOA Error
	Integer
	0-255
	Maximum error in TOA value expressed in 10 nanosecond units.


10.3.59.2.3 When generated

This primitive is generated by the MLME when an ACK corresponding to the Timing Measurement frame is received from the peer STA.

10.3.59.2.4 Effect of receipt

On receipt of this primitive, the SME uses the information contained within the notification.

10.3.59.3 MLME-TIMINGMSMT.indication

10.3.59.3.1 Function

This primitive indicates that a Timing Measurement frame has been received and the corresponding ACK has been transmitted.

10.3.59.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-TIMINGMSMT.indication
(

Peer MAC Address,
Control
Dialog Token,

Follow Up Dialog Token,

TOD,

Max TOD Error,

TOA,

Max TOA Error,

Timing Measurement Frame Time of Arrival,

Max Error in Timing Measurement Frame Time of Arrival,

ACK TOD,

Max ACK TOD Error,

VendorSpecific)
	Name
	Type
	Valid range
	Description

	Peer MAC Address
	MACAddress


	Any valid individual or group addressed MAC Address
	The address of the peer MAC entity to which the Timing Measurement frame shall be sent.

	Control
	Integer
	0-255
	See 11.21.5

	Dialog Token
	Integer
	1-255
	The dialog token to identify the Timing Measurement transaction.

	Follow Up Dialog Token
	Integer
	1-255
	The dialog token of a previously used Timing Measurement frame. See 11.21.5.

	TOD
	Integer
	
	Set to the value of t1 (See Figure v120) of a previous measurement performed with the Dialog Token value indicated in the Follow Up Dialog Token field.
Expressed in 10 nanosecond units

	Max TOD Error
	Integer
	0-255
	Set to the value of Max TOD Error field in the incoming Timing Measurement action frame. Otherwise set to zero.

	TOA
	Integer
	0 - 232-1
	Set to the value of t4 (See Figure v120) of a previous measurement performed with the Dialog Token value indicated in the Follow Up Dialog Token field.
Expressed in 10 nanosecond units

	Max TOA Error

	Integer
	0-255
	Set to the value of Max TOA Error field in the incoming Timing Measurement action frame. Otherwise set to zero.

	Timing Measurement Frame Time of Arrival

	32 bit unsigned Integer
	0 - 232-1
	Set to the value of t2 (See Figure v120) expressed in 10 nanosecond units.

	Max Error in Timing Measurement Time of Arrival 
	Integer
	0-255

	Maximum error in the Time of Arrival value expressed in 10 nanosecond units.

	ACK TOD

	32 bit unsigned Integer
	0 - 232-1
	Set to the value of t3 (See Figure v120) expressed in 10 nanosecond units.

	Max ACK TOD
	Integer
	0-255

	Maximum error in the value specified in the ACK TOD field, expressed in 10 nanosecond units.

	VendorSpecific 
	A set of information

elements
	As defined in 7.3.2.26
	Zero or more information elements.


10.3.59.3.3 When generated

This primitive is generated by the MLME when a valid Timing Measurement frame is received.

10.3.59.3.4 Effect of receipt

On receipt of this primitive, the SME uses the information contained within the notification.

11.22.5 Timing measurement procedure
Implementation of Timing Measurement is optional for a WNM STA. A STA that implements Timing Measurement

has the MIB attribute dot11MgmtOptionTimingMsmtImplemented set to true. When

dot11MgmtOptionTimingMsmtImplemented is true, dot11WirelessManagementImplemented shall be true.

If dot11MgmtOptionTimingMsmtEnabled is set to true, the Timing Measurement field in the Extended

Capabilities information element shall be set to 1 and the STA supports the timing measurement procedure.

If dot11MgmtOptionTimingMsmtEnabled is false the STA shall set the Timing Measurement field in the

Extended Capabilities information element to 0 and STA does not support the timing measurement procedure.

A STA that does not support the timing measurement procedure shall ignore a received Timing Measurement

frame.

A STA that supports the timing measurement procedure may transmit Timing Measurement frames

addressed to a peer STA that also supports the timing measurement procedure. 


A sending STA, STA-A, sets the Measurement Enabled subfield of the Control field to 1 to indicate that it captures the timestamps at which the Timing Measurement Frame is transmitted (t1) and the corresponding ACK arrives (t4). When the Measurement Enabled subfield is set to 1, the receiving STA, STA-B, shall also capture the time at which the action frame arrives (t2) and the ACK response is transmitted (t3). These values are associated with the Dialog Token used in the action frame.
When the Measurement Enabled subfield of the Control field is set to zero, the sending STA, STA-A, will not capture timestamps and the receiving STA, STA-B, is not required to do so either. When the Measurement Enabled subfield is set to zero, the receiving STA shall ignore the Dialog Token field (as measurement is not taken).
The triplets (dialog token, t1, t4) and (dialog token, t2, t3) are stored in the sending and receiving STAs respectively, for a time Ts
 during which the peer can request the associated values. After that time, both STA shall discard these triplets.

The sending STA may set the ‘Request t2t3’ bit to 1, to indicate to the receiving STA that it wants to receive back the values t2 and t3, pertaining to the value of the dialog token present in the action frame. If the Request t2t3 field is set to 1, the receiving STA shall generate a Timing Measurement action frame back to the sending STA, by setting the Follow Up Dialog Token field to the value of the Dialog Token of the Timing Measurement action frame in which the time stamping was done, the ToD field to t3, the ToA field to t2 and the ‘Response t2t3” field to 1. 
After receiving t2 and t3, the sending STA can calculate the offset of the clock at the the sending STA with respect to the clock at the receiving STA using the equation (assuming a symmetric wireless channel). See Figure v10-6k in 10.3.59.: 

Clock offset at sending STA relative to receiving STA: offset = - [(t2 -t1) - (t4 -t3)]/2.

When the Action Frame carries values t2 and t3 from one peer to another, the ‘Response t2t3’ bit shall always be set to 1.

STA-B may generate a Timing Measurement Action Frame and set the ‘Request t1t4’ bit to 1, to indicate to STA-A that it wants values t1 and t4 pertaining to an earlier measurement with the dialog token value indicated in the Follow Up Dialog Token field, to be sent to it. When STA-A receives a Timing Measurement Action Frame with the ‘Request t1t4’ bit set to 1, STA-A shall generate a Timing Measurement action frame and include values t1 and t4 pertaining to the measurement with the value in the Follow Up Dialog token field into the ToD and ToA respectively, and set the ‘Response t1t4’ bit to 1.
The offset of the clock at the receiving STA with respect to the clock at the sending STA is calculated using the equation below.
Clock offset at receiving STA relative to sending STA = [(t2 -t1) - (t4 -t3)]/2

When the Action Frame carries values t1 and t4 from one peer to another, the ‘Response t1t4’ bit shall always be set to 1.

It is possible to request timestamps of an earlier measurement and perform timestamping with the same Timing Measurement Action Frame. If the Measurement Enabled subfield is set to 1, timestamping is performed. The STA which initiates a Timing Measurement Action Frame with the Measurement Enabled subfield set to 1, it shall also set the Dialog Token field to a new value. The Follow Up Dialog Token field is used to request timer values from an earlier measurements performed with that dialog token value, or if timer values are returned, the Follow Up Dialog Token field is set to the value of the dialog token associated with the timestamp values.
A STA shall never set both the ‘Request t2t3’ and ‘Request t1t4’ bits to 1. A STA receiving a Timing Measurement Action Frame with both ‘Request t2t3’ and ‘Request t1t4’ bits set to 1, shall ignore the frame.
A STA shall never set both the ‘Response t2t3’ and ‘Response t1t4’ bits to 1. A STA receiving a Timing Measurement Action Frame with both ‘Response t2t3’ and ‘Response t1t4’ bits set to 1, shall ignore the frame. 
If the sending STA sets either the ‘Request t2t3’ or ‘Request t1t4’ bits to 1 and the Follow Up Dialog Token field to a value which is not associated with any timers in the receving STA, then the receiving STA shall ignore the frame.











The acknowledgement procedure for Timing Measurement action frames is the same as that for regular
 management frames (see 9.2.8). If the ACK for a transmitted Timing Measurement frame is not received,
 the sending STA may retransmit the frame. 
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Figure 11-17d—Timing Measurement Procedure
SME at STA-B can estimate �offset of clock at STA-B with �respect to that at STA-A using:


- [(t2-t1) - (t4-t3)]/2





t1 and t4 are known





SME at STA-A can estimate �offset of clock at STA-A with �respect to that at STA-B using:


[(t2-t1) - (t4-t3)]/2
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t4=ToA(ACK)





t1=ToD(M)





Response t1t4=1�Action Frame contains: �Dialog Token=any or an�Follow on Dialog Token=a1�ToD Timestamp=t1,�ToA Timestamp=t4 


If Request t1t4 is set to zero, this� action frame is not generated





Response t2t3=1�Action Frame contains: �Dialog Token=any or an (depending on the value of M)�Follow on Dialog Token=a1�ToD Timestamp=t3,�ToA Timestamp=t2 


If Request t2t3 is set to zero, this action frame is not generated
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Action Frame contains:�Dialog Token=a1�Follow on=0�Request t2t3=1
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�We need to define a MIB variable to make this value configurable. If you decide to hard code this then, we need to define what the value is (and justify why it is that value)
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