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Summary of the intention of this document
1. Define Mesh Control field inside the Frame Body field after the security overheads.

2. Define 1 bit indicator which express the presence of the Mesh Control field in the QoS Control field.

3. Change the Mesh Null frame not to contain frame body.

4. Fix some typos or editorial errors, and clean up the text.
Suggested changes to the draft spec

1. Remove Figure 7-1.
Move subclause 7.1.3.5b under the clause 7.1.3.6, and clarify the insertion place for the Mesh Control field.
( CID 1006, 533, 995
2. Add a new subfield in the QoS Control field to signal the existence of Mesh Control field for data frame.
( CID 975, 1098
3. Modify Table 7-2 to include the case where ToDS=0/FromDS=1 for group addressed mesh data frame.
( CID 627, 768
4. The text describing Mesh Control field is cleaned up.
(CID 550, 136, 682, 1013, 1014, 1143

5. The text describing A-MSDU subheader is cleaned up.
( CID 555, 844, 1015
6. Change the definition of Mesh Null frame.
(CID 838

Apply the following changes.
Corresponding changes to D3.03 are indicated in the following text with “Track Changes” on, to clarify the direction to the editor. Please update the part indicated by the “Track Changes” only.
· Definitions

3.sX mesh null frame:  A mesh data frame containing no frame body.

· MAC frame formats

· General frame format

Change the first paragraph of 7.1.2 and Figure 7-1 (MAC frame format) as shown:

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 7-1 (MAC frame format) depicts the general MAC frame format. The first three fields (Frame Control, Duration/ID, and Address 1) and the last field (FCS) in Figure 7-1 (MAC frame format) constitute the minimal frame format and are present in all frames, including reserved types and subtypes. The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control, HT Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 7.1.3 (Frame fields). The format of each of the individual subtypes of each frame type is defined in 7.2 (Format of individual frame types). The components of management frame bodies are defined in 7.3 (Management frame body components). The formats of management frames of subtype Action are defined in 7.4 (Action frame format details). The format of management frames of subtype Multihop Action is defined in 7.4b (Multihop Action (4-address action frames)).


	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	

	· 


· Frame fields

· Frame control field

· To DS and From DS fields

Change the contents of Table 7-2 (To/From DS combinations in data frames) as shown:
	· To/From DS combinations in data frames

	To DS and From DS values
	Meaning

	To DS = 0 
From DS = 1
	A data frame exiting the DS or being sent by the Port Access Entity in an AP, or a 3-address group addressed mesh data frame.

	To DS = 1 
From DS = 1
	A data frame using the four-address MAC header format. In an MBSS, this combination of field values indicates the presence of the Mesh Control field. This standard does not define procedures for using this combination of field values in a non-mesh BSS.


· QoS Control field

Change the first paragraph of 7.1.3.5 (QoS Control field) as follows:

The QoS Control field is a 16-bit field that identifies the TC or TS to which the frame belongs and various other QoS-related information about the frame that varies by frame type and subtype. The QoS Control field is present in all data frames in which the QoS subfield of the Subtype field is set to 1 (see 7.1.3.1.2). Each QoS Control field comprises five subfields, as defined for the particular sender (HC, or non-AP STA, or mesh STA) and frame type and subtype. The usage of these subfields and the various possible layouts of the QoS Control field are described 7.1.3.5.1 through 7.1.3.5.8 and illustrated in Table 7-4.

Change the Table 7-4 as follows:

	· QoS Control field 

	Applicable frame

(sub) types
	Bits 0-3
	Bit 4
	Bits 5-6
	Bit 7
	Bit 8
	Bit 9
	Bit 10
	Bits 11-15

	QoS CF-Poll and QoS CF-Ack+CF-Poll frames sent by HC
	TID
	EOSP
	Ack Policy
	Reserved
	TXOP Limit

	QoS Data+CF-Poll and QoS Data+CF-Ack+CF-Poll frames sent by HC
	TID
	EOSP
	Ack Policy
	A-MSDU Present
	TXOP Limit

	QoS Data and QoS Data+CF-Ack frames sent by HC
	TID
	EOSP
	Ack Policy
	A-MSDU Present
	AP PS Buffer State

	QoS Null frames sent by HC
	TID
	EOSP
	Ack Policy
	Reserved
	AP PS Buffer State

	QoS Data and QoS Data+CF-Ack frames sent by non-AP STAs that are not a PU buffer STA or a PU sleep STA in a non-mesh BSS
	TID
	0
	Ack Policy
	A-MSDU Present
	TXOP duration requested

	
	TID
	1
	Ack Policy
	A-MSDU Present
	Queue size

	QoS Null frames sent by non-AP STAs that are not a PU buffer STA or a PU sleep STA in a non-mesh BSS
	TID
	0
	Ack Policy
	Reserved
	TXOP duration requested

	
	TID
	1
	Ack Policy
	Reserved
	Queue Size

	QoS Data and QoS Data+CF-Ack frames sent by PU buffer STAs in a non-mesh BSS
	TID
	EOSP
	Ack Policy
	A-MSDU Present
	Reserved

	QoS Null frames sent by PU buffer STAs in a non-mesh BSS
	TID
	EOSP
	Ack Policy
	Reserved
	Reserved

	QoS Data and QoS Data+CF-Ack frames sent by PU sleep STAs in a non-mesh BSS
	TID
	Reserved
	Ack Policy
	A-MSDU Present
	Reserved

	QoS Null frames sent by PU sleep STAs in a non-mesh BSS
	TID
	Reserved
	Ack Policy
	Reserved
	Reserved

	All frames sent by mesh STAs
	TID
	EOSP
	Ack Policy
	A-MSDU Present
	Mesh Control Present
	Mesh Power Save Level
	RSPI
	Reserved


· EOSP (end of service period) subfield

Insert the following sentence to the end of 7.1.3.5.2 (EOSP (end of service period) subfield):

The mesh STA uses the field to indicate the end of the current peer service period (PSP) in which it operates as transmitter. The mesh STA sets the EOSP subfield to 1 in its transmission and retransmissions of the PSP’s final frame to end a PSP and sets it to 0 otherwise.

Insert the following new subclauses after 7.1.3.5.8:

· Mesh Control Present subfield

The Mesh Control Present subfield is 1 bit in length, and indicates the presence of a Mech Control field in the Frame Body. When the Mesh Control Present subfield is set to 1, the Frame Body field contains Mesh Control field as defined in 7.1.3.6.3. A mesh STA sets Mesh Control Present subfield to 1.
7.1.3.5.10 Mesh Power Save Level subfield

If the Power Management field is set to 1, the Mesh Power Save Level field indicates the mesh power mode of the mesh STA. The value 0 in the Mesh Power Save Level field indicates that the mesh STA is operating in light sleep mode (see 11C.13.2 (Link Specific Mesh Power Modes)), the value 1 indicates that the mesh STA is operating in deep sleep mode (see 11C.13.2 (Link Specific Mesh Power Modes)). If the Power Management field is set to 0, the Mesh Power Save Level field is reserved.

7.1.3.5.11 Receiver Service Period Initiation (RSPI) subfield

The Receiver Service Period Initiation (RSPI) field is one bit in length. The field is set to 0 to indicate that the peer service period for the peer trigger frame receiver is not initiated and set to 1 to indicate that the peer service period is initiated. The use of RSPI field in the peer trigger frames are described in 11C.13.10.2 (Initiation of the Peer Service Period).

· Frame Body field

Insert the following heading (7.1.3.6.1) immediately after the heading 7.1.3.6:
7.1.3.6.1 General
Change the text of 7.1.3.6 as shown:

The Frame Body is a variable length field that contains information specific to individual frame types and subtypes. The minimum length of the frame body is 0 octets. The maximum length of the frame body is defined by the maximum length MSDU (plus the Mesh Control field as defined in 7.1.3.6.3) or A-MSDU, plus any overhead for encryption as defined in Clause 8.

· 
Insert the following new subclauses:

7.1.3.6.2 Overhead for encryption
The overhead for encryption is described in Clause 8. When Mesh Control field is present in the frame body, Mesh Control field is encrypted as a part of data.
7.1.3.6.3 Mesh Control field

· 
The Mesh Control field is present in the unfragmented mesh data frame, in the first fragment of the mesh data frame, and in the multi-hop management action frame transmitted by a mesh STA. When the Mesh Control field is present, the Mesh Control field is inserted as a header of the frame body data and placed as following: 
· When the frame body contains other than A-MSDU and the frame is not encrypted, the Mesh Control field is placed in the first octets of the frame body.
· When the frame body contains other than A-MSDU and the frame is encrypted, the Mesh Control field is placed in the first octets of the encrypted data portion
· When the frame body contains A-MSDU, the Mesh Control field is placed in the Aggregate MSDU subframe header as shown in Figure 7-17c.
The Mesh Control field is a variable length (from 6 to 24 octets, details are shown in Table s2) field that includes:

· an 8-bit Mesh Flags field to control Mesh Control processing 

· a one octet mesh time to live field for use in multi-hop forwarding to aid in limiting the effect of transitory path selection loops

· a four octet mesh sequence number to suppress duplicates

· and in some cases a 6, 12, or 18-octet mesh address extension field containing extended addresses enabling up to a total of 6 addresses in mesh frames 

The structure of the Mesh Control field is defined in Figure s3 (Mesh Control field). 

	Mesh Flags
	Mesh Time To Live (TTL)
	Mesh Sequence Number
	Mesh 

Address Extension (present in some configurations)

	Octets: 1
	1
	4
	0, 6, 12, or 18

	· Mesh Control field


NOTE—Upper layer generally expect packets correctly aligned by 4 octets, for implementation efficiency. The Mesh Control field is designed to meet with this expectation.

· 
The Mesh Flags field, shown in Figure s4 (Mesh Flags field), is 8 bits in length and the flags therein are used to control mesh-specific header processing, e.g., for mesh address extension.

	B0
 B1
	B2
 B7

	Address Extension Mode
	Reserved

	Bits: 2
	6

	· Mesh Flags field


The Address Extension Mode field is used to indicate the contents of the Mesh Address Extension field. 

 Table s2 (Valid values for the Address Extension Mode) defines valid values for the Address Extension Mode and describes the corresponding contents of the Mesh Address Extension field (see 11C.7.5 (Frame addressing and forwarding in an MBSS), for the usage of the optional addresses contained in the Mesh Address Extension field). If the Address Extension Mode is set to 00, the Mesh Address Extension field is not present. For all other values, the Mesh Address Extension field follows the Mesh Sequence Number field.

	· Valid values for the Address Extension Mode 

	Address Extension Mode value (binary)
	Address Extension Mode description
	Mesh Address Extension field length (octets)
	Applicable 

frame types

	00
	No Mesh Address Extension field
	0
	Data

	01
	Mesh Address Extension field contains Address 4
	6
	Management 

(Multihop Action)

Proxied Group Addressed Data

	10
	Mesh Address Extension field contains Address 5 and Address 6
	12
	Data

	11
	Mesh Address Extension field contains Address 4, Address 5, and Address 6
	18
	Management 

(Multihop Action)


· 
The Mesh Time to Live (TTL) field is 8 bits in length and contains an unsigned integer corresponding to the remaining number of times the frame can be forwarded. It is used to mitigate the impact of loops in an MBSS by ensuring frames that are caught in a loop are eventually discarded.

 11C.7.5.2 (Addressing and Forwarding of Individually Addressed Frames ) and 11C.7.5.3 (Addressing and Forwarding of Group Addressed Frames ) describe how TTL is used in both individually and group addressed frames.

· 
Mesh Sequence Number field is 4 octets in length and contains unsigned integer sequence number counter value. Source mesh STAs assign mesh sequence numbers from a single modulo- 4 294 967 296 counter, starting at 0 and incrementing by 1 for each MSDU or MMPDU that contains a Mesh Control. 11C.7.5.3 (Addressing and Forwarding of Group Addressed Frames ) describes how the Mesh Sequence Number is used to discard duplicate frames.

NOTE—It is believed that a 32 bit sequence number is sufficient as the rollover would occur after a period of 5 days assuming a source continuously transmitting at a rate of 104 frames per second.

· 
The Mesh Address Extension field, shown in Figure s5 (Mesh Address Extension field), is 6, 12, or 18 octets in length and follows the Mesh Sequence Number field only when the Address Extension Mode subfield of the Mesh Flags field is set to a non-zero value. The Mesh Address Extension field provides up to three additional address fields for mesh address extension as defined in Table s2 (Valid values for the Address Extension Mode). The interpretation of the extended Address fields is described in 11C.7.5.1.
	Address 4
	Address 5
	Address 6

	Octets: 6
	6
	6

	· Mesh Address Extension field


Address 4 is used in Management frames of subtype Multihop Action or in the proxied group addressed Mesh Data frame to carry a fourth address (which is not included as a part of the MAC header for these frames). Address 4 is not included in the Mesh Address Extension field of individually addressed Mesh Data frames.

Address 5 and Address 6 can be used to transport the addresses of source and destination end points of the End-to-End 802 communication in cases where either (or both) of the end points are not mesh STAs at the beginning or end of a single mesh path. (See Figure s54) This is useful, for example, in the following cases:

· When the end points of IEEE 802 communication are non-mesh, proxied entities that communicate over a mesh via proxy mesh STAs.

· When the end points are mesh STAs communicating with each other via a root mesh STA in HWMP proactive tree building mode, where two distinct mesh paths are used (the first path being from the source mesh STA to the root mesh STA and the second path being from the root mesh STA to the destination mesh STA).

Details on the usage of these optional address fields are given in 11C.7.5 (Frame addressing and forwarding in an MBSS).

· 


· Data frames

Change the fifth paragraph of 7.2.2 as following:

A STA that is not a member of a mesh BSS uses the contents of the Address 1 field to perform address matching for receive decisions. In cases

 where the Address 1 field contains a group address, the BSSID also is validated to ensure that the broadcast or multicast groupcast originated from a STA in the BSS of which the receiving STA is a member or, if dot11OCBEnabled is true, to ensure that the BSSID is the wildcard BSSID. A mesh STA uses the address matching rules described in 11C.7.5.3 (Addressing and Forwarding of Group Addressed Frames ).

· Aggregate MSDU format (A-MSDU)

Insert the following at the end of 7.2.2.2:

When Mesh Data frames are aggregated, the Aggregate MSDU subframe header includes Mesh DA, Mesh SA, Length, and Mesh Control. A-MSDU subframe structure for Mesh Data is defined in Figure 7-17c.
The length field indicates the total length of subsequent Mesh Control field, MSDU, and Padding.

The format of Mesh Control field is described in 7.1.3.6.3.
NOTE4—It is possible to have different Mesh DA, Mesh SA and Mesh Control in Subframe Headers of the same A-MSDU as long as they all map to the same Address 1 and Address 2 values.

	Octets: 6
	6
	2
	0-2304
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	· A-MSDU Subframe structure for Mesh Data


· Frame addressing and forwarding in an MBSS

· Overview

Mesh Data frames and Multihop Action frames are designed to support multi-hop frame forwarding in an MBSS using the Mesh Control field described in 7.1.3.5b (Mesh Control field). In this subclause, addressing and forwarding of these frames are described.

Table s36 (Valid address field usage for Mesh Data and Multihop Action frames) shows the valid combinations of address fields in Mesh Data frames and Multihop Action frames along with the corresponding value of the Address Extension Mode field.

	· Valid address field usage for Mesh Data and Multihop Action frames 

	Supported Frames
	ToDS FromDS field
	Address Extension Mode value (binary)
	Address 1
	Address 2
	Address 3
	Address 4
	Address 5
	Address 6

	Mesh Individually Addressed Data
	11
	00
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Mesh Group Addressed Data
	01
	00
	DA
	TA
	SA = Mesh SA
	Not 
Present
	Not 
Present
	Not 
Present

	Multihop Action
	00
	01
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Mesh Individually Addressed Data
	11
	10
	RA
	TA
	Mesh DA
	Mesh SA
	DA
	SA

	Mesh Group Addressed Data
	01
	01
	DA
	TA
	Mesh SA
	SA
	Not 
Present
	Not 
Present

	Multihop Action
	00
	11
	RA
	TA
	Mesh DA
	Mesh SA
	DA
	SA


Address 1 and Address 2 correspond to the mesh STA receiver address (RA) and the mesh STA transmitter address (TA) for a particular mesh link. Address 3 and Address 4 correspond to the destination and source endpoints of a mesh path. The Address Extension Mode indicates the presence of optional address extension fields including Address 5 and Address 6 in the Mesh Control that correspond to the end-to-end destination address (DA) and source address (SA) of proxied entities that communicate over the mesh BSS via proxy mesh STAs.

The term source mesh STA refers to the first mesh STA on a mesh path. A source mesh STA may be a mesh STA that is the initial source of a frame or a mesh STA that receives a frame from a STA outside the mesh BSS and translates and forwards the frame on the mesh path. The address of the source mesh STA is referred to as the Mesh SA. 

The term destination mesh STA refers to the final mesh STA on a mesh path. A destination mesh STA may be a mesh STA that is the final destination of a frame or a mesh STA that receives a frame from a mesh path and translates and forwards the frame on another mesh path or to an entity outside of the mesh BSS. The address of the destination mesh STA is referred to as the Mesh DA.

NOTE— The reason for not using four-address MAC header format for group addressed traffic is to avoid interactions with existing implementations. Earlier versions of this standard defined the four-address MAC header format (previously called WDS format) without defining procedures for its use. As a result there is a large number of deployed devices that use the four-address frame format in ways that would affect and be affected by mesh traffic if four-address group addressed frames were to be used.

Figure s54 (Example Addressing for a Mesh Data frame transmitted and forwarded on a mesh path from an mesh AP to a portal) illustrates example addressing of a Mesh Data frame transmitted and forwarded on a mesh path from an mesh AP to a portal where the original source is an 802.11 STA associated with the mesh AP and the final destination is an entity outside of the mesh BSS that is reachable via the portal.

· Clarification of Mesh Data frame format

The Mesh data frame consists of MAC Header Frame Body and the FCS. The fields in MAC Header are described in 7.1.2 (General frame format). 

In mesh data frame, the Mesh Control field is placed as the first element in the encrypted Frame Body. The Frame Body contains also the LLC/SNAP headers and the higher later data. The format of the Mesh Data frame is shown in Figure s59 (The format of the mesh data frame).

When the mesh data frame is fragmented, only the first fragment contains the Mesh Control field.

	Octets: 2
	2
	6
	6
	6
	2
	6
	2
	4
	0-7955
	4

	Frame Control
	Duration/ ID
	Address 1
	Address 2
	Address 3
	Sequence 
Control
	Address 4
	QoS
Control
	HT 
Control
	Frame Body
	FCS

	
	
	
	
	
	
	
	
	
	Mesh Control
	LLC/SNAP headers
	Layer 3 datagram
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	MAC Header, Not encrypted
	Frame Body, Encrypted
	

	· The format of the mesh data frame
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This document provides suggested resolutions to CID1006, 533, 995, 975, 1098, 627, 768, 550, 136, 682, 1013, 1014, 1143, 555, 844, 1015, and 838.









































�Note to editor:�Add the definition for mesh null frame.


�Note to editor: �Delete the Figure 7-1 entirely.


�The order of 7.1.3.6 and 7.1.3.5b is swapped, since now 7.1.3.5b belongs to 7.1.3.6.
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