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Modify section 7.3.2.106 as specified:

	Element ID
	Length
	Selected Pairwise Cipher Suite
	Chosen PMK
	Local Nonce
	Peer Nonce
	GTK data

	Octets: 1
	1
	4
	16
	32
	32
	variable

	· Authenticated Mesh Peering Exchange element


The Element ID is set to the value given in Error! Reference source not found. for this information element.

The Chosen PMK field contains a PMKID indicating the name of the PMK to be used in the authentication procedure.

The GTKdata field is optional. When present, it contains a KDE containing the bit string of {GTK || peerMAC || Key RSC || GTKExpirationTime} as the GTK data material. The GTKdata field is protected with the deterministic authenticated encryption mode of SIV, as defined in IETF RFC 5297 using the GTK as the plaintext and the peerMAC, KeyRSC, and GTKExpirationTime as separate, distinct, components of associated data (AD). When present, the GTKdata field shall be protected by the exchange in which it is contained (see 11.C.2.2).The KDE is defined in Figures 8-25 and 8-26 of Error! Reference source not found.. The Key RSC denotes the last frame sequence number sent using the GTK and is specified in Table 8-4 of Error! Reference source not found.. GTKExpirationTime denotes the key lifetime of the GTK in seconds and the format is specified in Figure 8-30 of Error! Reference source not found..
Modify section 7.3.2.107 as specified:
· MIC information element

The MIC information element (MIE) provides message integrity to Mesh Peering Management frames. The format of the MIC information element is shown in MIC information element.

	Element ID
	Length
	MIC

	Octets: 1
	1
	8 16

	· MIC information element


The Element ID is set to the value given in Error! Reference source not found. for this information element.

The Length field is set to 8 16.

The MIC field contains a message integrity code calculated over the Mesh Peering Management frame as specified in Error! Reference source not found..

In table s12 of section 7.4.12.2 move “Authenticated Mesh Peering Exchange” to “last”, make the order of “MIC information element” 19, delete the last sentence of the description of “Vendor Specific”, and decrement existing orders 14-19. Change text in 7.4.12.2  as indicated:

If present, The MIC element (MIE) appears at after the end of capability in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Open frame shall be encrypted and authenticated (see section 11.C.2.2).
In table s13 of section 7.4.12.3 move “Authenticated Mesh Peering Exchange” to “last”, make the order of “MIC Information Element” 15, delete the last sentence of the desctription of “Vendor Specific”, and decrement existing orders 11-15l. Change text in 7.4.12.3 as indicated:
If present, The MIC element (MIE) appears at after the end of capability in the Mesh Peering Confirm frame. The information following the MIC element through to the end of the Mesh Peering Confirm frame shall be encrypted and authenticated (see section 11.C.2.2).
In table s14 of section 7.4.12.4 move “Authenticated Mesh Peering Exchange” to “last”, make the order of “MIC Information Element” 7, delete the last sentence of the description of  “Vendor Specific”, and make the order of “Vendor Specific” 7. Change text in 7.4.12.4 as indicated:

If present, The MIC element (MIE) appears at after the end of action in the Mesh Peering Close frame. The information following the MIC element through to the end of the Mesh Peering Close frame shall be encrypted and authenticated (see section 11.C.2.2).
Modify section 8.4.1.1.1c as indicated:
· Mesh PMKSA

The Mesh PMKSA is the result of successful completion of the active authentication protocol. This security association is bidirectional. The two authenticated parties use the information in the security association for both sending and receiving. The Mesh PMKSA is created by the Mesh STA’s SME when the active authentication protocol completes successfully with the peer Mesh STA. The Mesh PMKSA is used to create the Mesh TKSA. Mesh PMKSAs are cached for up to their lifetimes. Mesh PMKSA contains the following elements, and is identified by PMKName.

· PMKName, as defined in Error! Reference source not found.. The PMKName identifies the security association.

· Mesh STA’s MAC address

· Peer mesh STA’s MAC address

· PMK

· AKEK, as defined in Keys and Key Derivation Algorithm
· AKCK, as defined in Keys and Key Derivation Algorithm
· AEK, as defined in 8.9.1 (Keys and Key Derivation Algorithm) 
· Lifetime, as defined in 8.5.1.2

· selected AKM suite (see Error! Reference source not found.)

In section 8.5.2, remove subclause 1)(iv), remove the addition to table 8-4 (KDE), and remove the text and Figure that was added after Figure 8-32a.

Modify section 8.9.1 as indicated:
· Keys and Key Derivation Algorithm

To execute the Authenticated Mesh Peering Exchange, and Mesh Group Key Handshake, the mesh STA shall derive the keys, including an authenticated encryption key (AEK), a key encryption key (AKEK), a key confirmation key (AKCK), and a mesh temporal key (MTK) using the chosen PMK. 

The AEK, AKEK and AKCK are is derived statically from the chosen PMK. The MTK is derived based on dynamic information provided by localNonce and peerNonce.

AKCK and AKEK are The AEK is mutually derived by the local mesh STA and the peer mesh STA once a new PMK has been selected. The AEK shall be derived from the PMK by: The AKCK is used to provide data origin authenticity in the Authenticated Mesh Peering Exchange and the Group Key Handshake messages. The AKEK is used to provide data confidentiality in the Authenticated Mesh Peering Exchange and the Group Key Handshake messages.

The AKEK and AKCK shall be derived from the PMK by 

AKCK || AKEK  KDF-384(PMK, “AKCK AKEK Derivation”, Selected AKM Suite || min(localMAC, peerMAC) || max(localMAC, peerMAC))

The min and max operations for IEEE 802 addresses are with the address converted to a positive integer, treating the first transmitted octet as the most significant octet of the integer as specified in 8.5.1.2.

The AKCK shall be computed as the first 128 bits (bits 0—127) of the resulting string:

AKCK  L(AKCK||AKEK, 0, 128)

The AKEK shall be computed as the next 256 bits (bits 128-383) of the resulting string:

AKEK  L(AKCK||AKEK, 128, 256)

AEK  KDF-256(PMK, “AEK Derivation”, Selected AKM Suite ||  min(localMAC,peerMAC) || max(localMAC, peerMAC))

Append the following to section 11C.2.2.1
Mesh Peering Mangement frames used in the Authenticated Mesh Peering exchange are protected using the deterministic authenticated encryption mode of AES-SIV (RFC 5297) when dot11MeshSecurityActivated is true. 
Remove existing section 11C.2.2.4, make existing section 11C.2.2.3 become 11C.2.2.4 and insert the following:

11C.2.2.3 Construction and Processing AES-SIV-protected Mesh Peering Management frames.

AES-SIV performs deterministic authenticated encryption and takes additional data that is authenticated but not encrypted (AAD). When encrypting and authenticating AES-SIV takes a key, plaintext data to protect, and multiple distinct components of AAD, to produce a synthetic initialization vector and a ciphertext. When verifying encrypted and authenticated data AES-SIV takes a key, a synthectic initialization vector, ciphertext data to decrypt and verify, and AAD, to produce either plaintext or the special symbol “FAIL” indicating failure to decrypt and verify. The AAD used in the encryption process must be identical to the AAD used in the decryption process and the synthetic initialization vector produced by the encryption process must be used in the decryption process.

When constructing a Mesh Peering Management frame the key shall be the AEK, the plaintext shall be the Authenticated Mesh Peering Information Element (see sections 7.4.12.2, 7.4.12.3, 7.4.12.4), and AAD shall be three distinct conmponents consisting of: 1) the localMAC; 2) the peerMAC; and 3) the contents of the Mesh Peering Management frame from the category (inclusive) to the MIC information element (exclusive). The synthetic initialization vector produced by AES-SIV shall be copied into the MIC field of the MIC Information element in the Mesh Peering Management frame and the ciphertext produced by AES-SIV shall become the remainder of the Mesh Peering Management frame after the MIC Information element.
When verifying a Mesh Peering Management frame the key shall be the AEK, the synthetic initialization vector shall be the MIC field of the MIC Information element in the Mesh Peering Management frame, the ciphertext shall be the part of the Mesh Peering Management frame following the MIC Information element, and the AAD shall be three distinct components consisting of: 1) the peerMAC; 2) the localMAC; and 3) the contents of the Mesh Peering Management frame from the category (inclusive) to the MIC information element (exclusive). If AES-SIV returns the special symbol “FAIL” processing of the frame shall be deemed a failure with a behavior dependent on the type of Mesh Peering Management frame. Otherwise, the plaintext returned shall be treated as the components of the Mesh Peering Management frame and processed accordingly.
Modify new section 11C.2.2.4 (old section 11C.2.2.3) as follows:
· GTK Distribution

The mesh STA shall distribute the GTK to the peer mesh STA using the Mesh Peering Open frame during the Authenticated Mesh Peering Exchange. The GTKData subfield in Authenticated Mesh Peering Exchange element shall contain the GTK concatendated by the Key RSC and the GTKExpirationTime (as indicated in section 7.3.2.106) encrypted key data. The deterministic authenticated encryption mode of AES-SIV, defined in IETF RFC 5297, shall be used to protect the GTK field using the AKEK derived from the chosen PMK. The data to be protected shall be the bit string: {GTK, peerMAC, Key RSC, GTKExpirationTime}.The GTK shall be passed to SIV as the plaintext and the peerMAC, KeyRSC, and GTKExpiration Time shall be separate, distinct, components of associated data (AD).

When unwrapping the GTK, the mesh STA shall use algorithm as defined in IETF RFC 3394 with the default initial value and the derived AKEK from the selected PMK. The mesh STA shall verify that the second element in the resulting string matches the receiver's MAC address, peerMAC, as sent in the Mesh Peering Open frame. The mesh STA shall extract the GTK value, the Key RSC, and GTK life time by removing the bits of the peerMAC from the resulting bit string of the key unwrapping operation. 

If the key unwrapping operation fails or the concatenated values do not match, the GTK distribution fails, the mesh STA shall terminate the protocol instance and shall report the reason code “MESH-INVALID-GTK”. 

Modify section 11C.2.2.5.2 as indicated:
· Mesh Peering Open frame contents for Authenticated Mesh Peering Exchange

· In the Authenticated Mesh Peering Exchange element

· The Selected Pairwise Cipher Suite field shall be set to the first cipher suite selector in the Pairwise Cipher Suite List field in RSN information element.

· The Chosen PMK field shall be set to PMKName that identifies the Mesh PMKSA the mesh STA established with the candidate peer mesh STA.

· The Local Nonce field shall be set to the localNonce value generated by the mesh STA for identifying the current mesh peering instance.

· The Peer Nonce field shall be set to 0.

· The GTKdata field shall be present and shall contain the KDE data for the mesh STA’s GTK. The components of the GTKdata wrapping is are specified in Error! Reference source not found..

· The MIC information element shall be constructed and set according to Error! Reference source not found..

The Mesh Peering Open frame shall be protected using AES-SIV as specified in 11C.2.2.3
Modify section 11C.2.2.5.3 as indicated:
· Processing Mesh Peering Open frames for Authenticated Mesh Peering Exchange

On receiving a Mesh Peering Open frame, the mesh STA shall verify the MIC on the received frame according to Error! Reference source not found.. The received frame shall be discarded if the MIC verification fails If AES-SIV returns the special symbol “FAIL” the OPN_RJCT event shall be invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine and the reason code “MESH-INVALID-GTK” is generated. Otherwise processing continues.

The received frame shall be rejected if the security capability selection fails (see Error! Reference source not found.). The OPN_RJCT event shall be invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine.

If none of the failures occur and the candidate peer mesh STA’s GTK has not been unwrapped, the mesh STA may proceed to perform key unwrapping operation to extract the peer mesh STA’s GTK value, as specified in Error! Reference source not found.. If this operation fails, the mesh peering instance shall be aborted. The OPN_RJCT event shall be invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine and the reason code “MESH-INVALID-GTK” is generated. The peer mesh STA’s GTK extracted from the Mesh Peering Open frame shall be added to the Receive Mesh GTK SA in which the peer’s MAC address equals the GTK Source mesh STA MAC address.
If all operations succeeds, the mesh STA shall proceed to process the Mesh Peering Open frame on basic parameters as specified in Error! Reference source not found. and Error! Reference source not found..

Modify section 11C.2.2.5.4 as indicated:
· Mesh Peering Confirm frame content for Authenticated Mesh Peering Exchange

The MIC information element shall be constructed and set according to Error! Reference source not found.
The Mesh Peering Confirm frame shall be protected using AES-SIV as specified in 11C.2.2.3
Modify sectin 11C.2.2.5.5 as indicated:
· Processing Mesh Peering Confirm action frames

On receiving a Mesh Peering Confirm frame, the mesh STA shall verify the MIC on the received frame according to Error! Reference source not found..The received frame shall be discarded if the MIC verification fails AES-SIV returns the special symbol “FAIL”.

If the MIC verification succeeds AES-SIV returns plaintext, the following operations shall be performed in order:

· The Chosen Pairwise Cipher Suite is checked. If the security capability selection has been done and the received value from Chosen Pairwise Cipher Suite field is not the same as the agreed pairwise cipher suite, the mesh STA shall reject the received frame and the CNF_RJCT event is invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine with the failure reason code MESH-INVALID-SECURITY-CAPABILITY.

· The Group Cipher Suite is checked. If the received group cipher suite is not supported by the mesh STA, the mesh STA shall reject the received Mesh Peering Confirm frame and the CNF_RJCT event is invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine with the failure reason code MESH-INVALID-SECURITY-CAPABILITY.

· If none of them is true and the candidate peer mesh STA’s GTK has not been unwrapped, the mesh STA .may proceed to perform key unwrapping operation to extract the peer mesh STA’s GTK value, as specified in Error! Reference source not found.. If this operation fails, the mesh peering instance shall be aborted. The OPN_RJCT event shall be invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine and the reason code MESH-INVALID-GTK is generated.

Modify section 11C.2.2.5.6 as indicated:
· Mesh Peering Close frame content for Authenticated Mesh Peering Exchange

· The MIC information element shall be constructed and set according to Error! Reference source not found..

The Mesh Peering Close frame shall be protected using AES-SIV as specified in 11C.2.2.3
Modify section 11C.2.2.5.7 as indicated:
· Processing Mesh Peering Close action frames

On receiving a Mesh Peering Close frame, the mesh STA shall verify the MIC on the received frame according to Error! Reference source not found. The received frame shall be discarded if the MIC verification failsAES-SIV returns the special symbol “FAIL”.

If the MIC verification succeedsAES-SIV returns plaintext, the mesh STA shall proceed to process the Mesh Peering Close frame on basic parameters as specified in Error! Reference source not found. and Error! Reference source not found..
Modify section 11C.3.4 as indicated:
· Pre-processing Mesh Peering Management Frames

Each mesh peering instance shall be identified by the mesh peering instance identifier. The MPM FSMs are identified by a set of data including localLinkID, peerLinkID, localMAC, and peerMAC. The Authenticated Mesh Peering Exchange FSMs are identified by localNonce, peerNonce, and the PMKName from the RSN information element, in addition to the data set for mesh peering instance identifier. 

If the Mesh Peering Protocol Identifier is set to “Authenticated Mesh Peering Exchange”, the Mesh Peering Management information element, and the RSN information element, and Authenticated Mesh Peering Exchange information element shall be pre-processed to identify the mesh peering instance. The frame shall be silently discarded if the RSN information element, the Authenticated Mesh Peering Exchange or MIC information element doesn’t exist in the frame.
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Abstract


This submission proposes the use of AES in SIV mode to provide authenticated encryption to APE messages to address comments 462, 463, 469, 470, 480, 481, 784
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