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Detailed Record

Session 1, Tuesday July 14, AM1

The Chair called the meeting to order at 8:00.
The Chair announced that the TGs Secretary, Stephen Rayment, will be unable to make this meeting, and called for volunteers. Dee Denteneer volunteered except for the Thursday PM sessions.
Dee Denteneer (Philipd) was unanimously approved as Temporary Secretary.

The Chair reviewed the Agenda for the week using the Agenda presentation, 11-08/661r6.

The Chair made numerous miscellaneous announcements using slide 7 of the Agenda presentation and reviewed numerous important documents using slide 8.

The Chair reviewed the IEEE 802 and 802.11 Policies and Procedures on Intellectual Property, including reading slide 9 “Participants, Patents, and Duty to Inform”.  Per slide 11, the Chair made a “Call for Potentially Essential Patents”.  

There were no responses to the call.

The Chair reminded everyone of the Other Guidelines for IEEE WG Meetings per slide 12.  The Chair reminded everyone to use the Automated Attendance Recording and demonstrated how to use it.

The Agenda was approved by unanimous consent.

The Chair indicated that he has resigned as TGs Chair, effective at the end of this meeting, due to lack of sponsorship. Candidates for this position are sought and should contact Bruce Kraemer, 802.11 Chair, or Donald Eastlake III.

The Chair gave an overview of the proceedings of the ad hoc meeting held Monday morning. Some CIDs needed to be reopened for which the Chair suggested the following motion: 

Motion: Moved to adopt the comment resolutions in submission 829r0 with column X equal to “TGs-0713” or “MAC-7/12/2009” CIDs 409, 415, 424, 585, 783, 172, and 773.

Voting was postponed until a later session.

The Chair suggested moving the security session from Wednesday AM1 to Tuesday PM1 due to agenda conflicts, and this suggestion met with unanimous approval.

We then did a number of motions on meeting minutes:

The Montreal meeting minutes as in 11-09/595r0 were approved by unanimous consent.

The minutes of the following teleconferences:

· May 27 as in 11-09/665r0; 

· June 24 as in 11-09/701r0; 

· July 8  as in 11-09/737r0 

Were all approved by unanimous consent
The meeting minutes of the Monday Morning ad hoc as in 11-09/800r0 were approved by unanimous consent.

The current comment resolution spreadsheet is in 11-09/471r10.

The Chair gave an update of the current status of comments resolving process, as in 664r0, as the Technical Editor, Kazuyuki Sakoda (Sony), could not be present at this meeting for personnel reasons. He will be working from Japan during the meeting and will be in email contact. The Chair presented 11-09/664r0 which explains the status of TGs Drafts D3.0, D3.01, and D3.02.
The Chair gave a process discussion following 11-09/811r0. 

Then the following point was raised: With the approval rate from the last TGs ballot of over 75%, it is possible to request the IEEE to make the Draft available for purchase. Several speakers indicated interest in this.

It was suggested to do a motion to make the Draft available.

It was commented that there were still issues with the Draft, exact frame structure and the addresses. It might be confusing to release the Draft. Thus, release might be better postponed until after these issues have been resolved.

Motion, Moved to request that the IEEE 802.11 Working Group requests that IEEE make 802.11s Draft 3.02 available for purchase.

Moved: Javier Cardona      Second: Guido Hiertz

Yes: 8   No: 3   Abstain: 3    (passes)
Discussion: if we now vote negatively, can we revote later after having observed the progress. Yes.
Draft 3.02 is the current Draft that will be updated. A suggestion was to change the motion to: latest Draft. However, latest is not well defined.

This is a procedural motion, so passes. It will be discussed with Bruce Kraemer and put up as a motion for the WG.

Liwen Chu (STMicroelectronics) gave a presentation on MCF issues. 11-09/562r2.

Q: Allowing all sorts of TXOPs in an MCCAOP gives good connection to TGaa, where they also consider scheduling possibilities.
       Q The structure of SIs needs more consideration and thought.

Q Can CFend be currently used in a mesh? This would improve compliance for 11n?  With CFend, I see one issue: that we reset the NAV also at stations that see only one side. I.e. this would cause problems at legacy stations. It works in a BSS, but with multiple overlapping groups that does not work. A: This is the same in BSS. This needs further discussion off-line.

Harish Ramamurthy (Marvell) presented 11-09/791r1 to resolve comments related to HWMP PERR.

Q: Where is the difference between the STA not having a forwarding table and disabled from forwarding?
Q: You removed the flags, but they are included to make all HWMP messages more the same. It is good, though, to add TTL. It is not the end of the world whether we have the flags in the PERR. We can do a straw poll on this. Alternatively, talk to people off-line to find the sentiments.

Q: Was the unknown sequence number bit added in response to a comment? A: There was a general comment that the PERR needed to be cleaned up. The change is in response to this. Q. I bring this up because in my view the unknown sequence number is a mess and need be deleted. Although, also, this is not the end of the world.

It was suggested to have the RFI subgroup further discuss this submission. The latest version will uploaded this afternoon.

Jarrko Kneckt (Nokia) gave presentation 11-09/742r0 to resolve comments on power management.

Straw Poll: Option 2 from 11-09/742r0 was unanimously selected as the preferred way to resolve CID 343 (check CID).

The Chair suggested, without objection, to continue this presentation in the PM1 session, as the session time was finished before Jarrko could get through it all.
Recess until 13:30.
Session 2, Tuesday July 14, PM1 

The Chair reconvened the session at 13:30.

The Chair reviewed the progress to date and the plans for the rest of the week using the Agenda presentation 11-09/661.

The Chair reminded all we are working under the 802.11 Patent Rules and asked if anyone was aware of any patents requiring Letters of Assurance, per slide 12 of the Agenda presentation.

There was no response.

The Chair reminded everyone to log their attendance using the Automated Attendance System.

Jarrko Kneckt (Nokia) continued his presentation on power management in 11-09/742r0.

A motion to accept the comment resolutions was scheduled for the evening session.

John Petro presented TGs authenticated encryption function as in 11-09/770r0.

The following points were brought forward in the discussion: 

Q: What comment does this address: A: none.

Q: NIST approval has a twist. You can only get approval if it is used; now you state that we better not use it because it is not NIST approved.

Q: SIV [Synthetic Initialization Vector] provides deterministic encryption, CCM cannot be used in this way

Q: What is the Nonce length. The abbreviated handshake can be shorter.

Q: There is a lot of detail missing. That is right. But the main point is CCM is already there. It has already been done. 

CCM was designed to protect data frames, not to provide generic key protection. SIV is. 

Q: You say that it should be considered in new protocols, but the abbreviated handshake is.

Q: CCM is not ok for GTK transport. Deterministic encryption is needed and this is provided by SIV, not by CCM.

Q: There is a significant amount of changes entailed by this proposal, so slide 11 does not represent the case well.

There is so much detail missing. I hope you not propose a motion on this.

As to NIST approval: We better use NIST approved algorithms; with 11i it was done in conjunction with NIST.

I second this. For many US manufacturers, NIST approval is a must. We have no clue when NIST will look into the technology.

In my view, mesh is a new protocol. It is a natural platform to introduce new technology. Other groups can take advantage later.

With 11i, there was no guarantee that NIST approval would follow. With 11s, there is still time before approval, so there is time to contact NIST.

Can I get specific references when this SIV algorithm could be applied? A: In GTK protection. It is an elegant solution to protected abbreviated handshake. This text has not been completed.

What do you mean with “deterministic”. In such scheme the key itself gives semantic security. The data provides the uniqueness, and randomness is not needed.

The group key handshake protocol has that also to be changed. There are no comments hinting at this.

You were bringing forward the issue of cost. Can you elaborate? A: From no cost, you go to costs. You need to add SIV, because CCM is already there. Also, you need control logic to arbitrate which one to use.

Where are the real differences that justify the incremental cost?

What should we do to contact NIST? It has been submitted to NIST, however, as it is not used, they are no considering. 

When 802.11 would approach NIST, that would be different from an individual approaching NIST.

In discussions in NIST, so far, there is no real convincing reason to do it.

Does replacing SIV by CCM introduce new security issues? No, I do not think so, if properly used.

I am surprised that his comes in so late; no comments and I do not see a real issue. 

The Chair discussed what to do, straw poll or vote.  Most arguments have been brought forward, so the chair suggested that a real vote seems appropriate. However, a suggestion to do a straw poll was made and there were so objections.

Straw Poll, Should TGs stick with SIV or investigate replacing it with CCM?
SIV:  10;  CCM: 10; Abstain: 6

Dan Harkins (Aruba) presented “Resolving some SAE comments” as in 11-09/754r2.

Q: Does replacing old PSK make existing implementations non-conformant? A: No, it is deprecated but should only be used from backward compatibility. In 5.8.5 the first strike out precludes existing implementations. That was not the intention.

Is the intent to remove PSK altogether or only for 11s? A: No, not to remove, but only use it for compatibility with older STAs.

Wrt SAE, it is only for negotiation of an 11s link?  A: It is in the document. 

You expand the use of SAE also for AP STA connection. Yes. It thus extends it to a normal RSN protocol, in a way similar as other authentication algorithms. Is this out of scope of what 11s should do?

Comments were solicited to further improve the contribution.

Motion, Moved to adopt the comment resolutions in submission 11-09/829r0 with column X equal to “TGs-0713” or “MAC-7/12/2009”excluding CID 180

Mover Dee Denteneer     Seconder:  Liwen Chu

Yes:  8   No: 0   Abstain: 9  (motion passes > ¾)

Meiyuan Zhao (Intel) presented “Update mesh peering protocols” as in 11-09/813r1.

r0 is on the server, r1 will be uploaded shortly.

Recess until 19:30

Session 3, Tuesday July 14, EVE session 

The Chair called the meeting to order at 19:35.

The Chair reviewed the IEEE 802 and 802.11 Policies and Procedures on Intellectual Property, including reading slide “Participants, Patents, and Duty to Inform”.  The Chair made a “Call for Potentially Essential Patents”.  

There were no responses to the call.

The Chair demonstrated how to get attendance credits.

The Chair announced that the motion passed during the AM1 meeting was invalid as only the exact draft that received the 75% approval rate can be put up for purchase. So only 3.0 could be made available, not D3.02 as was voted. We will probably have to wait for Draft 4.0.

Motion, Moved, to adopt the comments resolutions in 11-09/742r0 excluding CID 343, with “11-00/672r2” replaced by “11-09/617r2.”

Mover Dee Denteneer    Seconder: Guido Hiertz

Yes: 6   No: 0    Abstain: 3    (passes > ¾)
Jarrko presented “mesh compatible MLME.scan and MLME-join” as in 11-09/820r0.

The phrase “when a mesh STA joins the MBSS” is beyond discovery and may not fit in this paragraph. You would like a separate paragraph? Maybe sub clauses. On the other hand, this is also done like this in the base standard. We need not follow this unclear practice. OK.

The Chair proposed to divide TGs into ad hoc sub groups to work on comment resolutions. 

Straw Poll: Sub group interest?


MAC: 4  RFI: 1   Security: 3   General: 0

It was decided to divide into MAC and Security groups as follows:

MAC coordinated by Guido Hiertz

Security coordinated by Meiyuan Zhao

At 21:30, the task group was called back together again and recessed until 13:30 Wednesday.
Session 4, Wednesday July 15, PM1 

The Chair reconvened the session at 13:35.

The Chair reviewed the progress to date and the plans for the rest of the week using the Agenda presentation 11-09/661r9.

The Chair reminded all we are working under the 802.11 Patent Rules and asked if anyone was aware of any patents requiring Letters of Assurance, per slide 12 of the Agenda presentation.

There was no response.

The Chair reminded everyone to log their attendance using the Automated Attendance System.

The Chair announced an additional PM1 session on Thursday.

Harish Ramamurthy (Marvell) presented 11-09/791r3 to resolve comments related to HWMP PERR . Contribution 11-09/791r3 is not yet on the server. It will be uploaded after the presentation. The presentation highlighted the differences with the previous version. He specifically requested feedback on p7 to close the comments by Thursday.

Jarrko Kneckt presented Mesh Formation Info in 11-09/934r0. 

Q: Can you elaborate why this information is useful? A: It takes time and resources to set up a peering. This information provides advance information on the service. Q: What if there are few forwarding peers and many non-forwarding peers. How will the number of peers help there? Also, you don’t know the capability of the device. A: It all gives information. It is not always needed to use the information.

Q: You can improve the resolution by not taking the sums, and by providing individual counts.

Dee Denteneer presented 11-09/837r2 and related normative text 11-09/872r0 on MCCA related comments.

At the Chair’s suggestion, the group divided into subgroups on MAC and security as follows:

MAC coordinated by Guido Hiertz

Security coordinated by Meiyuan Zhao

The task group recombined at 15:30 and recessed until 16:00.
Session 5, Wednesday July 15, PM2 

The Chair reconvened the session at 16:05.

The Chair reminded all we are working under the 802.11 Patent Rules and asked if anyone was aware of any patents requiring Letters of Assurance, per slide 12 of the Agenda presentation.

There was no response.

The Chair reminded everyone to log their attendance using the Automated Attendance System.

Michael Bahr (Seimens) presented “Proxy Update element Revision” in 11-09/862r0.

Q: It is good to add a MIB variable as you are adding the lifetime? A: It is already there, we are just reorganizing.

Other suggestions are sought to replace the term “proxied”, which is, according to the speaker, mildly confusing if you read fast.
Motion: Moved to adopt document 11-09/857r0 as resolution to comments with CIDs 879, 914, 1080, all with counter, and update the comment resolution spreadsheet accordingly

The voting was postponed until after the presentations to give people some time to read through the document.

Gunnael Strutt presented 11-09/873r0 titled “Link metric example and MAC address reuse”.

It can be a useful feature to have a STA have the same MAC address as a collocated mesh STA. 

This can give problems with encryption, and looping. It was decided to not allow that a mesh STA shares the MAC address with a collocated STA.

Meiyuan Zhao presented “Traffic class control in MBSS” as in 11-09/876r2.

It is not settled how many traffic classes you have, the MAC group need to settle that. If you do this on a link by link basis you run into problems.

For forwarding devices you need all traffic classes anyway.

If it is mesh-wide, it must be in the profile. You can also fix it.

Motion: Moved, to add one comment to 11-09/0471r10 comment spreadsheet:

Comment to add: 
Mesh needs to figure out how to deal with traffic classes. Each needs a replay counter for protection. In infrastructure mode, it's dictated by AP. But in mesh, either need to define it as mesh-wide configuration, or let mesh STAs to negotiate in pairwise basis. 

Recommended change: 
The former makes more sense. Need submission to implement the former approach.

Adopted by Unanimous Consent.
Motion: Moved to adopt document 11-09/857r0 (“Proxy Update element revision”) as resolution to comments with CIDs 879, 914, 1080, all with counter and update the comment resolution spreadsheet accordingly.
Mover Michael Bahr     Seconder:  Meiyuan Zhao

Yes: 9   No: 0   Abstain: 1    motion passes >3/4 
It was asked to schedule a motion on 11-09/754r3 for Thursday PM1-session.

There will be an update available for 11-09/791r3. If there are technical changes it is then better to move a motion to PM1.

The Chair drew attention to some submissions by our technical editor to resolve some of the comments from the general category.

Further motions were announced on 11-09/820r2 and 11-09/834r1 for Thursday PM1 session.

We divided into security and MAC for further comment resolutions as follows:

MAC coordinated by Guido Hiertz

Security coordinated by Meiyuan Zhao
The Chair announced that he will upload a version 11 of the comment resolution spreadsheet and a new version of the agenda during the evening.

We recessed at 18:00 until 10:30 Thursday.

Session 6, Thursday July 16, AM2

The Chair reconvened the session at 10:35.

The Technical Editor could not be present due to family reason; however, he may be able to produce a new draft D3.03 

The Chair reviewed the progress to date and the plans for the rest of the week using the Agenda presentation 11-09/661r11.

The Chair reminded all we are working under the 802.11 Patent Rules and asked if anyone was aware of any patents requiring Letters of Assurance, per slide 12 of the Agenda presentation.

There was no response.

The Chair reminded everyone to log their attendance using the Automated Attendance System.
The Chair announced that comment resolution spreadsheet 11-09/471r11 had been uploaded.
Motion, Moved to adopt the comment resolutions in 11-09/837r2 (“LB 147 MCCA Comment Resolutions”) (word: 11-09/872r0) with column X non-blank and update 11-09/471 accordingly

Mover: Dee Denteneer; Seconder: Guido Hiertz

Yes: 7    No: 0    Abstain: 0    (passes > ¾)
Motion, Moved to adopt the comment resolutions in 11-09/873r1 was postponed 

Motion, Moved to adopt the comment resolutions in 11-09/471r10 with column X marked as “General20090708”. (Identical comment resolutions appear in r11)

Mover: Guenael Strutt     Seconder: Dee Denteneer

Yes: 8    No: 0    Abstain: 0    (passes > ¾)
Motion, Moved to adopt the comment resolutions in 11-09/735r2 (“Mesh Configuration IE clean up”) and adjust the comment resolution spreadsheet accordingly.
Mover: Dan Harkins    Seconder: Dee Denteneer

Yes:  8 No:  0  Abstain: 1    (passes > ¾)
Motion, Moved to adopt the comment resolutions in 11-09/736r1 (“PICs resolution text”) and adjust the comment resolution spreadsheet accordingly

Mover: Guenael Strutt     Seconder: Guido Hiertz

Yes: 8     No: 0    Abstain: 1    (passes > ¾)
Motion, Moved to adopt the comment resolutions in 11-09/856r0  (“Some more general comment resolution”)  and adjust the comment resolution spreadsheet accordingly

Mover: Dee Denteneer    Seconder: Dan Harkins

Yes: 6    No: 0    Abstain: 1    (passes > ¾)
Motion, Moved to adopt the 11-09/813r2  (“Updating Mesh peering Protocols Comments”)  to resolve comments CID 77, 78, 124, 193, 261, 255, 471, 492, 582, 763, and 787 and adjust the comment resolution spreadsheet accordingly.

Mover: Dan Harkins    Seconder: Guneael Strutt

Yes: 6    No: 0    Abstain: 1     (passes > ¾)
Further motions were announced as detailed in the agenda 661r11.

Meiyuan Zhao presented “Update MIC definition for Mesh Link Security” as in 11-09/884r2.

Q: How do you produce the 128 bits? I have to check in 11w, from which I copied the text. We can take this off-line and fix.

A poll was held to solicit interest for subgroups: General: 0, MAC: 7, RFI: 3, Security: 4

We split into subgroups for comment resolution as follows:

MAC coordinated by Guido Hiertz

Security coordinated by Meiyuan Zhao
The task group recombined and recessed until 13:30.

Session 7, Thursday July 16, PM1

The 802.11s Task Group reconvened at 13:42.

The Chair reminded all we are working under the 802.11 patent rules and asked if anyone was aware of any patents requiring letters of assurance, per slide 12 of the agenda presentation.

There was no response.

The Chair reminded everyone to log their attendance using the automated attendance system. 

Motion, moved to adopt the comment resolutions in 11-09/471r11 with column X equal to RFI-AM1

Mover: Guido R. Hiertz   
Seconded: Jarkko Kneckt

Yes: 9
 No: 0
Abstain: 0    (passes > ¾)
Motion, moved to adopt the comment resolutions in 11-09/791r4 (“TGs LB 147 Submission for Resolutions of Comments Related to HWMP PERR”) updating the comment resolution spreadsheet appropriately.

Mover: Harish Ramamurthy
Seconded: Guido R. Hiertz

Yes: 8
 No: 0
Abstain: 0    (passes > ¾)
Meiyuan Zhao presented 11-09/855r2 (“Security Subgroup Comment Resolutions”).
Meiyuan reviewed the document that provides resolutions to security related comments. 

Motion, moved to adopt the comment resolutions in 11-09-820r2 (“Mesh Compatible MLME-Scan and MLME-Join”) updating the comment resolution spreadsheet appropriately.

Mover: Jarkko Kneckt
Seconded: Guido R. Hiertz

Yes: 7
No: 0
Abstain: 1    (passes > ¾)
Motion, moved to adopt the comment resolutions in 11-09/873r1 (“Link metric example and MAC address re-use”) closing CIDs 499, 643, and 908 with “Counter” and updating the comment resolution spreadsheet accordingly.

Mover: Guido R. Hiertz;
Seconded: Dan Harkins

Yes: 8
No: 0
Abstain: 0    (passes > ¾)
(There was a brief pause until 14:14 to meet the three hour rule on the following motion.)

Motion, moved to adopt the comment resolutions in 11-09/754r3 (“Resolving Some SAE Comments”) updating the comment resolution spreadsheet accordingly.

Mover:
Dan Harkins;
Seconded: Guido R. Hiertz

Yes: 8 
No: 0
Abstain: 0    (passes > ¾)
Jarkko Kneckt presented 11-09/880r1 (“Mesh data frame clarifications”). The document discusses power save related comments.

Motion, moved to adopt the comment resolutions in 11-09/880r1 (“Mesh data frame clarifications”) updating the comment resolution spreadsheet accordingly.

Moved: Jarkko Kneckt
Seconded: Javier Cardona

Yes: 7
No: 0
Abstain: 0     (passes > ¾)
The group recessed at 14:26 until 16:00.

Session 7, Thursday July 16, PM2

The 802.11s Task Group reconvened at 16:02.

The Chair reminded all we are working under the 802.11 patent rules and asked if anyone was aware of any patents requiring letters of assurance, per slide 12 of the agenda presentation.

There was no response.

The Chair reminded everyone to log their attendance using the automated attendance system.

Motion, moved to adopt document 11-09/0855r2 (“Security Subgroup Comment Resolutions”) to resolve comments CID 115, 116, 124, 278, 279, 280, 281, 282, 283, 284, 285, 352, 447, 485, 537, 806, 864 and incorporate all updated in the spreadsheet to the latest LB147 comment spreadsheet.

Moved:
Dan Harkins
Seconded: Guido R. Hiertz

Yes: 7
No: 0
Abstain: 4   (passes > ¾)
Motion, moved to adopt document 11-09/0884r2 (“Update MIC definition for Mesh Link Security”) resolving CID 443 and updating the comment resolution spreadsheet appropriately.

Moved: Dan Harkins
Seconded: Jesse Walke

Yes: 7
No: 0
Abstain: 3    (passes > ¾)
The Chairman presented 11-09/0811r1. Discussion of the process.

It was proposed to have the option of holding an ad hoc meeting before the September meeting. The Chair agreed that ad hoc meetings are very effective at making more rapid progress but doubted that people would attend.

Straw poll: Should we schedule an ad hoc TGs meeting before the Waikoloa 802.11 meeting?

Yes: 2
No: 2
Don’t care: 12

The Chair asked for a show of hand of those in the room who think they would attend such an ad hoc. Only 1 ½ people raised their hands.

The group debated about teleconferences.

Straw poll: When should teleconferences be held?

1st straw poll
10am: 5

4pm: 5

5pm: 3

6pm: 1

2nd straw poll
10am: 6

4pm: 3

Motion, moved to schedule TGs teleconferences on July 29, August 19, September 16 at 10am for a maximum of 90 minutes to resolve comments and discuss agendas.

Adopted by unanimous consent.

Motion, moved to reject comment #1111 with reason “Task Group intends to do this when draft is more mature.”

Adopted by unanimous consent with the commenter being physically and mentally present in the room.

Motion, moved to direct the Editor to produce one or more revisions of the Draft so as to incorporate all changes and comment resolutions adopted before the end of this session.

Adopted by unanimous consent.
On behalf of the Task Group, Michael Bahr presented a farewell, including a custom cap and a card, to our Chairman, Donald E. Eastlake III, because he unfortunately cannot attend 802.11s any longer. The group thanked Donald for his support and guidance since the very beginning of Task Group 802.11s. Donald first presided at the Mesh Study Group meeting in May 2004 and has presided at all 31 regular Mesh Task Group meeting (and most ad hoc meetings) from July 2004 to this meeting, except for the meeting two months ago in Montreal where Stuart Kerry presided. Donald received a standing ovation from the attendees in the room.

The meeting was adjourned.
Abstract


Minutes of the meeting of the IEEE 802.11 Mesh Networking Task Group held at the Hyatt Regency in San Francisco, July 12-16 2009, under the TG Chairmanship of Donald Eastlake III (Stellar Switches). Dee Denteneer (Philips) took the minutes for most sessions and Guido Hiertz (Phillips) took them for the last two sessions. They were reviewed and edited by Donald Eastlake III.  The final Agenda for the meeting is in submission 11-09/661r13. The Closing Report is in submisson 11-09/901r0.
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