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Note to editor: Updates introduced in this document is tracked in changes:

Remove clause 7.3.1.33
Update Table 7-26 as indicated in the following:

	· Element IDs 

	Information element
	Element ID
	Total length of element in octets including the Type and Length octets
	Extensible

	Mesh Configuration Error! Reference source not found.
	· 
	26
	

	Mesh ID Error! Reference source not found.
	· 
	2 to 34
	

	Mesh Link Metric Report Error! Reference source not found.
	· 
	3 to 257
	

	Congestion Notification Error! Reference source not found. 
	· 
	10
	

	Peering Management Error! Reference source not found.
	· 
	5 to 9
	

	Supported MBSS Regulatory Classes and Channels Error! Reference source not found.
	· 
	5 to 257
	

	Mesh Channel Switch Announcement Error! Reference source not found.
	· 
	9
	

	Mesh Awake Window Error! Reference source not found.
	· 
	4
	

	Beacon Timing Error! Reference source not found.
	· 
	7 to 257
	

	MCCAOP Setup Request Error! Reference source not found.
	· 
	7
	

	MCCAOP Setup Reply Error! Reference source not found.
	· 
	4 or 8
	

	MCCAOP Advertisements Error! Reference source not found.
	· 
	3 to 257
	

	MCCAOP Reservation Teardown Error! Reference source not found.
	· 
	3 or 9
	

	Portal Announcement (PANN) Error! Reference source not found.
	· 
	15
	

	Root Announcement (RANN) Error! Reference source not found. 
	· 
	19
	

	Path Request (PREQ) Error! Reference source not found.
	· 
	39 to 257
	

	Path Reply (PREP) Error! Reference source not found.
	· 
	33 or 39
	

	Path Error (PERR) Error! Reference source not found.
	· 
	14 to 254
	

	Proxy Update (PU) Error! Reference source not found.
	· 
	11 to 251
	

	Proxy Update Confirmation (PUC) Error! Reference source not found.
	· 
	10
	

	Authenticated Peering Exchange Error! Reference source not found.
	· 
	86 to 257
	

	Mesh Peering Protocol Version Error! Reference source not found.
	· 
	3
	

	MIC (see 7.3.2.108)
	<ANA 40>
	10
	


Insert at the end of sub clause 7.3.2.107 the new sub clause 7.3.2.108 as follows:
7.3.2.108 MIC information element

The MIC information element (MIE) provides message integrity to Peering Management frames. Figure s51 shows the MIE format.
	Element ID
	Length
	MIC

	Octets: 1
	1
	8

	Figure s51—MIC information element format


The value of the Element ID field is <ANA 40>.

The Length field is set to 8.

The MIC field contains a message integrity code calculated over the Peering Management frame as specified in 11C.3.2.4.
Update clause 7.4.12.1 as indicated in the following:
· Peering Open frame format

The Peering Open frame is used to open a peering using the procedures defined in Error! Reference source not found.. The frame body of a Peering Open frame contains the information shown in Peering Open frame body 
	· Peering Open frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Mesh Peering Protocol Version
	

	· 
	Capability
	

	· 
	Supported rates
	

	· 
	ERP information
	The ERP Information element is present if ERP mesh STA detects NonERP STAs in its vicinity, and is optionally present otherwise.

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.

	· 
	Power Capability
	The Power Capability element is present if dot11SpectrumManagementRequired is true.

	· 
	Supported Channels
	The Supported Channels element is present if dot11SpectrumManagementRequired is true and dot11ExtendedChannelSwitchEnabled is false.

	· 
	RSN
	The RSN information element is present only if dot11RSNAEnabled is set to TRUE.

	· 
	Mesh ID
	

	· 
	Mesh Configuration 
	

	· 
	Peering Management
	The subtype of the Peering Management element is set to 0.

	· 
	Authenticated Peering Exchange
	The Authenticated Peering Exchange element is present when dot11MeshSecurityActivated is true.

	· 
	
	

	15
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	16
	HT Information
	The HT Information element is included when dot11HighThroughputOptionImplemented is true.

	17
	Extended Capabilities element
	The Extended Capabilities element is present if the dot112040BSSCoexistenceManagementSupport is true and is optionally present otherwise.

	18
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is present when the dot112040BSSCoexistenceManagementSupport is true.

	19
	Supported MBSS Regulatory Classes and Channels
	The Supported MBSS Regulatory Classes and Channels element is present if dot11ExtendedChannelSwitchEnabled is true.

	20
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.

	Last
	MIC
	The MIC element (MIE) is present when dot11MeshSecurityActiviated is true


The Category field is set to the value in Error! Reference source not found. for category Mesh Peering Management.

The Action field is set to the value in Error! Reference source not found. for this action frame type.
If present, MIC element (MIE) appears at the end of the Peering Open frame.
Update clause 7.4.12.1 as indicated in the following:

· Peering Confirm frame format

The Peering Confirm frame is used to confirm a peering using the procedures defined in Error! Reference source not found.. The frame body of a Peering Confirm frame contains the information shown in Peering Confirm frame body .

	· Peering Confirm frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Mesh Peering Protocol Version
	

	· 
	Capability
	

	· 
	AID
	

	· 
	Supported rates
	

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.

	· 
	RSN
	The RSN information element is present only when dot11RSNAEnabled is set to TRUE.

	· 
	Mesh Configuration 
	

	· 
	Peering Management
	The subtype of the Peering Management element is set to 1.

	· 
	Authenticated Peering Exchange
	The Authenticated Peering Exchange element is present when dot11MeshSecurityActivated is true.

	· 
	
	

	12
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	13
	HT Information
	The HT Information element is included when dot11HighThroughputOptionImplemented is true.

	14
	Extended Capabilities element
	The Extended Capabilities element is present if the dot112040BSSCoexistenceManagementSupport is true, and is optionally present otherwise.

	15
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is present when the dot112040BSSCoexistenceManagementSupport is true.

	16
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.

	Last
	MIC
	The MIC element (MIE) is present when dot11MeshSecurityActivated is true.


The Category field is set to the value in Error! Reference source not found. for category Mesh Peering Management.

The Action field is set to the value in Error! Reference source not found. for this action frame type.

If present, MIC element (MIE) appears at the end of the Peering Confirm frame.

Update clause 7.4.12.1 as indicated in the following:

· Peering Close frame format

The Peering Close frame is used to close a peering using the procedures defined in Error! Reference source not found.. The frame body of a Peering Close frame contains the information shown in Peering Close frame body .

	· Peering Close frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Mesh Peering Protocol Version
	

	· 
	Mesh ID
	

	· 
	Reason code
	

	· 
	Peering Management
	The subtype of the Peering Management Element is set to 2.

	· 
	Authenticated Peering Exchange
	The Authenticated Peering Exchange element is present when dot11MeshSecurityActivated is true.

	· 
	
	

	8
	Vendor Specific
	Optionally present: one or more vendor-specific information elements. This information element follows all other information elements.

	Last
	MIC
	The MIC element (MIE) is present when dot11MeshSecurityActivated is true.


The Category field is set to the value in Error! Reference source not found. for category Mesh Peering Management.

The Action field is set to the value in Error! Reference source not found. for this action frame type.
If present, MIC element (MIE) appears at the end of the Peering Close frame.
Insert at the end of sub clause 11C.3.2.3 the new sub clause 11C.3.2.4 as follows and renumber the sub clauses in the rest of clause 11C.3.2.

11C.3.2.4 Constructing and Verifying MIC

AKCK derived from the chosen PMK for the authenticated peering exchange instance shall be used to compute and verify the MIC value. AES-128 in CMAC Mode shall be used for MIC computation. NIST SP 800-38B defines the CMAC algorithm. Authenticated Peering Exchanage uses AES with a 128-bit integrity key and a 128-bit block size, and a CMAC TLen value of 128 (16 octets). The CMAC output is truncated to 64 bits:

                                                 MIC = L(CMAC Output, 0, 64)                                           (1)

Where L is defined in 8.5.1.

When constructing the MIC information element (MIE) for the Peering Management frame, the mesh STA shall

· Construct the MIE (see 7.3.2.108) with the MIC field masked to zero.

· Compute AES-128-CMAC over the concatenation of (localMAC || peerMAC || Peering Management Frame Body including MIE), and insert the 64-bit output into the MIE MIC field.

When verifying the MIC on the received Peering Management frame, the mesh STA shall verify the received PMKID from the Chosen PMK element matches the chosen PMK for the authenticated peering exchange instance by the mesh STA. The mesh STA then shall
· Extract and save the received MIC value.

· Compute the AES-128-CMAC over the concatenation of (peerMAC || localMAC || Peering Management Frame Body including MIC) with the MIC field masked to zero in the MIE.

· If the result does not match the received value, the MIC verification fails.
Update clause 11C.3.2.4.2 as indicated below

· Peering Open frame contents for Authenticated Peering Exchange

A mesh STA initiates the establishment of a peering and Mesh TKSA with a candidate peer mesh STA by sending a Peering Open frame to the candidate peer mesh STA. In addition to contents for establishing a peering as specified in Error! Reference source not found., the Peering Open frame shall contain the following:

· Mesh Peering Protocol Version, which shall be set to 00-0F-AC:Error! Reference source not found. “Authenticated Peering Exchange Protocol”.

· In the RSN information element

· The Group Cipher Suite field shall be set to the cipher suite selector that the mesh STA uses for protecting its group addressed traffic.

· The Pairwise Cipher Suite Count field shall be set to the number of cipher suite selectors in the Pairwise Cipher Suite list field.

· The Pairwise Cipher Suite List field shall contain a series of cipher suite selectors that indicate the pairwise cipher suites that the mesh STA could support for protecting individually addressed traffic. The list is ordered by the priority decided by the mesh STA (see Error! Reference source not found.). 

· In the Authenticated Peering Exchange element

· The Selected Pairwise Cipher Suite field shall be set to the first cipher suite selector in the Pairwise Cipher Suite List field in RSN information element.

· The Chosen PMK field shall be set to PMKName that identifies the Mesh PMKSA the mesh STA established with the candidate peer mesh STA.

· The Local Nonce field shall be set to the localNonce value generated by the mesh STA for identifying the current peering instance.

· The Peer Nonce field shall be set to 0.

· The GTKdata field shall be present and shall contain the KDE data for the mesh STA’s GTK. The GTK wrapping is specified in Error! Reference source not found..

· The MIC information element shall be constructed and set according to 11C.3.2.4.

· 
· 
· 
· 
Update clause 11C.3.2.4.3 as indicated in the following:

· Processing Peering Open frames for Authenticated Peering Exchange

On receiving a Peering Open frame, the mesh STA shall verify the MIC on the received frame according to 11C.3.2.4. The received frame shall be discarded if the MIC verification fails.

The received frame shall be rejected if the security capability selection fails (see Error! Reference source not found.). The OPN_RJCT event shall be invoked to the corresponding Authenticated Peering Exchange finite state machine.

If none of the above failures occur and the candidate peer mesh STA’s GTK has not been unwrapped, the mesh STA may proceed to perform key unwrapping operation to extract the peer mesh STA’s GTK value, as specified in Error! Reference source not found.. If this operation fails, the peering instance shall be aborted. The OPN_RJCT event shall be invoked to the corresponding Authenticated Peering Exchange finite state machine and the reason code “MESH-INVALID-GTK” is generated.

If all above operations succeeds, the mesh STA shall proceed to process the Peering Open frame on basic parameters as specified in Error! Reference source not found. and Error! Reference source not found..

· Peering Confirm frame content for Authenticated Peering Exchange

When sending a Peering Confirm frame in response to a Peering Open frame, the constructed Peering Confirm frame shall contain the following in addition to contents for establishing a peering as specified in Error! Reference source not found.. 

· Mesh Peering Protocol Version, which shall be set to 00-0F-AC:Error! Reference source not found. “Authenticated Peering Exchange Protocol”.

· The RSN information element shall be set to the same values as sent in the Peering Open frame.

· In the Authenticated Peering Exchange element

· The Selected Pairwise Cipher Suite field shall be set to the cipher suite selector that indicates the successfully selected pairwise cipher suite (specified in Error! Reference source not found.).

· The Peer Nonce field shall be set to the nonce value chosen by the peer mesh STA as received in the Local Nonce field in the Peering Open frame from the candidate peer mesh STA.

· The GTKdata field shall not be present.

· The rest of fields are set to the same values sent in the Peering Open frame.

· The MIC information element shall be constructed and set according to 11C.3.2.4.


· 
· 
· 
· 
· Processing Peering Confirm action frames

On receiving a Peering Confirm frame, the mesh STA shall verify the MIC on the received frame according to 11C.3.2.4. The received frame shall be discarded if the MIC verification fails.

If the above procedures succeed, the following operations shall be performed in order:

· The Chosen Pairwise Cipher Suite is checked. If the security capability selection has been done and the received Chosen Pairwise Cipher Suite value is not the same as the selected value, the mesh STA shall reject the received frame and the CNF_RJCT event is invoked to the corresponding Authenticated Peering Exchange finite state machine with the failure reason code MESH-INVALID-SECURITY-CAPABILITY. 

· The Group Cipher Suite is checked. If the received group cipher suite is not supported by the mesh STA, the mesh STA shall reject the received Peering Confirm frame and the CNF_RJCT event is invoked to the corresponding Authenticated Peering Exchange finite state machine with the failure reason code MESH-INVALID-SECURITY-CAPABILITY.

· If none of the above is true and the candidate peer mesh STA’s GTK has not been unwrapped, the mesh STA may proceed to perform key unwrapping operation to extract the peer mesh STA’s GTK value, as specified in Error! Reference source not found.. If this operation fails, the peering instance shall be aborted. The OPN_RJCT event shall be invoked to the corresponding Authenticated Peering Exchange finite state machine and the reason code MESH-INVALID-GTK is generated.

If none of the above cases is true, the mesh STA shall proceed to process the Peering Confirm action frame on basic parameters as specified in Error! Reference source not found. and Error! Reference source not found..

· Peering Close frame content for Authenticated Peering Exchange

When sending a Peering Close frame, the mesh STA shall generate additional information for Authenticated Peering Exchange, specified as following:

· Mesh Peering Protocol Version shall be set to 00-0F-AC:Error! Reference source not found. “Authenticated Peering Exchange Protocol”.

· In the Authenticated Peering Exchange element

· The Selected Pairwise Cipher Suite field shall be set to the same value as sent in the Peering Open frame.

NOTE—If the reason for sending the Peering Close is the pairwise cipher suite selection failure, the information in this field is used to inform the candidate peer mesh STA what was announced by the mesh STA for the peering instance.

· The Chosen PMK field shall be set to the same value as sent in the Peering Open frame.

· The Local Nonce field shall be set to the same value as sent in the Peering Open frame.

· The Peer Nonce field shall be set to the same value as received in the Local Nonce field of the Authenticated Peering Exchange of the incoming Peering Management frame from the candidate peer mesh STA. 

· The MIC information element shall be constructed and set according to 11C.3.2.4.


· 
· 
· 
· 
· Processing Peering Close action frames

On receiving a Peering Close frame, the mesh STA shall verify the MIC on the received frame according to 11C.3.2.4. The received frame shall be discarded if the MIC verification fails.

If MIC verification succeeds, the mesh STA shall proceed to process the Peering Close frame on basic parameters as specified in Error! Reference source not found. and Error! Reference source not found..




Abstract


This submission resolves comment CID 443 based on discussion in security sub-group on 2009-07-15.





Summary of the changes:


remove key name from MIC definition


change MIC field to MIC information element


add a subclause for MIC construction and verification for APE


Update the peering management frame construction and processing accordingly





 


Note: r2 updates clause 11C.3.2.4 to clarify that output of MIC is truncated to 64 bits.





Baseline: 802.11s Draft 3.02.
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