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11.3 STA authentication and association

11.3.0a General

A STA keeps two state variables for each STA with which direct communication via the WM is needed:

— Authentication state: The values are unauthenticated and authenticated.

— Association state: The values are unassociated and associated.

These two variables create three four local states for each remote STA:

— State 1: Initial start state, unauthenticated, unassociated.

— State 2: Authenticated, not associated.

— State 3: Authenticated and associated (Pending RSN Authentication).
— State 4: Authenticated and associated
The relationships between these STA state variables, states and the services are given in Figure 11-6 (Relationship

between state variables
 and services).

Replace Figure 11-6 : with the following figure
.
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The current state existing between the source and destination STAs determines the IEEE 802.11 frame types that may be exchanged between that pair of STAs (see Clause 7 (Frame formats)). The state of the sending STA given by Figure 11-6 (Relationship between state variables and services) is with respect to the intended receiving STA.  A given STA can have muiltple relationships with other STAs at the same time, and therefore can be in different states with respect to each of those STAs as intended recipients at the same time. The allowed frame types are grouped into classes and the classes correspond to the STA state. In State 1, only Class 1 frames are allowed. In State 2, either Class 1 or Class 2 frames are allowed. In State 3 and 4, all frames are allowed (Classes 1, 2, and 3).  The frame classes are defined as follows
:
a) Class 1 frames
 (permittedallowed from within States 1, 2, and 3)
1) Control frames

i) Request to sSend RTS
ii) Clear to sSend CTS
iii) Acknowledgment ACK
iv) Contention-Free (CF)-End+ACK

v) CF-End

vi) Within an IBSS, Block Ack (BlockAck)

vii) Within an IBSS, Block Ack Request (BlockAckReq)

2) Management frames

i) Probe rRequest/rResponse

ii) Beacon

iii) Authentication: Successful authentication enables a STA to exchange Class 2 frames. Unsuccessful authentication leaves the STA in State 1.
iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes the STA’s state to State 1. The STA shall become authenticated again prior to sending Class 2 frames. Deauthentication notification when in State 3 implies disassociation as well.
v) ATIM
vi) Public Action
vii) Within an IBSS, all Action frames

3) Data frames

i) Data frames between STAs in an IBSS with frame control (FC) bits “To DS” and “From DS” both false.

b) Class 2 frames (if and only if authenticated; allowed from within States 2 and 3 only)
1) Management frames

i) Association rRequest/rResponse: Successful association enables Class 3 frames.Unsuccessful association leaves STA in State 2.

. 
ii) Reassociation rRequest/rResponse: Successful reassociation enables Class 3 frames.Unsuccessful reassociation leaves the STA in State 2 (with respect to the STA that was sent the reassociation message). Reassociation frames shall only be sent if the sending STA is already associated in the same ESS.
iii) Disassociation: Disassociation notification when in State 3 changes a STA’s state to State 2. This STA shall become associated again.
If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is not authenticated with STA A, STA A shall disallow the received Class 2 frame and send a dDeauthentication frame to STA B.

c) Class 3 frames (if and only if associated; allowed only from within State 3)
1) Data frames

i) subtypes: Data frames allowed, i.e., either the “To DS” or “From DS” FC bits may be set to true to utilize the DSS.
ii) QoS data subtypes allowed to/from non-AP STA(s) that are associated with AP(s).

iii) Data frames between STAs in an infrastructure BSS with FC bits “To DS” and “From DS” both false.
2) Management frames

Editor’s Note: .11y shows insertion of text present in .11k. This insertion ignored.
i) Within an infrastructure BSS, all Action frames except the following frames
A) Public Actionthose which are Class 1 or Class 2 frames
3) Control frames

i) Power save (PS)-Poll

ii) Within an infrastructure BSS, Block Ack (BlockAck)

iii) Within an infrastructure BSS, Block Ack Request (BlockAckReq)
If STA A in receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is authenticated but not associated with STA A, STA A shall disallow the received Class 3 frame and send a dDisassociation frame to STA B.

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is not authenticated with STA A, STA A shall disallow the received Class 3 frame and send a dDeauthentication frame to STA B.

Class 2 and Class 3 frames are not allowed in an IBSS.  If a STA in an IBSS receives a Class 2 or Class 3 frame, it shall ignore the frame.
Do not indent the following or previous paragraph
(The use of the word “receive” in subclause 11.3 refers to a frame that meets all of the filtering criteria specified in Clause 8 (Security) and Clause 9 (MAC sublayer functional description).)

11.3.1 Authentication and deauthentication

11.3.1.0a General

This subclause describes the procedures used for IEEE 802.11 authentication and deauthentication. The states used in this description are defined in 11.3.0a.

Successful authentication enables a STA to exchange Class 2 frames. Unsuccessful authentication leaves the STA in State 1.Unsuccessful authentication sets the STA's state to State 1.
 Successful authentication sets the STA's state to State 2. If previously in State 3 or 4, the STA shall become associated again prior to sending Class 3 frames. Authentication notification when in State 3 or 4 implies disassociation as well.
Deauthentication notification sets the STA’s state to State 1. The STA shall become authenticated again prior to sending Class 2 frames. Deauthentication notification when in State 3 or 4 implies disassociation as well.
For Example, If STA A in an infrastructure BSS receives a Class 2 or Class 3 frame from STA B that is not authenticated with STA A (i.e. the state for STA B is State 1), STA A shall discard the frame.  If the frame has a unicast address in the Address 1 field, it shall send a Deauthentication frame to STA B.
Authentication is optional in an IBSS
.  In an infrastructure BSS, authentication is required and APs do not initiate authentication
.

11.3.1.1 Authentication—originating STA

If the requested authentication mechanism is other than FT authentication, the SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME‑DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) before invoking the MLME-AUTHENTICATE.request primitive.

Upon receipt of an MLME-AUTHENTICATE.request primitive, the originating STA shall authenticate with the indicated STA using the following procedure:

Editor’s Note: Dashed list in .11r turned into a numbered list
a) In an ESS, or optionally in an IBSS, tThe STA shall execute one of the following:

1) For the Open System or Shared Key authentication algorithm, the authentication mechanism described in 8.2.2.2 (Open System authentication) or 8.2.2.3 (Shared Key authentication), respectively.

2) For the FT authentication algorithm in an ESS, the authentication mechanism described in 11A.5 (FT Protocol).

b) If the authentication was successful within the AuthenticateFailureTimeout, the state for the indicated STA shall be set to State 2, else it shall be set to State 1.

c) The STAMLME shall issue an MLME-AUTHENTICATE.confirm primitive to inform the SME of the result of the authentication.

If the requested authentication mechanism is other than FT authentication, the STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME‑DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) before invoking the MLME-AUTHENTICATE.request primitive.

11.3.1.2 Authentication—destination STA
If the requested authentication mechanism is other than FT authentication, the SME shall delete any PTKSA and temporal keys held for communication with the originating STA by using the MLME‑DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) upon receiving an MLME-AUTHENTICATE.indication primitive.

Upon receipt of an Authentication frame with authentication transaction sequence number equal to 1, the destination STA shall authenticate with the indicatedoriginating STA using the following procedure:

@) The MLME shall issue an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request.
@@) Upon receipt of an MLME-AUTHENTICATE.response primitive, if the ResultCode was not “success,” the STA shall transmit the Authentication frame with authentication transaction sequence number equal to 2 with a status code, as defined in 7.3.1.9, other than “successful,” and the state for the originating STA shall be set to State 1.

Editor’s Note: Dashed list in .11r turned into a numbered list
a) If the ResultCode in the MLME-AUTHENTICATE.response primitive was “success,” tThe STA shall execute one of the following:

1) For the Open System or Shared Key authentication algorithm, the authentication mechanism described in 8.2.2.2 (Open System authentication) or 8.2.2.3 (Shared Key authentication), respectively.

2) For the FT authentication algorithm in an ESS, the authentication mechanism described in 11A.5 (FT Protocol).

b) If the authentication was successful, the state for the indicatedoriginating STA shall be set to State 2, else it shall be set to State 1.

c) If the destination STA is an AP, its SME shall inform the DS of the disassociation, if the state for the originating STA was State 3 or 4 The STA shall issue an MLME-AUTHENTICATE.confirm primitive to inform the SME of the result of the authentication.
If the requested authentication mechanism is other than FT authentication, the SME shall delete any PTKSA and temporal keys held for communication with the indicatedoriginating STA by using the MLME‑DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) upon receiving an MLME-AUTHENTICATE.indication primitive.

If the STA is in an IBSS, if the SME decides to initiate an RSNA, and if the SME does not know the security policy of the peer, it may issue a unicast Probe Request frame to the peer by invoking an MLME‑SCAN.request primitive to discover the peer’s security policy.

11.3.1.3 Deauthentication—originating STA

The SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME‑DEAUTHENTICATE.request primitive.

Upon receipt of an MLME-DEAUTHENTICATE.request primitive, the originating STA shall deauthenticate with the indicated STA using the following procedure:

a) If the state for the indicated STA is in State 2 or State 3 or 4, the STA shall sendtransmit a Deauthentication frame to the indicated STA.

@) If any reason code other than the “unspecified reason” code from Table 7-22 (Reason codes) of 7.3.1.7 (Reason Code field) is appropriate for indicating the reason for the deauthentication, the STA shall indicate that reason code. The use of the “unspecified reason” reason code shall indicate the indicated STA was deauthenticated for a reason unrelated to every other defined reason code defined in Table 7-22 (Reason codes).
b) The state for the indicated STA shall be set to State 1.

c) The STAMLME shall issue an MLME-DEAUTHENTICATE.confirm primitive to inform the SME of the completion of the deauthentication.

d) If the STA is an AP, its SME shall inform the DS of the disassociation, if the state for the indicated STA was State 3 or 4.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME‑DEAUTHENTICATE.request primitive.

11.3.1.4 Deauthentication—destination STA

The SME shall delete any PTKSA and temporal keys held for communication with the originating STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) upon receiving an MLME‑DEAUTHENTICATE.indication primitive.

Upon receipt of a Deauthentication frame from a STA for which the state is State 2, 3 or 4, the destination STA shall deauthenticate with the indicatedoriginating STA using the following procedure:

a) The state for the indicatedoriginating STA shall be set to State 1.

b) The STAMLME shall issue an MLME-DEAUTHENTICATE.indication primitive to inform the SME of the deauthentication.

c) If the STA is an AP, its SME shall inform the DS of the disassociation, if the state for the originating STA was State 3 or 4.

The SME shall delete any PTKSA and temporal keys held for communication with the indicatedoriginating STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) upon receiving an MLME‑DEAUTHENTICATE.indication primitive
.

11.3.2 Association, reassociation, and disassociation

11.3.2.0a General

This subclause defines how a STA associates and reassociates with an AP and how it disassociates from it.

This subclause describes the procedures used for IEEE 802.11 association, reassociation and disassociation. 
The states used in this description are defined in 11.3.0a.

Successful association enables a STA to exchange Class 3 frames. Unsuccessful association when not in State 1 sets the STA's state to State 2. Successful association sets the STA's state to State 3 or 4 
Successful reassociation enables a STA to exchange Class 3 frames. Unsuccessful reassociation when not in State 1 sets the STA’s state to State 2 (with respect to the AP that was sent the Reassociation Request (which may be the current STA)). Successful reassociation sets the STA's state to State 3 or 4 (with respect to the AP that was sent the Reassociation Request). Successful reassociation when not in State 1 sets the STA's state to State 2 (with respect to the current AP, if this is not the AP that was sent the Reassociation Request).  Reassociation shall only be performed if the originating STA is already associated in the same ESS.
Disassociation notification when not in State 1 sets the STA’s state to State 2.  The STA shall become associated again prior to sending Class 3 frames.
For example, If STA A in an infrastructure BSS receives a Class 3 frame from STA B that is authenticated but not associated with STA A (i.e. the state for STA B is State 2), it shall discard the frame.  If the frame has a unicast address in the Address 1 field, it shall send a Disassociation frame to STA B.

 
Association is not applicable in an IBSS. In an infrastructure BSS, association is required and APs do not initiate association.
11.3.2.1 STA association procedures
The SME shall delete any PTKSA and temporal keys held for communication with the AP by using the MLME‑DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) before invoking the MLME-ASSOCIATE.request primitive.

Upon receipt of an MLME-ASSOCIATE.request primitive, a STA shall associate with an AP using the following procedure:

@) If the state for the AP is State 1, the STA shall inform the SME of the failure of the association by issuing an MLME-ASSOCIATE.confirm primitive.

a) The STA shall transmit an Association Request frame to anthe AP with which that STA is authenticated. If the MLME-ASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Association Request frame.

b) If an Association Response frame is received with a status code of “successful,” the state for the AP shall be set to State 34 or State 3 if RSNA Establishment is required,.  The state for any other AP which is State 3 or 4 prior to the association request shall be set to State 2
, and the MLME shall issue an MLME-ASSOCIATE.confirm primitive indicatingto inform the SME of the successful completion of the operationassociation.

c) If an Association Response frame is received with a status code other than “successful” or the AssociateFailureTimeout expires, the state for the AP shall be set to State 2, and tThe MLME shall issue an MLME-ASSOCIATE.confirm primitive indicatingto inform the SME of the failure of the operationassociation. The status code returned in the Association Response frame indicates the cause of the failed association attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as basic rates that the STA did not indicate as supported in the STA’s Supported Rates information element, shall be corrected before the SME issues an MLME-ASSOCIATE.request primitive for the same AP. If the status code indicates the association failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME‑ASSOCIATE.request primitive for the same AP until a period of at least 2 s has elapsed.

d) ) If an Association Response frame is received with a status code of “successful,”  and RSNA is required, and the STA is in State 3, then the SME shall establish an RSNA. After a successful 4-way handshake, the STA shall transition to state 4.
e) When the STA is set to State 4,  the SME shall enable protection by callinginvoking MLME‑SETPROTECTION.request(Rx_Tx) primitive with ProtectType set to “Rx_Tx”, or it shall do nothing if it does not wish to secure communication
The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME‑DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) before invoking  MLME-ASSOCIATE.request primitive.

11.3.2.2 AP association procedures
The SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) upon receiving an MLME-ASSOCIATE.indication primitive.
Upon receipt ofWhen an Association Request frame is received from a STA for which the state is State 2 3 or 4, the AP shall associate with the STA using the following procedure:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the association procedure.

ab) In an RSNA, the AP shall check the values received in the RSN information element to see whether the values received match the AP’s security policy. If not, the association shall not be accepted.
b) The MLME shall issue an MLME-ASSOCIATE.indication primitive to inform the SME of the association request.

c) Upon receipt of an MLME-AssociateASSOCIATE.response service primitive, the AP shall transmit an Association Response frame with a status code as defined in 7.3.1.9 to the STA.  If the status code is “successful,” the association identifier assigned to the STA shall be included in the response.

d) When the status code of the association is not “successful,” the AP shall indicate a specific reason for the failure to associate in the status code of the Association Response frame. If any status code from Table 7-23 (Status codes) in 7.3.1.9 (Status Code field) is an appropriate reason for the failure to associate, the AP shall indicate that status code. The use of the “unspecified reason” status code shall indicate the association failed for a reason that is unrelated to every other defined status code in Table 7-23 (Status codes).  The state for the STA shall be set to State 2.
e) When the Association Response frame with a status code of “successful” is acknowledged by the STA
,, the STA is considered to be associated with this AP. The state for the STA shall be set to State 4, or State 3 if RSNA establishment is required. 

g) If the state variable of the STA is set to State3, upon a successful completion of a 4-way handshake, the state variable for the STA shall be set to 4. 
h) After the state variable for the STA has been set ot State 4, the SME shall enable protection by callinginvoking MLME‑SETPROTECTION.request(Rx_Tx) primitive with ProtectType set to “Rx_Tx”, or it shall do nothing if it does not wish to secure communication.

g) The SME willshall inform the DS of any changes in the association state., if the status value of the association is “successful.”
.

The SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) upon receiving an MLME-ASSOCIATE.indication primitive.

11.3.2.3 STA reassociation procedures
Except when the association is part of a fast BSS transition, the SME shall delete any PTKSA and temporal keys held for communication with the AP by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) before invoking the MLME‑REASSOCIATE.request primitive.

Upon receipt of an MLME-REASSOCIATE.request primitive, a STA shall reassociate with an AP viausing the following procedure:

a) If the state variable is in State 1STA is not associated in the same ESS or the state for the new AP is State 1, the STA shall inform the SME of the failure of the reassociation by issuing an MLME-REASSOCIATE.confirm primitive.

b) The STA shall transmit a Reassociation Request frame to the new AP. If the MLME‑REASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Reassociation Request frame.  Otherwise, …?  (Something about a MLME-REASSOCIATE.confirm(INVALID_PARAMETERS) if more than one suite is provided?  Why bother with this detail here at all?  Although, where else would it go?)

c) If a Reassociation Response frame is received with a status code of “successful,” the state for the AP shall be set to State 4, or State 3 if RSNA establishement is required with respect to the new AP and, unless the old AP and new AP are the same, to State 2 with respect to the old AP, and the MLME shall issue an MLME-REASSOCIATE.confirm primitive to inform the SME of the successful completion of the operationreassociation.

d) If a Reassociation Response frame is received with a status code other than “successful” or the ReaAssociateFailureTimeout expires, , the state for the AP shall be set to State 2 with respect to the new AP, and tThe MLME shall issue an MLME-REASSOCIATE.confirm primitive indicatingto inform the SME of the failure of the operationreassociation.  The status code returned in the Reassociation Response frame indicates the cause of the failed reassociation attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as basic rates that the STA did not indicate as supported in the STA’s Supported Rates information element, shall be corrected before the SME issues an MLME-REASSOCIATE.request primitive for the same AP. If the status code indicates the reassociation failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME‑REASSOCIATE.request primitive for the same AP until a period of at least 2 s has elapsed.
e)) If a Reassociation Response frame is received with a status code of “successful,”  and RSNA is required, and the STA is in State 3, then the SME shall establish an RSNA. After a successful 4-way handshake, the STA shall transition to state 4
e)  When the STA is set to State 4 the SME shall enable protection by callinginvoking MLME‑SETPROTECTION.request(Rx_Tx), primitive with ProtectType set to “Rx_Tx”, or it shall do nothing if it does not wish to secure communication.

Except when the association is part of a fast BSS transition, the SME shall delete any PTKSA and temporal keys held for communication with the AP by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) before invoking the MLME‑REASSOCIATE.request primitive.


11.3.2.4 AP reassociation procedures
Except when the association is part of a fast BSS transition, the SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) upon receiving an MLME‑REASSOCIATE.indication primitive

WheneverUpon receipt of a Reassociation Request frame is received from a STA for which the state is State 2, 3or 4, the AP shall reassociate with the STA usinguses the following procedure to support reassociation:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the reassociation procedure.

ab) In an RSNA, the AP shall check the values received in the RSN information element to see whether the values received match the AP’s security policy. If not, the association shall not be accepted.

b) The MLME shall issue an MLME-REASSOCIATE.indication primitive to inform the SME of the reassociation request.
c) Upon receipt of an MLME-AssociateREASSOCIATE.response serviceprimitive, the AP shall transmit a Reassociation Response frame with a status code as defined in 7.3.1.9 to the STA. If the status code is “successful,” the association identifier assigned to the STA shall be included in the response.

d) When the Reassociation Response frame with a status code of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP.  The state for the STA shall be set to State 4, or State 3 if RSNA establishment is required on the new AP
..

e) When the status code of the reassociation is not “successful, ” the AP shall indicate a specific reason for the failure to reassociate in the status code of the Reassociation Response frame. If any status code from Table 7-23 (Status codes) in 7.3.1.9 (Status Code field) is an appropriate reason for the failure to reassociate, the AP shall indicate that status code. The use of the “unspecified reason” status code shall indicate the reassociation failed for a reason that is unrelated to every other defined status code in Table 7-23 (Status codes).  The state for the STA shall be set to State 2 
on the AP the Reassociation Request frame was sent to.
f) If  the state variable of the STA is set to State3, upon a successful completion of a 4-way handshake, the state variable for the STA shall be set to 4. 

g) After the state variable for the STA has been set ot State 4, the SME shall enable protection by callinginvoking MLME‑SETPROTECTION.request(Rx_Tx), primitive with ProtectType set to “Rx_Tx”, or it shall do nothing if it does not wish to secure communication.

g) The SME willshall inform the DS (including the old AP, if this is not the same as the new AP) of any changes in the association state
.

Except when the association is part of a fast BSS transition, the SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) upon receiving an MLME‑REASSOCIATE.indication primitive.

11.3.2.5 Non-AP STA disassociation initiation procedures
The SME shall delete any PTKSA and temporal keys
 for communication with the AP by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME‑DISASSOCIATE.request primitive.

Upon receipt of an MLME-DISASSOCIATE.request primitive, an associated non-AP STA shall disassociate from an AP using the following procedure:

a) If the state for the AP is State 3 or 4, tThe STA shall transmit a Disassociation frame to the AP with which that STA is associated.

@) If any reason code other than the “unspecified reason” code from Table 7-22 (Reason codes) of 7.3.1.7 (Reason Code field) is appropriate for indicating the reason for the disassociation, the STA shall indicate that reason code. The use of the “unspecified reason” reason code shall indicate the AP was disassociated for a reason unrelated to every other defined reason code defined in Table 7-22 (Reason codes).

b) The state for the AP shall be set to State 2 if it was not State 1.

c) The MLME shall issue an MLME-DISASSOCIATE.confirm primitive indicating the successfulto inform the SME of the completion of the operationdisassociation.

The SME shall delete any PTKSA and temporal keys
 for communication with the AP by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME‑DISASSOCIATE.request primitive.


11.3.2.6 Non AP
 STA disassociation receipt procedure
The SME shall delete any PTKSA and temporal keys held for communication with the AP by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) upon receiving an MLME‑DISASSOCIATE.indication primitive.

Upon receipt of a Disassociation frame from an AP for which the state is State 3 or 3, a STA shall operate as followsdisassociate from the AP using the following procedure:

a) The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the disassociationwith the ReasonCode parameter set to the value of the reason code received in the Disassociation frame.

b) The state for the AP shall be set to State 2 if and only if it was not State 1.

c) If the reason code indicates a configuration or parameter mismatch as the cause of the disassociation, the STA shall not attempt to associate or reassociate with the AP sending the Disassociation frame until the configuration or parameter mismatch has been corrected.

d) If the reason code indicates the STA was disassociated for a reason other than configuration or parameter mismatch, the STA shall not attempt to associate or reassociate with the AP sending the Disassociation frame until a period of 2 s has elapsed.

The SME shall delete any PTKSA and temporal keys held for communication with the AP by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME-DISASSOCIATE.requestupon receiving an MLME‑DISASSOCIATE.indication primitive.

11.3.2.7 AP disassociation initiation procedure
The SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME‑DISASSOCIATE.request primitive
Upon receipt of an MLME-DISASSOCIATE.request primitive, an AP shall disassociate a STA usinguse the following procedure when disassociating a STA:

a) If the state for the STA is State 3 or 4, tThe AP shall sendtransmit a Disassociation frame to the STA being disassociated.

b) The AP shall indicate a specific reason for the disassociation in the Reason Code field of the Disassociation frame.  If any reason code other than the “unspecified reason” code from Table 7-22 (Reason codes) of 7.3.1.7 (Reason Code field) is appropriate for indicating the reason for the disassociation, the AP shall indicate that reason code. The use of the “unspecified reason” reason code shall indicate the STA was disassociated for a reason unrelated to every other defined reason code defined in Table 7-22 (Reason codes).
c) The state for the STA shall be set to State 2 if it was not State 1.

d) The MLME shall issue an MLME-DISASSOCIATE.confirm primitive to inform the SME of the completion of the disassociation.

ed) The SME shall updateinform the DS of the disassociation.

The SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) upon receiving a MLME-DISASSOCIATE.indicationbefore invoking the MLME‑DISASSOCIATE.request primitive.


11.3.2.8 AP disassociation receipt procedure
The SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) upon receiving an MLME‑DISASSOCIATE.indication primitive.
Upon receipt of a Disassociation frame from an associated STA for which the state is State 3, the AP shall disassociate the STA viausing the following procedure:

a) The state for the STA shall be set to State 2.

b) The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the disassociation.
c) The SME will updateshall inform the DS of the disassociation.

The SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) upon receiving an MLME‑DISASSOCIATE.indication primitive.
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Abstract





Proposed changes to 11.3 STA authentication and association clause in TGmb Draft 1.0.


This is in response to a call for comment, and a proposed resolution to correct the cited clause.


Underlined text is an addition


Strikethrough text is a deletion


Boxed text is an instruction.


There are some explanatory comments embedded in this document that are not intended to be included in the final TGmb draft, but are included to aid in the discussion of why these changes are necessary.


@) indicate a new numbered entry in a list, and the entire list should be renumbered as required.  The renumbering is left as an editorial exercise. 


CIDs Addressed by this Submission: LB149: CID 1357, 1342, 1152, 1508


Revision History:


    R1: After discussion by TGmb General AdHoc -- 11.3 clause changes.


   R2: Feedback received after the July Plenary from the reflector.


   R3: Feedback added from Monday AM2 in Hawaii. 








�Maybe we should delete this word


�Acknowledgment to Jeremy deVries -- � HYPERLINK "mailto:kristan@me.com" �jeremy_devries@apple.com� for helping prepare the Figure.





�Table shows State 4 which we don’t have text for.  Doesn’t cover unsuccessful auth in States 2+4, or unsuccessful or successful (re)assoc in State 3. , or successful (re)assoc in State 4 “unsuccessful” cases are in dispute.


�Now that we have a complete list of the frames, this would be a good chance to check that Table 7-58 is complete (it’s not).   I know that’s out of scope for this document, but the timing is good.


�We need to remind future generations to update this section, e.g. for Control Wrappers and No Ack Actions and whatnot.


�This should not be indented.


�In dispute


� BTW, authentication is a bit smelly in IBSSen, because it’s not symmetric, at least for shared key, so the whole notion of the State becomes two-valued (i.e. can be in State 1 in one direction but State 2 in the other). Actually, this is true even in an ESS, because you can be in State 2 with one of more APs (typically but not necessarily while in State 3 with one), but there it’s clear that each STA-AP relationship has a state, and that’s a single state.


�Changed from note to put in an informative statement to remind that AP do not initiate the Authentication.


�Moved to the start of the Subclause


�This Paragraph was moved to the beginning of this subclause.  This is in keeping with the style of the other subclauses.


�Spurious italicization removed and replaced with underlining


�A clear statement that the AP does not initiate is better said outside a "note"


�Is/should there be a DISASSOCIATE.indication for this?


�Do we want this concept in the Authentication procedure, too?  (Or, does the reference to 8.2.2.2, 8.2.2.3 and 11A.5 cover that unambiguously?)


�This was moved to the beginning of the subclause in keeping with the style of this section.


�Why is this clarification needed here?  Deleted for now


�This is not required. The detail is to prevent downgrade attacks.


�Clearly, if this is a different AP.  Same AP case needs to be fixed.


�Needs to be moved to the top


�Moved to the top of the subclause.


�I don’t think we can specify the old AP’s behavior here, driven by an event on the new AP.  We can only inform the DS of the association, and hope that this updates the old AP.


�This may need to be changed if the same AP case is different.


�This seems fine, but a bit inconsistent.  Association and Reassocation don’t delete the keys on the old AP.  Maybe they should?


�This seems fine, but a bit inconsistent.  Association and Reassocation don’t delete the keys on the old AP.  Maybe they should?


�Needs to be moved to the top


�Moved to the top of the subclause.


�I would leave this instance of “Non-AP”, since this section is mutually exclusive of 11.3.2.8 (the way they are written).


�Swap this and first item for consistency


�moved to the top of the subclause


�Needs to be moved to the top


�Moved to the top of the Subclause


�moved to the top of the subclause
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