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Change the following text as shown below:

7.3.2.83 Interworking information element

Note that EICI field was deleted from figure 7-95o108 which is not shown by Word “track changes” feature:

The Interworking information element contains information about the Interworking Service capabilities of a STA as shown in Figure 7-95o108.
Figure 7-95o108
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	Element ID
	Length
	Network
Type
	Internet
	ASRA
	ESC
	UESA
	Venue Info (optional)
	HESSID
(optional)

	Octets:
	1
	1
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1 
	0 or 2
	0 or 6


The Length is a one octet field whose value is 1 plus the length of each optional field present in the element.
Change the following text as shown below:

Bit 6 is the Emergency Services Capability (ESC) field. It is set to 1 by the AP to indicate that higher layer Emergency Services are available at the AP. When ESC field is set to 0, emergency services are not supported. When the ESC field is set to 1, emergency services are supported. For more information, refer to 11.21.5.

Bit 7 is the Unauthenticated Emergency Service Accessible (UESA) field. When the AP sets it to 0, this field indicates that no un-authenticated emergency services are reachable through the SSID. When set to 1, this field indicates that higher layer un-authenticated emergency services are reachable through the SSID. A STA uses the Interworking information element with the UESA bit set to 1 to gain unauthenticated access to a BSS to access emergency services. For more information, refer to 11.21.5, together with Annex V.4.2 and V.4.4.
Move the following text from this clause to a new clause (with changes) renumbering subsequent clauses as appropriate
11.21.5 Interworking Procedures: Emergency Services Support

If the AP is located in a regulatory domain that requires location capabilities, the ESC field set to 1 indicates that location capability is enabled on the AP. Location capability is enabled when the ES CIVIC Location or ES Geo Location field in the Extended Capabilities Element is set to 1 in a Beacon or probe response frame.
The behaviour of the ESC and UESA fields are summarised in Table 11-x
Table 11-x
	Use Case
	ESC
	UESA

	1
	0
	0

	2
	1
	0

	3*
	0
	1

	4
	1
	1


The use cases are described as follows:
Use case 1:
Emergency Services are not supported

Use case 2:
Emergency Services are only supported for authenticated STAs

Use case 3:
Not allowed.
Use case 4:
Emergency Services are supported for STAs
Note: For open SSID networks (non-RSN), which support emergency services, use case 4 will be adopted.
In addition, the UESA field is only set to 1 if both of the following are true (see Annex V.4.2 for further information):
—dot11QosOptionImplemented is true.

—dot11EBREnabled is true.
Modify the following clause

8. Security
Insert the following clause after the RSNA assumptions and constraints sub-clause
8.1.6 Emergency Service establishment in an RSN

An AP that supports RSNAs and supports interworking Emergency Services supports both RSNAs and Emergency Services associations simultaneously.
A non-AP STA bypassing the RSN, for emergency services, will be able to de-crypt all group address frames, thereby creating a potential security risk. Therefore for emergency service operation in an RSN capable system, it is rec​ommended to use a BSS (VLAN) exclusively for those emergency services.
Modify the following clause
V.4.2 System Aspects for Emergency Call Support
An IEEE 802.11 infrastructure by itself cannot ensure that all factors are compatible for Emergency Service call to actually take place. The client device can have to register with a call manager (SIP agent or some other signaling endpoint) for the call to be placed successfully. Different signaling systems such as SIP, H.323, etc., can be deployed for supporting Emergency Service calling. Higher layers can also verify an Emergency Service call is being placed so that appropriate level of resources can be granted to the emergency call. Voice endpoints (e.g., non-AP STAs) can use different codecs such as G.711, AMR, and iLBC. All these function​alities are out of scope of this standard.

IEEE 
802.11 only guarantees priority for emergency traffic both for the initial call establishment and during an on​going emergency call, which assumes advertisement of this functionality supported in the BSS.

This section describes general design assumptions to support ES with IEEE 802.11:

a) It is assumed that there is a higher layer (above IEEE 802.11 Layer 2) protocol (or protocol suite) for making emergency calls or using any other ES.

b) In order to make the emergency call procedure work properly, the non-AP STA has the following responsibilities:

1) Recognize the user’s request to make an emergency call

2) Non-AP STA will associate to the AP if it is not already done so. In an RSN, if the user does not have valid authentication credentials for network access then non-AP STA can bypass the RSN that will provide access to the network to make emergency calls,

3) Ensure WLAN supports QoS and preferably EBR capability.

4) If location information is required in a particular regulatory domain, request location informa​tion from the WLAN. If the STA can not determine it's own location by its own means, then Location information should be obtained from the net​work prior to initiating the emergency call request. There are two methods a non-AP STA can use to obtain location services from the 802.11 network:

i) If the non-AP STA can use location information in geospatial format (i.e., latitude, longi​tude and altitude), then an AP’s RRM capability can be used to obtain this information. The AP advertises RRM capability in its Beacon management frame (bit1 set to 1 in the Capability information field). In this case, the non-AP STA transmits an LCI Request to the AP using the procedures in 11.10.8.6.
NOTE—The non-AP STA can receive an LCI Report with the incapable field set. According to the procedures in 11.10.8.6, the non-AP STA can re-submit an LCI Request with a location subject of “remote”. If the AP still responds with incapable, then location services are not available from the AP via RRM capability.
EDITORIAL NOTE—This bullet contains references to 802.11v-D3.2, and will be re-aligned before the sponsor ballot. 
ii) If the non-AP STA requires location information in civic or geospatial formats, then an AP’s wireless network management capability can be used. In this case, an AP advertises its ability to provide its location in with Civic or Geo format by setting the ES CIVIC Location or ES Geo Location field in the Extended Capabilities Element to 1. in the Bea​con frame. A non-AP STA requests its location using the procedures in 11.0.8.6. Unlike an AP providing RRM capability, an AP Advertisement location capability will not return an “incapable” response if the non-AP STA requests the “remote” location.

5) Selects one of possibly several SSPNs Advertisement support for ES and VoIP service.

c) There are two methods described in this annex by which a user lacking security credentials can gain access to the network. The method selected in any particular deployment is at the discretion of the IEEE 802.11 infrastructure provider, SSPN or system administrator as appropriate. The AP and non-AP STA should permit users lacking security credentials to gain access to a network using one of the methods provided. The two methods are:

i) Using an ES association (see 7.3.2.83) in a BSS configured for RSNA. Using this type of association means the AP and non-AP STA will exchange un-protected frames for Emer​gency Service access only during the lifetime of the association. In this situation, crypto​graphic keys are not exchanged, the 802.1x uncontrolled port is bypassed without invoking the 802.1x state machine. Since protection is used for authenticated STAs, their traffic is protected.
ii) Using an SSID configured for open access (see Annex V.4.4) and designated to be suit​able for obtaining ES only (i.e., and not suited for obtaining other services such as internet access). In other words, network elements necessary to complete an emergency call are reachable via this SSID. How to reach these network elements (e.g., a Call Manager) and which protocol to use (e.g., SIP) are outside the scope of this standard. The non-AP STA can also use the Native Query Protocol to obtain information if there is a SSID configured for Open Authentication/Association along with the corresponding SSID information.

d) The AP can separate the backhaul of ES traffic from other traffic, typically via a dedicated VLAN.

To ease burden of implementation on the network side, some basic means should exist to allow easy filtering, routing and basic access control of “regular” BSS traffic and emergency-type BSS traffic.
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