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11
MLME
11.21
WLAN Interworking with External Networks Procedures
11.21.2
Interworking Procedures: Generic Advertisement Services
11.21.2.1
Native GAS protocol
11.21.2.1.3
Native GAS Procedures at the Responding STA
Change the text as shown below
Upon receipt of a GAS Initial Request Action frame with Advertisement Protocol ID set to Native Query protocol, an MLME-GAS.indication primitive shall be issued to the STA’s SME. Upon receipt of an MLME-GAS.response primitive, the STA shall transmit a GAS Initial Response Action frame to the requesting STA according to the following procedures. If the requesting STA is a non-AP STA, is in the associated state and in the power-save mode, the AP shall buffer the frame for transmission according to the procedures in 11.2.1; otherwise the AP shall queue the frame for transmission. If the requesting STA is a member of an IBSS in which PS mode is permitted, the STA shall buffer the frame for transmission according to the procedures in 11.2.2; otherwise the STA shall queue the frame for transmission. The Comeback Delay shall be set to 0 in GAS Initial Response Action frames. 

a)
If the query request corresponds to information that has been configured on the STA, the STA shall transmit a directed GAS Initial Response Action frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request Action frame, a Status Code set to “success”, an Advertisement Protocol information element containing an Advertisement Protocol ID set to Native Query protocol and a query response containing one or more Native Info elements corresponding to the query (Table 7-43by). If the query request Info ID contained a value equal to the Native Query protocol Vendor Specific List value, then one or more Native Query protocol Vendor Specific List elements (see 7.3.4.6) shall be returned in the Query Response field.

b)
If all of the Info IDs in the query requests corresponds to information that is not available on the STA, the STA shall transmit a directed GAS Initial Response Action frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request Action frame, a Status Code equal to “Request Info Not Configured”, an Advertisement Protocol information element containing an Advertisement Protocol ID set to Native Query protocol and a Query Response Length set to 0.

c)
If one or more of the Info IDs in the query request corresponds to information that is not available on the STA, the STA shall transmit a directed GAS Initial Response Action frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request Action frame, a Status Code equal to “Partial Query Response”, an Advertisement Protocol information element containing an Advertisement Protocol ID set to Native Query protocol and a Query Response containing the available NQP response elements.


Note—this behavior faciliates a requesting STA to combine a query for the Capabilities List with a query for other NQP elements into a single query request before it’s known to the requesting STA whether or not they can be provided in a query response.  This may lead to a more efficient query and response message exchange.
d)
If the query response is larger than the MMPDU maximum payload size, the STA shall transmit a directed GAS Initial Response Action frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request Action frame, a Status Code equal to “Partial Query Response”, an Advertisement Protocol information element containing an Advertisement Protocol ID set to Native Query protocol and a Query Response containing as many query response elements as will fit within an MMPDU. The STA shall only include complete NQP elements in the query response; it shall not include partial NQP elements in the query response.

11.21.2.2
Non-Native GAS protocol
11.21.2.2.3
AP Procedures for delivering a non-Native GAS query response

After receiving a query response from a server in an external network, an AP shall buffer the query response for a minimum of dot11GASResponseBufferingTime after the expiry of the GAS Comeback Delay. If the AP does not receive a GAS Comeback Request frame whose source MAC address and Dialog Token match the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame within this time, it may drop the query response.

If an AP receives a Query Response from a server in an external network which is larger than the configured Query Response Length Limit, it shall discard the response and instead return a status code of “GAS Query Response larger than permitted per configured AP policy” in the GAS Comeback Response Action frame. This behavior helps to prevent abuses of the medium which may be caused by overly general queries, which evoke a very large query response.

The GAS protocol supports Query Responses whose length is greater than the 802.11 maximum MMPDU size by the AP’s use of the GAS Query Response Fragment ID field in the GAS Comeback Response Action frame; the Query Response Fragment ID shall be set to 1 for the initial fragment and incremented by 1 for each subsequent fragment in a multi-fragment query response. If the Query Response is a multi-fragment response (i.e., contains more than 1 fragment), the AP shall transmit all fragments that belong to the same Query Response until all fragments are exhausted. The AP shall set the More GAS Fragments field of the GAS Query Response Fragment ID to 0 when the transmitted fragment is the final fragment. 

An AP shall use the following procedures to deliver a Non-Native GAS Query Response. Upon receipt of a GAS Comeback Request Action frame with Advertisement Protocol ID not set to Native Query protocol, an MLME-GAS.indication primitive shall be issued to the AP’s SME. Upon receipt of an MLME-GAS.response primitive, the AP shall transmit a GAS Comback Response Action frame to the requesting STA according to the following procedures. If the requesting non-AP STA, is in the associated state and in the power-save mode, the AP shall buffer the frame for transmission according to the procedures in 11.2.1; otherwise the AP shall queue the frame for transmission. 
a)
If the PostReplyTimer expires before the query response is received from the advertisement server in an external network then the AP shall buffer for transmission a GAS Comeback Response Action frame with a status code equal to “Timeout” (see Table 11-15). If the query response is subsequently received from the server in an external network, it shall be dropped by the AP.

b)
If the query response received from the server is larger than dot11GASQueryResponseLengthLimit, it shall be dropped by the AP. Then the AP shall buffer for transmission a GAS Comeback Response Action frame with status code set to “Query Response too large”.

c)
If the query response is received from the external network before the expiry of the PostReplyTimer and its length is less than dot11GASQueryResponseLengthLimit, then the query response shall be buffered in one or more GAS Comeback Response Action frames with a status code set to “success”. The AP transmits one GAS Comeback Response Action frame in response to each GAS Comeback Request Action frame.  If the query response received from the external network is less than or equal to the maximum MMPDU payload size, then the GAS Query Response Fragment ID shall be set to zero and the More GAS Fragments field in the GAS Query Response Fragment ID shall be set to zero.  If the query response received from the external network is greater than the maximum MMPDU payload size, then the GAS Query Response Fragment ID shall be set to one if this is the first fragment of the query response transmitted, otherwise it shall be incremented; the More GAS Fragments field in the GAS Query Response Fragment ID shall be set to one if there are more fragments of the query response to be transmitted, otherwise it shall be set to zero (i.e., this fragment is the last fragment of the query response).
d)
If a query response has not been received from the external network and PostReplyTimer has not expired, the AP shall transmit a GAS Comeback Response Action frame with status equal to “Query response outstanding” (see Table 11-15) and GAS Comeback Delay set to the value in dot11GasComebackDelay for this Advertisement Protocol to indicate when the non-AP STA should comeback to obtain its query response. 
e)
If an AP receives a GAS Comeback Request Action frame whose source MAC address and Dialog Token do not match the destination MAC address and Dialog Token respectively of an outstanding GAS Initial Response Action frame, the AP should transmit a GAS Comeback Response action frame with a status code equal to “No request outstanding”.

11.21.2.2.4
Non-AP STA Procedures to retrieve a non-Native query response

A non-AP STA shall transmit a GAS Comeback Request Action frame including the Dialog Token (drawn from the corresponding GAS Initial Response Action frame) immediately after the expiry of the GAS Comeback Delay. In response, the AP provides the query response in one or more GAS Comeback Response Action frames with the corresponding Dialog Token.

If a non-AP STA receives a GAS Comeback Response Action frame with status set to “Query response outstanding”, the non-AP STA shall wait for the GAS Comeback Delay from that frame and upon expiry of the GAS Comeback Delay, transmit another GAS Comeback Request Action frame. If the non-AP STA’s dot11GASResponseTimer (set in 11.21.2.2.1 step b) expires prior to receiving a GAS Comeback Response Action frame whose source MAC address and Dialog Token match those in the corresponding GAS Initial Response Action frame, the STA shall issue an MLME-GAS.confirm primitive with result code set to “timeout” and shall set the Query Response Length to 0.
If a non-AP STA receives a GAS Comeback Response Action frame with status set to “success” and the More GAS Fragments field in the GAS Query Response Fragment ID set to one, it shall transmit another GAS Comeback Request Action frame in order to retrieve the next GAS fragment of a multi-fragment query response.
If a non-AP STA receives a GAS Comeback Response Action frame with status set to “success” and the More GAS Fragments field in the GAS Query Response Fragment ID set to zero, the non-AP STA’s MLME shall determine that all fragments have been received by confirming that all fragment IDs from 1 to the value in the GAS Query Response Fragment ID when the More GAS Fragments field was set to 0 have been received. Upon receipt of the first GAS Comeback Response frame and every GAS Comeback Response Action frame thereafter, the dot11GASResponseTimer shall be reset. If all of the query response fragments were received before the expiry of the dot11GASResponseTimer, then the MLME shall issue an MLME-GAS.confirm with result code set to “success” along with the query response. If all of the query response fragments were not received before the expiry of the dot11GASResponseTimer, then the MLME shall issue an MLME-GAS.confirm with result code set to “transmission failure” and shall set the Query Response Length to 0.
After a non-AP STA receives the first GAS fragment of a multi-fragment query response, it shall continue retrieving the query response until all GAS fragments are received or until a transmission failure is detected; the non-AP STA not shall commence the retrieval of a another non-native GAS query response from the same AP until all GAS fragments are received or until a transmission failure is detected on the first GAS query response.
If a non-AP STA receives a GAS Comeback Response with status set to “Timeout” or “Query Response too large”, then the MLME shall issue an MLME-GAS.confirm with result code so indicating and shall set the Query Response Length to 0.

If a non-AP STA receives a GAS Comeback Response with status set to “No request outstanding”, then the MLME shall issue an MLME-GAS.confirm with result code set to “unspecified failure” and shall set the Query Response Length to 0.




Abstract


This submission addresses the following CIDs from LB-148: 6036, 6169 and 6174.





Additionally, the description of non-native GAS procedures has been modified to more closely align with the style of the description for native GAS procedures.





This document is based on IEEE 802.11u-d6.01 as amended by the resolution to CID 6033.
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