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7.3.2.64 Diagnostic Request element

7.3.2.64.5 Diagnostic Information Subelement descriptions

The following text describes the various subelements that may be included in Diagnostic Information Subelements field of a Diagnostic Request element or a Diagnostic Report element. The format of a Diagnostic information subelement is shown in Figure v21.

	
	
	
	

	
	Diagnostic Information Subelement ID
	Length
	Diagnostic Information Subelement Contents

	Octets:
	1
	1
	variable

	Figure v21—Diagnostic Information Subelement format



The Diagnostic Information Subelement ID field indicates the Diagnostic Information Subelement type and is set to any allocated value in Table v12.

	Table v12—Diagnostic Information Subelement ID values 



	Identifier 
	Subelement Name
	Length (in octets)

	0
	Credential Type
	3

	1
	AKM Suite
	6

	2
	AP Descriptor
	10

	3
	Antenna Gain
	3

	4
	Antenna Type
	3 to 251

	5
	Cipher Suite
	6

	6
	Collocated Radio
	3

	7
	Device Type
	3

	8
	EAP Method
	3 to 10

	9
	Firmware Version
	3 to 251

	10
	MAC Address
	8

	11
	Manufacturer ID String
	3 to 251

	12
	Manufacturer Model String
	3 to 251

	13
	Manufacturer OUI
	5

	14
	Manufacturer Serial Number String
	3 to 251

	15
	Power Save Mode
	4

	16
	Profile ID
	3

	17
	Supported Regulatory Classes 
	3 to 251

	18
	Status Code
	4

	19
	SSID
	4 to 36

	20
	Tx Power Capability
	3 to 251

	21
	WFA Certificate ID
	

	22-220
	Reserved
	

	221
	Vendor Specific
	3 to 251

	221-255
	Reserved
	


The format for the Tx Power Capability subelement is shown in Figure v42.

	
	
	
	
	

	
	 Subelement ID
	Length
	Tx Power Mode
	Tx Power

	Octets:
	1
	1
	1
	variable

	Figure v42—Tx Power Capability Subelement format


The Tx Power Mode field identifies the transmit power mode of the non-AP STA and is set to one of the values in Table v17.

	Table v17—Tx Power Modes



	Tx Power Mode
	Value

	Discrete
	0

	Range
	1

	Reserved
	2-255


The Tx Power field indicates the target transmit power at the antenna in dBm with a tolerance of +/-5dB. If the Tx Power Mode field is set to 0 then the TxPower field contains one or more Tx power levels in units of dBm, in increasing numerical order. If the Tx Power Mode field is set to 1, the TxPower field is two octets in length and contains the STA’s minimum and non-zero maximum TxPower levels, in that order. The TX Power Levels are encoded as 2’s complement values in dBm, rounded to the nearest integer. 
The format for the WFA Certificate ID subelement is shown in Figure vXX.

	
	
	
	

	
	 Subelement ID
	Length
	WFA Certificate ID

	Octets:
	1
	1
	variable

	Figure vXX—WFA Certificate ID Subelement format


The WFA Certificate ID field contains an UTF-8 string indicating the WFA assigned identifier for the STA. This string is not null terminated. The WFA Certificate ID typically takes the form of “WFA3991” and can be used by a receiving STA to look up the WFA certificate assigned to that ID using a web lookup url such as “http://certifications.wi-fi.org/pdf_certificate.php?cid= WFA3991”
The Vendor Specific subelements have the same format as their corresponding elements (see 7.3.2.26).

7.3.2.65 Diagnostic Report element

7.3.2.65.1 Diagnostic Report definition

The Diagnostic Report element contains a Diagnostic report. The format of the Diagnostic Report element is shown in Figure v43.

	
	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic Token
	Diagnostic Report Type
	Diagnostic Status
	Diagnostic Information Subelements

	Octets:
	1
	1
	1
	1
	1
	variable

	Figure v43—Diagnostic Report element format


The Element ID field is equal to the Diagnostic Report value in Table 7-26.

The value of the Length field is 3 plus the length of the Diagnostic Information Subelements field. The minimum value of the Length field is 3. 

The Diagnostic Token field is set to the Diagnostic Token in the corresponding Diagnostic Request element.

The Diagnostic Report Type field is set to a number that identifies the Diagnostic report. The Diagnostic Report Types are defined in Table v9.

The Diagnostic Status field is set to a value in Table v5 (see 7.3.2.63), indicating the STA’s response to the Diagnostic Request indicated by the Diagnostic Token.

The Diagnostic Information Subelements field contains the results of the diagnostic request.

The Diagnostic Information Subelements field contains the Diagnostic Subelement values, defined in 7.3.2.64.5 corresponding to the Diagnostic Report Type field value.

The Diagnostic Report element is included in a Diagnostic Report frame as described in 7.4.11.5. The use of Diagnostic Report element and frames is described in 11.20.3.

7.3.2.65.2 Manufacturer Information STA Report 

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type Manufacturer Information STA Report is shown in Table v18. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5. 

	Table v18— Manufacturer Information STA Report contents



	Order
	Information Subelement

	1
	Manufacturer OUI

	2
	Manufacturer ID string

	3
	Manufacturer model string

	4
	Manufacturer serial number string

	6
	Firmware Version

	7
	Antenna Type

	8
	Antenna Gain

	9
	Collocated Radio

	10
	Device Type

	11
	WFA Certificate ID


7.3.2.65.3 Configuration Profile Report

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type Configuration Profile Report is shown in Table v19. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5.

	Table v19—Configuration Profile Report contents



	Order
	Information Subelement

	1
	Profile ID

	2
	Supported Regulatory Classes

	3
	Tx Power

	4
	Cipher Suite

	5
	AKM Suite

	6
	EAP Method

	7
	Credential Type

	8
	SSID

	9
	Power Save Mode


7.3.2.65.4 Association Diagnostic Report

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type Association Diagnostic Report is shown in Table v20. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5. 

	Table v20—Association Diagnostic Report contents



	Order
	Information Subelement

	1
	AP Descriptor

	2
	Status Code


7.3.2.65.5 IEEE 802.1X Authentication Diagnostic Report

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type IEEE 802.1X Authentication Diagnostic Report is shown in Table v21. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5.

	Table v21—IEEE 802.1X Authentication Diagnostic Report contents



	Order
	Information Subelement

	1
	AP Descriptor

	2
	EAP Method

	3
	Credential Type

	4
	Status Code


7.3.2.65.6 Vendor Specific Diagnostic report 

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type Vendor Specific Diagnostic Report contains zero or more Vendor Specific subelements as defined in 7.3.2.26.
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