April 2009

doc.: IEEE 802.11-09/0452r0

IEEE P802.11
Wireless LANs

	Protecting Action Frames and Resolutions Related to Action Frame Protection CIDs

	Date:  2009-04-12

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Kapil Sood
	Intel
	2111 NE 25th Ave JF3-206, Hillsboro OR 97006
	+1 503 264 3759
	Kapil.sood@intel.com

	Jesse Walker
	Intel
	2111 NE 25th Ave JF3-206, Hillsboro OR 97006
	+1 503 712 1849
	Jesse.walker@intel.com

	Nancy Cam-Winget
	Cisco 
	
	
	

	Jouni Malinen
	Atheros
	
	
	

	Henry Ptasinski
	Broadcom
	
	
	

	Mike Montemurro
	RIM
	
	
	

	Paul Lambert
	Marvell
	5488 Marvell Lane, Santa Clara CA 95054
	+1 650 787 9141
	Paul@marvell.com



Resolution to CID 19 as “Principle”, “See Resolution to CID 70”
Resolution to CID 20 as “Principle”, “See Resolution to CID 70”
Resolution to CID 49 as “Principle”, “See Resolution to CID 70”

Resolution for CID 70 is given below:
Insert a new definition in 3, page 1, line 64

Robust Action frame: Robust Action frames are defined as Action frames with category values specified in 7.3.1.11 Table 7-24 with “Yes” in the “Robust” column.
Change 5.4.3.8, page 4, line 42
The Robust Management frames are Disassociation and Deauthentication frames, and Robust Action Frames.  Action Frames specified with “No” in the “Robust” column are not Robust Management frames and shall not be protected.
Insert in Table 7-24 from IEEE 802.11-2007, Clause 7.3.1.11., page 96, line 1
A new Column “Robust”
In row 0, Spectrum Management, insert “Yes” in “Robust” column
In row 1, QoS, insert “Yes” in “Robust” column
In row 2, DLS, insert “Yes” in “Robust” column
In row 3, Block Ack, insert “Yes” in “Robust” column

In row 127, Vendor Specific, insert “No” in “Robust” column
Insert a new row “Code=<ANA> (suggested value 126), Meaning=Vendor Specific Protected, See subclause=7.4.5, Robust=Yes”
Insert in Table 7-24 from IEEE 802.11k-2007, Clause 7.3.1.11
In row 4, Public, insert “No” in “Robust” column
In row 5, Radio Measurement, insert “Yes” in “Robust” column

Insert in Table 7-24 from IEEE 802.11r-2007, Clause 7.3.1.11
In row 6, Fast BSS Transition, insert “Yes” in “Robust” column
Insert in 7.4.5 in IEEE 802.11-2007, page 151, lines 13 (in a new line at end of first paragraph in 7.4.5)
Note: If protection for management frame is negotiated, then Vendor-Specific Protected Action frames (See 7-24) are protected, otherwise, treated similar to the unprotected Vendor Specific Action frames with Category Code=127.
Change 8.4.11, page 34, lines 8-16
Robust Management frame protection cannot be applied until the PTK and IGTK has been established with the STA..  A STA shall not transmit Robust Action frames until it has installed the PTK for the peer STA, or, in the case of broadcast/multicast, has installed the IGTK. The STA shall discard any Robust Action frames received before the PTK and IGTK are installed. Action Frames with “No” in the “Robust” column in 7.3.1.11 Table 7-24 shall not be protected.  
Insert in Table 7-24, Clause 7.3.1.11 page 12 line 27
In row 8, SA Query, insert “Yes” in “Robust” column
Change Clause 8.7.2.1a,  page 48 line 10

…|| non-Robust Action Frame)
Change Clause 8.7.2.1a,  page 48 line 55
…|| non-Robust Action Frame)
Change Clause 8.7.2.3a,  page 52 line 2

…|| non-Robust Action Frame)



Abstract


This document contains proposed resolutions to the following comments from SB on D7.0


CID # 19


CID # 20


CID # 70


CID # 49





All changes apply to TGw draft D8.0.
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