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The current TGn CRC call plan:

Wednesday, April 01, 2009, 11:00 AM US Eastern Time 
               916-356-2663        Bridge: 5, Passcode: 5228709

Wednesday, April 08, 2009, 11:00 AM US Eastern Time 
               916-356-2663        Bridge: 5, Passcode: 9662615

Wednesday, April 15, 2009, 11:00 AM US Eastern Time 
               916-356-2663         Bridge: 5, Passcode: 3527796

Wednesday, April 22, 2009, 11:00 AM US Eastern Time 
               916-356-2663        Bridge: 5, Passcode: 3309270

Wednesday, April 29, 2009, 11:00 AM US Eastern Time 
               916-356-2663        Bridge: 5, Passcode: 3813773

Wednesday, May 06, 2009, 11:00 AM US Eastern Time 
               916-356-2663        Bridge: 5, Passcode: 7927018

The Teleconference meetings will be conducted in accordance to the usual policies and procedures:

	IEEE CODE OF ETHICS

	IEEE-STANDARDS ASSOCIATION (IEEE-SA) AFFILATION FAQ

	IEEE-SA ANTITRUST AND COMPETITION POLICY

	IEEE-SA LETTER OF ASSURANCE (LOA) FORM

	IEEE-SA STANDARDS BOARD PATENT COMMITTEE (PATCOM) INFORMATION

	IEEE-SA PATENT POLICY

	IEEE-SA PATENT FAQ

	IEEE 802 LAN/MAN STANDARDS COMMITTEE POLICIES & PROCEDURES

	IEEE 802.11 Working Group Policies and Procedures at https://mentor.ieee.org/802.11/public-file/07/11-07-0360-04-0000-802-11-policies-and-procedures.doc


1.0 April 1, 2009 TGn CRC Teleconference Minutes:
Conference logistics:+1  916-356-2663, Bridge 5, 5228709
Tentative Agenda TGn CRC Teleconference April 1st:
1. Attendance
2. IPR and other relevant IEEE policies (see pointers below).
3. Agenda for this call 

4. Action Frames, progress in TGw, input from TGn
· Meeting Documents for  discussion will be found at: https://mentor.ieee.org/802.11/documents
· TGw matrix of Action Frames 11-09-0426 r1 with fields filled for 11n
· https://mentor.ieee.org/802.11/dcn/09/11-09-0426-01-000w-action-frame-analysis.xls
5.     Sponsor ballot close date Saturday April 04

6.     Next call:  April 08   916-356-2663, Bridge 5, 9662615

7.     Any other business

8.     Adjourn

 


1.1 Attendance
17 attendees:

	Last Name
	First Name
	Affiliation
	Voter Status

	Adachi
	Tomoko
	Toshiba Corporation
	Voter

	Bagby
	David
	Calypso Ventures, Inc.
	Voter

	Hart
	Brian
	Cisco Systems, Inc.
	Voter

	Marshall
	Bill
	AT&T
	Voter

	Erceg
	Vinko
	Broadcom Corporation
	Voter

	Fischer
	Matthew
	Broadcom Corporation
	Voter

	Kakani
	Naveen
	Nokia Corporation
	Voter

	Loc
	Peter
	Ralink Technology, Corp
	Voter

	Perahia
	Eldad
	Intel Corporation
	Voter

	Banerjea
	Raja
	Marvell
	Voter

	Rosdahl
	Jon
	CSR
	Voter

	Stephens
	Adrian
	Intel Corportaion
	Voter

	Banerjee
	Kaberi
	Independent
	Non-Voter

	Chan
	Doug
	Cisco Systems, Inc.
	Voter

	Schultz
	Don
	Boeing
	Voter

	Mesecke
	Sven
	2rw Consultants
	Voter



1.2 IPR and other relevant IEEE policies (URLs included on page 2).

Reviewed policy, No actions requested.

1.3 Agenda for this call 


Review Tenative agenda and tasks for today’s call.  
Only the one topic (TGw Protected Frames review) expected today due to outstanding Recirc ballot.

Request to look at doc 429, and also add as a discussion item a proposed solution.
Agenda approved as sent out with the addition of discussion of a proposed solution.
1.4 Action Frames, progress in TGw, input from TGn


1.4.1 Review current status of TGw and why we need to look at this issue.

From the E-mail announcement: 
“To provide context for the call topic see the note below from TGw:

Nancy Cam-Winget and Paul Lambert have prepared document 11-09/0426, which seeks to categorize Action frames. Many thanks to Nancy and Paul for preparing this much needed document.
Agenda
1.     Review document 11-09/0426, identify new categories that may be needed, and if any changes are needed, prepare a new revision of the document. 

2.     When we have consensus on the categories we need, we will adjourn, with action items to the Chairs or Vice Chairs of active Task Groups to have their TG’s review the document as it pertains to their own use of Action frames, and to return comments to TGw, hopefully no later than April 8. 

The goal of this exercise is to give TGw the information it needs to identify the options available for it for solutions to the Action frame security problem in a timely fashion.
         Meeting Documents for discussion will be found at: 

https://mentor.ieee.org/802.11/documents
· TGw matrix of Action Frames 11-09-0426 r1 with fields filled for 11n

https://mentor.ieee.org/802.11/dcn/09/11-09-0426-01-000w-action-frame-analysis.xls
“

1.4.2 Walk through the 11-09-429r0 and explanation of proposed resolutions, starting on row 46. and then also review the definition and purpose of the columns.

1.4.3 Question on the broadcast storms with Public Action Frames.  There were differing views.  PSMP case with a lower case y is probably correct….allowed, but not frequently used.

1.4.3 TGw has been provided with 429, and unless there are any other corrections or issues, this would be our input to them.


1.4.4 Row 48 PSMP should only be marked as Broadcast.  This change will need to be made in the material given to TGw.  

1.4.5 Proposed Solutions



Adrian: 2 options: 

Unprotected Public Action Frames vs the time sensitive nature of the HT frames.

1. change the HT frames to be public action frames

2. specify that HT frames are not protected.

Option 2: This has the effect of requesting TGw to agree not to protect more than just the Public Action Frames.  Adding to the category is not a significant complication, but can be handled.  

Option 1: There is some objection to change HT frames to public Action Frames because it is not in keeping in the definition of what is being passed back and forth.  Less complex, but we would be abusing the Public Action Frames and we would run the risk of some of the existing implementations and concern of interoperability.

1.4.5.1 Discussion: 11n would need to make the correction as 11w is before 11n, so it does not know of acknowledge the existence of 11n.  11n would be able to correct this issue in the long run.

A section could need to be added, or if 11w has the principle defined properly, then our selecting the proper management frame type would be sufficient.

11w spec 5.4.3.8 calls out the robust protection of management frames

TGn has made changes so that all Public Action Frames use the broadcast SSID.

TGw would have a statement of Action frames with the following category(ies) to be excluded.

11w set up categories that will or will not be included in the robust management frames.  With 11w and 11n having such close schedules, it is not clear how to ensure that this topic gets resolved and not impact either schedule.

1.4.5.2 Future work would be able to use the existing categories to determine if their new action frames would be protected or not.  If we think about it, we could reserve a set of category codes that provide us with a clue to whether that category would be protected or not.  For example, we could reserve the last 10 category codes to indicate the non protection state.

 1.4.5.3 Another possible solution would be to add a bit that would indicate if these sets of frames would be protected or not.  Concern of how to determine if the system could be examined for security compliance and threat.    This bit would be to the TGn centric view.  If we believe that there is a threat, we need to identify if we need to be protected or not.

 1.4.5.4 The discussion on possible ramifications and what each of thes issues may or may not provide.

1.4.6 Strawman: Add to TGw in the definition of Robust Management Frames a note that some categories are being excluded.  And Public Action frames would be the first one on the list.  Then in the TGn amendment, TGn would add HT cat 3 frames to the list.

1.4.6.1 Question on if a general solution is really necessary as it may not be time critical, and so we have a possible issue of detection.  This may be a set of use cases that are being questioned.  It is possible to think of some strange Beamforming paramenters that could be sent to a Transmitting STA, but the quality of the link would obviously be compromised, but the dropping of the link quality, would force the two STA to reestablish the parameters, and so the rogue would have to continually be on the attack to make it a real threat. But is this anyworse than someone sending CTS-to-Self frames repeatedly?

1.4.6.2 More discussion of corner cases and possible qualification of how bad or good an attack is and if the protection would help or hinder the use case.

1.4.6.3 DOS attacks in different flavors were talked about.  

1.4.6.4 Adrian and Matthew have had a lot of offline discussion and they fundamentally agree with the Strawman proposal. But are still open for further clearification/improvements.
1.4.6.5 Brian is concerned that Public Action Frames being included in the initial list may not proper.  It was pointed out that by requiring a wildcard SSID in all Public Action Frames, we have precluded the protection of the Public Action Frames.  
1.4.6.6 If an Amendment is using Public Action Frames, and needs protection, then it may be construed that these are not truly public frames and a different category should probably be created
1.4.6.7 The chair reminded the group that we need to allow TGw to resolve this issue on their April 8th call.  More discussion on the Reflector is expected, so that next week we can submit a recommendation to TGw by next Tuesday.  

1.4.6.8 We will have a TGn call at 11 EDT and TGw is scheduled for 12 EDT, so we may need to limit the time on the TGn call to one hour.  TGw needs to have the proposal at least a day earlier.  Delivery of the basic proposal for them by the 7th,  allows them to keep to their proposed schedule.

1.4.6.9We can confirm on the call next week that we have captured everything, but we do need to have a basic input for them the day before.

1.4.7 Question on possible Broadcast storms:

It was pointed out that in clause 9.2.7 (See draft 9.0) that a sentence has been added that may be an issue that should be included in a SB comment.  Suggest that all review, and if there is a mistake that has crept in, a appropriate comment be made before the closing of the SB recirc.
1.5 Sponsor ballot close date Saturday April 04

1.6.     Next call: April 08   916-356-2663, Bridge 5, 9662615  
This one will be targeted for one hour and there will be 2 topics.  
1. Review SB comments, and 2.TGw proposal/response
1.7 Call adjourned 12:17 EDT
References:
April 1: https://mentor.ieee.org/802.11/dcn/09/11-09-0429-00-000n-protected-action-frame-discussion.xls
April 1: https://mentor.ieee.org/802.11/dcn/09/11-09-0426-01-000w-action-frame-analysis.xls
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Minutes of the Teleconferences for TGn CRC for April 1 to May 6th, 2009.  





April 1: discussion of Protection requirements for Action Frames.
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