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Wednesday, March 11, 2009, 4:00-6:00 PM
Chair: Jesse Walker (Intel)
Acting recording secretary: Peter Yee (RSA Security on behalf of NSA/IAD)
Call to order and agenda

Meeting called to order by Jesse Walker.
· The Chair read the IEEE patent policy
· Everyone in the room understands the patent policy and no LOAs were submitted at this time.
· The agenda is in 11-09/0386r0.
· Attendance reminder made
· MOTION:  Move to adopt the agenda in this submission

· Result: Passed By Unanimous Consent

· Any corrections to meeting minutes thus far – none identified

· MOTION: Move to approve the Los Angeles meeting minutes in 11-09/0087r0 and updated Teleconference meeting minutes in 11-08/1203r9.
· By Unanimous consent
· TGw status: Draft 8.0 has been completed, but we already know that TGn objects to the resolution of the Public Action frame issue.

· Schedule of Teleconferences: Wednesdays at 12:00 ET through 1 week past the IEEE 802.11 May 2009 Interim meeting except for March 23rd.  Scheduled moved by Peter Yee, seconded by Stephen McCann (RIM).  Approved by unanimous consent.
· Public Action frames:

· Our previous resolution of the Public Action frames issue is unsatisfactory to TGn.

· Henry Ptasinski (Broadcom) requested that the changes that raised concerns be enumerated.

· Nancy Cam-Winget (Cisco) responded that in Clause 3 there was a definition of a Robust Action frame which excluded Public Action frames.  That definition was removed and therefore all Action frames are included.  Section 5.4.3.8 makes that modification explicit.  The pseudo code was then determined to have holes that caused frames without an IGTK to be dropped when they should have been processed.  Section 8.3.1 had a sentence added indicating that there was no inter-BSS protection provided by 802.11w.
· Adrian Stephens (Intel) suggested that each impacted group (TGk, TGn, TGu, TGv, and TGy) using Public Action frames should indicate how they use the Public Action frames or perhaps TGw voters should indicate why they voted as they did that led to the current state of Public Action frame processing.
· Stephen McCann (speaking about but not on behalf) of TGu said that TG uses Public Action frames to initiate/transmit emergency call functionality.  There are other uses.  McCann could not speak to whether TGu had a need for Public Action frame protection.  Jesse Walker (Intel) suggested that perhaps end-to-end security was needed even when keys were not available at the MAC layer.

· Adrian Stephens, speaking about TGn, said that there is feature called 40 MHz intolerance.  In 11-09/0369r0 he noted that a STA that is an associated member of a first BSS wants to indicate to a second, overlapping BSS that it is intolerant of 40 MHz operations.  This is done by sending a unicast Public Action frame to the AP of the second BSS or by sending a broadcast Public Action frame.  In either action, TGn’s interpretation of the meaning of “Public” is that frame may be sent between BSSs.  He also notes that other TG’s have interpreted “Public” to mean an Action frame that can be sent in State 1 or 2.  Adrian wants to know if that interpretation of “Public” matches TGw’s.  Allan Thomson (Cisco) believes that if the broadcast is sent to the wildcard BSSID, then TGn’s case is the same as TGv’s, which was previously determined would not be covered by TGw.

· Jesse Walker stated that he felt there was consensus on the following points:

· For the unicast case, in a BSS, unauthenticated/unprotected Public Action frames can be exchanged between devices until a Security Association is put in place.  After that, the exchanges within the BSS are to be protected.

· Adrian Stephens clarified that the broadcast case (with wildcard) BSSID is covered in the existing draft (as previously done with respect to TGv), which is to say, it is not handled.
· Walker asked the group whether TGw should continue with the 802.11w recirculation ballot at this time and thus risk getting new No votes because Public Action frames were not fully dealt with.

· Dorothy Stanley (Aruba Networks) suggested that we hold off on the recirculation and instead update the draft first.

· Walker took a straw poll on the TG’s preferred course of action.  The results of that straw poll were that the recirculation should be held until the 802.11w Public Action frame text can be amended.

· Allan Thompson moved “that the recirculation of P802.11w D8.0 be rescinded”.  Stephen McCann seconded.  The vote was 9-1-0 in favor of the motion.

· Adrian Stephens gave some text to be sent in liaison to TGn: “1) It appears that there should be no problem for 802.11n for unicast Public Action frames, as protection is not required between two STAs for which a security association does not exist.  However, this intent needs clarification in the TGw draft.  2) It is the intent of TGw that broadcast management frames with a wildcard BSSID that are not protected will be received.  This needs to be made more explicit in the P802.11w draft.  3) The rules for setting the BSSID field of the Public Action frame may require work in TGn  For example.  Setting it to the transmitter’s BSSID probably doesn’t work.  The rules for receiving and filtering Public Action frames based on BSSID field need to be clarified.”

· Meeting adjourned at 5:38 p.m.
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