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11
MLME
11.21
WLAN Interworking with External Networks Procedures
11.21.4
Interworking Procedures: Interactions with SSPN
11.21.4.2
Authentication and cipher suites selection with SSPN
Change the text as shown below:

When accessing the SSPN Interface Service with a SSPN, the STA shall follow the procedure defined in 8.1.3 to establish the RSNA in an ESS. The non-AP STA obtains information about the AP through Beacon or Probe Response frames, or makes query and selection using the GAS mechanism defined in 11.21.2. 

When the non-AP STA initiates IEEE 802.1X authentication, in the Interworking case, the EAP messages are forwarded to the SSPN based on the home realm information provided by the non-AP STA. Note that the identity of the non-AP STA may be obfuscated during the process to protect location privacy. If the IEEE 802.11 infrastructure is unable to forward the EAP message, the AP having dot11SSPNInterfaceEnabled set to TRUE shall disassociate the non-AP STA with Reason Code "Disassociated because lack of SSP roaming agreement to SSPN".

In addition to the EAP messages, the IEEE 802.11 infrastructure also provides extra information regarding the non-AP STA to the SSPN as defined in Annex V.3.1, e.g., the Cipher Suite supported by non-AP STA, the location of the AP to which the non-AP STA is associated, etc. Such information may be used by the SSPN to make authentication and service provisioning decisions.

In the SSPN Interface Service, the SSPN uses more information than is carried over EAP to decide on the authentication result. The SSPN may reject a connection request if the cipher suites supported by non-AP STA does not meet its security requirements. In this situation, the SME of the AP having dot11SSPNInterfaceEnabled set to TRUE shall invoke a disassociation procedure as defined in 11.3.2.7 by issuing the MLME-DISASSOCIATE.request primitive. The AP disassociates the corresponding non-AP STA with Reason Code "Requested service rejected because of SSPN cipher suite requirement".

The SSPN may reject the association request based on the location of the non-AP STA, e.g., if the non-AP STA is requesting association to an AP or associated to an AP located in a forbidden zone. In this situation, the SME of the AP having dot11SSPNInterfaceEnabled set to TRUE shall invoke a disassociation procedure as defined in 11.3.2.7 by issuing the MLME-DISASSOCIATE.request primitive. The AP disassociates the corresponding non-AP STA with Reason Code "Requested service not authorized in this location". 




Abstract


This submission addresses the CID 5349.  It conditions the AP behavior mandated in clause 11.21.4 on the proper MIB variable.





This document is based on 802.11u-d5.0.
































Submission
page 1
Dave Stephenson, Cisco

