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6. MAC service definition

6.1 Overview of MAC services

6.1.5 MAC data service architecture

Change the first two paragraphs of 6.1.5 as follows:

The MAC data plane architecture (i.e., processes that involve transport of all or part of an MSDU) is shown in Figure 6-1. During transmission, an MSDU goes through some or all of the following processes: MSDU rate limiting, A-MSDU aggregation, frame delivery deferral during power save mode, sequence number assignment, fragmentation, encryption, integrity protection, and frame formatting and A-MPDU aggregation. IEEE Std 802.1X-2004 may block the MSDU at the Controlled Port. At some point, the data frames that contain all or part of the MSDU are queued per AC/TS. This queuing may be at any of the three points indicated in Figure 6-1.

During reception, a received data frame goes through processes of possible A-MPDU de-aggregation, MPDU header and cyclic redundancy code (CRC) validation, duplicate removal, possible reordering if the Block Ack mechanism is used, decryption, defragmentation, integrity checking, and replay detection. After replay detection (or defragmentation if security is used) and possible A-MSDU de-aggregation and possible MSDU rate limiting, the one or more MSDUs are delivered to the MAC_SAP or to the DS. The IEEE 802.1X Controlled/Uncontrolled Ports discard any received MSDU if the Controlled Port is not enabled and if the MSDU does not represent an IEEE 802.1X frame. TKIP and CCMP MPDU frame order enforcement occurs after decryption, but prior to MSDU defragmentation; therefore, defragmentation will fail if MPDUs arrive out of order.
Replace Figure 6-1—MAC data plane architecture with the following figure:

[image: image2.emf]IEEE 802.1X

Controlled and

Uncontrolled Port

Filtering (optional)

PS Defer Queuing

(AP or IBSS STA 

only)

IEEE 802.1X

Controlled Port

Filtering

(optional)

IEEE 802.1 MAC

Relay Entity

(RSNA AP only)

IEEE 802.1X

Controlled Port

Filtering

(optional)

LLC/SNAP

IEEE 802.1X

Controlled and

Uncontrolled Port

Filtering (optional)

Intra BSS Relay (pre –RSNA AP only)

Sequence Number

Assignment

MSDU Integrity

and Protection

(optional)

Fragmentation

MPDU Encryption

and Integrity

(optional)

MPDU Header + 

CRC

Replay Detection

(optional)

MSDU Integrity 

and Protection 

(optional)

Defragmentation

MPDU Decryption 

and Integrity

(optional)

Block Ack 

Reordering

Duplicate Removal

MPDU Header + 

CRC Validation

LLC/SNAP

MSDU

Flow

MSDU

Flow

M

S

D

U

F

l

o

w

-

T

r

a

n

s

m

i

t

t

i

n

g

A-MSDU 

Aggregation

A-MSDU 

De-aggregation

A-MPDU 

Aggregation

A-MPDU 

De-aggregation

M

S

D

U

F

l

o

w

–

R

e

c

e

i

v

i

n

g

The ‘MPDU Decryption and Integrity

(optional)’ and ‘Block Ack 

Reordering’ processes may be 

performed in either order

Rx MSDU

Rate Limiting

Tx MSDU

Rate Limiting


� EMBED Visio.Drawing.11  ���





Abstract


This proposal addresses CID #5047.


This proposal is based on draft TGu version D5.0











Submission
page 2
Gabor Bajko, Nokia


_1298266789.vsd
Text


IEEE 802.1X
Controlled and
Uncontrolled Port
Filtering (optional)


PS Defer Queuing
(AP or IBSS STA only)


IEEE 802.1X
Controlled Port
Filtering
(optional)


IEEE 802.1 MAC
Relay Entity
(RSNA AP only)


IEEE 802.1X
Controlled Port
Filtering
(optional)


LLC/SNAP


IEEE 802.1X
Controlled and
Uncontrolled Port
Filtering (optional)


Intra BSS Relay (pre – RSNA AP only)


Sequence Number
Assignment


MSDU Integrity
and Protection
(optional)


Fragmentation


MPDU Encryption
and Integrity
(optional)


MPDU Header + CRC


Replay Detection
(optional)


MSDU Integrity and Protection (optional)


Defragmentation


MPDU Decryption and Integrity
(optional)


Block Ack 
Reordering


Duplicate Removal


MPDU Header + CRC Validation


LLC/SNAP


Rx MSDU
Rate Limiting


Tx MSDU
Rate Limiting


MSDU
Flow


MSDU
Flow


MSDU Flow - Transmitting


MSDU Flow – Receiving


A-MSDU Aggregation


A-MSDU 
De-aggregation


A-MPDU Aggregation


A-MPDU 
De-aggregation


The ‘MPDU Decryption and Integrity
(optional)’ and ‘Block Ack Reordering’ processes may be performed in either order



