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Subject: Response to liaison request to the IEEE 802 LMSC from ISO/IEC JTC1/SC6 WG1 to review documents 6N13774, 6N13775, and 6N13776
Dear Ms. Lee,
Thank you for the opportunity to review documents 6N13774, 6N13775, and 6N13776.
After review, we have concluded that document 6N13776 arguing in favour of an NP to create a WAPI IS contains numerous factually incorrect statements and logical inconsistencies. At this point a detailed enumeration of all of the problems would not be productive. Instead, we reiterate our position as expressed in 6N13725.

For over five years, the IEEE 802.11 Working Group has consistently offered to work with China’s NB and with ISO/IEC JTC1/SC6 WG1 to integrate WAPI technology into both the IEEE 802.11 and ISO/IEC 8802-11 standards. Unfortunately, the position statement in 6N13776 rejects a cooperative approach for WAPI integration and fails to address the interests of all stakeholders.
In addition to our position documented in 6N13725, we observe the following:
· A brief review of the sample IS in 6N13774 confirms our belief that there are significant copyright issues that need to be addressed.

· The organizational memory needed to adequately integrate any new technology into the existing  IEEE 802.11 standard only exists within the IEEE 802.11 Working Group. Transfer of such knowledge through liaison agreements or documents is unworkable. Of course, the integration of WAPI technology would also require the participation of WAPI experts from China.
· The WLAN market relies on the synchronization of the ISO/IEC 8802-11 and IEEE 802.11 standards. The IS option immediately orphans WAPI from all developments in the IEEE 802.11 standard since 2004, including IEEE 802.11e (QoS), IEEE 802.11n (High Rate), and IEEE 802.11r (Fast Roaming). This means that the IS option is irrelevant to the world WLAN market. The 802.11-based WLAN market consists of more than a billion existing devices, and is growing by over 400 million devices per year. We note that six years after the publication of WAPI as a Chinese national standard, there appears to be only limited market demand for WAPI in China and none whatsoever anywhere else in the world.
· Some elements of WAPI are clearly outside the scope of the IEEE 802.11 Working Group and SC6 WG1. We note that SC27 is currently considering the end-to-end three party authentication protocol from WAPI as an amendment to ISO/IEC 9798-3 Part 3. The SC27 work is a good example of WAPI technology being standardized in the appropriate forum. We consider this as significant progress for WAPI, the standardization process, and the WLAN community.
· Document 6N13776 alleges that IEEE 802.11i contains security flaws without detailing any specifics. We are unaware of any such issues. However, we encourage any individual or group, including SC6 NBs, to send evidence of any security weaknesses to the IEEE 802.11 Working Group at any time. They will be addressed immediately using our normal processes.
The IEEE 802.11 Working Group once again renews its offer to work with China’s NB and JTC1/SC6 WG1 to integrate WAPI technology into the IEEE 802.11 and ISO/IEC 8802-11 standards, and we recommend the refined TR option, as documented in 6N13725, as an appropriate vehicle for enabling forward progress. However, other approaches that meet the needs of all stakeholders may also be acceptable.

Your consideration of our on-going concerns is greatly appreciated.

Sincerely

Bruce Kraemer
IEEE 802.11 Chair
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