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	1003
	Vlantis, George
	223.00
	13
	11.14.3.2
	Elaboration of CID 152 in the original SB: Equation 11-3 describes a 50MHz range to be scanned, while the text associated with the equation and the preceding paragraphs describe a 40MHz scan. Please correct or add a clarification.
	Clarify Equation 11-3. A range of N-25MHz to N+25MHz is a 50MHz range, not 40MHz.
	Principle – tgn editor shall change all occurrences of “40 mhz affected channel range” to “20/40 MHz BSS affected channel range” – the use of “40 MHz” in the cited instances is not a reference to the size of the range, but instead, to the entity that potentially affects other entities operating within that specified range. Changing the name will help readers to avoid making this incorrect interpretation. Ideally, according to accepted rules of grammar, a more correct phrase would  have been “40-MHz-affected channel range” and the newer one is more correctly expressed as “20/40-MHz-BSS-affected channel range”.

	1004
	Vlantis, George
	222.00
	64
	11.4.3.2
	Elaboration of CID 152 in the original SB was resolved as "Agree in Principal" and there were two actions: CID 159's change (which indeed clarifies the intent) and an informative note was added to 11.14.5 in the resolution of CID 152. However, on the issue of detecting energy from non-802.11 devices while scanning, the motioned resolution reads "Other subclauses of 11.14 describe the events that must be reported when scanning. Nothing normative requires reporting of received power events, but nothing normative would prevent this either. There is some agreement that some additional clarity can be added to the specification." So, (1) I don't find the clarification suggested and (2) The only "other subclause" that I find in 11.14 is the informative Note 2 of 11.14.4.1. This Note (a) specifies no reporting action, but rather recommends that the STA that senses the energy not transmit any 40MHz mask PDUs. (b) The only defined reporting mechanism to the AP that such energy has been discovered would be to set the 40MHz Intolerant Bit in the STA's HT Capabilities IE. Please clarify in the draft whether this is the normative or recommended reporting mechanism.
	Address the non-802.11 energy issue.
	Disagree - The commenter is referring to CID 153, not 152 and the commenter has selectively quoted the resolution for CID153, which also stated: “The OBSS scan is, as the name implies, an attempt to locate overlapping BSSs, and not necessarily non-802.11 devices.” The portion of the cited comment CID 153 that relates to non-802.11 energy scanning read: “If the intent is to scan looking only for 802.11 frames and non-802.11 devices' energy, then the power threshold should be specified…” – note that while the resolution for CID begins with “agree in principle, this does not necessarily imply complete agreement with the commenter – there are only three choices of response available – Disagree, in which no change is made, Agree, for which the exact change requested is made, and agree in principle, in which case some change is made to the draft – the only suitable response in this case was agree in principle, and it does fit, because the commenter prefaced the comment and the proposed resolution with “if” – given that the intent of the draft was NOT to included non-802.11 sources in the scan results, what followed in the comment and proposed change was not applicable. Regarding “clarification” – the response to CID 153 suggested that additional clarity was needed with respect to the basic question asked in CID 153, which was “if the intent of scanning is” – and as this new comment suggests, that clarification has been addressed. The resolution was not attempting to clarify whether how, if energy was detected, it should be signaled to any other STA, because there is no proposal or agreement as to what the relevant parameters should be for making such a recommendation. The language for setting the 40 MHz intolerant field is quite specific, in that the value of this field is based purely on the current value of the associated MIB variable dot11FortyMHzIntolerant. The value of this MIB variable is established by the SME. The SME behavior is outside of the scope of this document. The SME can, for example, take measurements on various channels and subsequently use that information to make a decision regarding the value of the 40 MHz intolerant related MIB variable.

	1074
	Epstein, Joseph
	222.00
	9
	11.14
	Regarding CID 227: The CRC missed that this comment is different than CID 228, and requires a different response. If an AP has a secondary channel overlapping another's 20MHz channel, then the former AP should either be forced to follow the same rules without regard to band, so long as the same problem can occur, or the rules should be removed. No evidence has been shown that the problem of exact primary/secondary overlap is any different, in RF or MAC effects, in 5GHz than in 2.4GHz. The one and only problem that has been acknowledged to be different is that 2.4GHz has intermediate overlapping channels, but that is not to point here. Please note that this comment addresses AP behavior.
	Require 5GHz APs and STAs to follow the same overlapping BSS restrictions as 2.4GHz. In the alternative, remove the overlapping BSS scanning and reaction requirements for 2.4GHz, and allow the settling to be performed outside the scope of the standard.
	Disagree - The CRC continues to view CID 227 and CID 228 as a pair of comments regarding, in the larger sense, the same question, but where each of the two comments differs from the other only by the fact that they each offer a different solution. The CRC disagrees with both solutions for the same reason. The AP required behavior in the 2.4 GHz band relies on associated STA requirements, and therefore, the issue becomes one of STA scanning behavior. As for the specific proposed change requests, the CRC repeats the earlier response, which is that elements exist in the protocol to allow a 20/40 MHz BSS to convey MAC control information to a BSS that lies exactly in the secondary channel, and use of such elements are currently determined outside of the scope of the draft – the current draft provides the tools that an AP or STA may employ to perform the requested functions, and therefore, the only difference between the commenter and the CRC is in whether some specific uses of those tools should be made mandatory or not. The CRC believes that the commenter has not provided an argument to justify a change that would make their use mandatory.

	1075
	Epstein, Joseph
	229.00
	43
	11.14.5
	Regarding CID 228: The CRC missed that this comment is different than CID 227, and so should be resolved differently. The comment is to require that the client implement the minimal part of the protocol to allow 20/40 BSS conveyance for secondary-channel OBSS, something not currently required in the draft for 5GHz. The resolution, incorrectly, states both that the necessary elements do exist, and that the use of these elements are outside the scope of the standard. The former is not true, as the draft eliminates the necessary elements as requirements for 5GHz. The latter cannot be true, as it is in scope for 2.4GHz, and the identical RF problem occurs in both bands. Please note that this comment addresses client behavior.
	Allow 5GHz APs to require 5GHz STAs to perform scanning operations for overlapping BSSs. Require 5GHz STAs to have the scanning capability in the 5GHz band, even if scanning may be disabled at deployment time. (Doing this does not satisfy my comment that 5GHz should have overlapping be mandatory.)
	Disagree - The CRC continues to view CID 227 and CID 228 as a pair of comments regarding, in the larger sense, the same question, but where each of the two comments differs from the other only by the fact that they each offer a different solution. The CRC disagrees with both solutions for the same reason. The AP required behavior in the 2.4 GHz band relies on associated STA requirements, and therefore, the issue becomes one of STA scanning behavior. As for the specific proposed change requests, the CRC repeats the earlier response, which is that elements exist in the protocol to allow a 20/40 MHz BSS to convey MAC control information to a BSS that lies exactly in the secondary channel, and use of such elements are currently determined outside of the scope of the draft – the current draft provides the tools that an AP or STA may employ to perform the requested functions, and therefore, the only difference between the commenter and the CRC is in whether some specific uses of those tools should be made mandatory or not. The CRC believes that the commenter has not provided an argument to justify a change that would make their use mandatory.

	1076
	Epstein, Joseph
	223.00
	6
	11.14.3.2
	Regarding CID 229: The resolution provided strengthens the argument presented by the commenter in CID 226, although the resolution here is incorrect as a whole. The authors of other drafts, such as TGw, have taken great care to protect the network from a number of signaling-level attacks, which are more severe than jamming or repetitive transmission attacks, because they deny service with far greater efficiency. CTS attacks, for example, require on-line presense of the attacker, as the CTS was designed, from the early days of 802.11, to be self-limiting for this attack by having a relatively small maximum Duration value.
	Allow the AP to use selection rules to exclude potential attackers. If no proposal is made as to what the rules may be, then allow the rules to be outside the scope of the standard.
	Disagree – without a concrete proposal as to what selection rules would allow APs to both obey “valid” 40 mhz intolerance indications and disregard “invalid” 40 mhz intolerance indications, the CRC cannot make such a change – if the CRC accepts the proposed change that suggests that the AP can make its own rules as to this determination, then the CRC potentially allows APs to create a set of rules that disregards “valid” 40 mhz intolerance indications, and the CRC finds that this is unacceptable – the CRC does not believe that the set of rules desired by the commenter exists. In an unlicensed piece of spectrum that is shared among users, denial of service will always be available as an avenue of attack. The on-line nature of the suggested attack is different from the CTS with regard to the time required to “refresh” the DOS, but otherwise, it is similar in the fact that both do require constant vigilance on the part of the attacker, and the CTS attack is worse in that it completely shuts down the network, as opposed to reducing the maximum bandwidth.

	1077
	Epstein, Joseph
	223.00
	43
	11.14.5
	Regarding CID 230: If the first statement in the resolution is true, then the resolutions for CIDs 227-230 should be altered to be consistent.
	Remove all of the text that requires APs to disable 40MHz operation on the basis of any rule whatsoever, as this is contrary to the existing spirit of 802.11 and adds minimal if not negative value. Retain the requirements that STAs must be able to scan, and the protocol that allows APs to require STAs to scan. Make the decision on whether an AP operates in 40MHz beyond the scope of the standard.
	Disagree – It does not follow that the first statement of the resolution for CID 230 causes a need to revise the resolutions for the other named CIDs. Regarding the proposed change, some portions of the rules for AP behavior regarding 40 mhz operation are made mandatory because of the perception on the part of the majority of 802.11 voters that if such mandatory actions were not prescribed by the standard, then they would not be performed and existing users of equipment in those situations would be harmed.


Previously resolved comments (sponsor ballot 0), included here for reference – CID 152, 153, 159, 227, 228, 229, 230
	152
	Vlantis, George
	223.39
	39
	11.14.3.2
	The scanning procedure described in this paragraph and the associated equation 11-3 is not clear. If the intent is to scan looking only for 802.11 beacons (or other frames), then the frequency stepping for the channels needs to be specified (e.g. every 5Mhz) and to look for beacons (or other frames) with channel widths of 40MHz, 20MHz, 10MHz and 5MHz.
	If the scanning procedure looks for valid 802.11 beacons (or other frames), then specify this and specify what the frequency centers and channel widths should be.
	DISAGREE (COEX: 2009-01-22 18:42:10Z) - Within the 2.4 GHz band, the only channelizations allowed are 20 and 20/40 – both of these are covered by the rules in the cited subclause. Within the 5 GHz band, channelization that is not 20 or 20/40 is only available through licensed use, in which case, interference that might be caused by the operation of a 20/40 BSS is already prohibited by the applicable regulatory body.


	153
	Vlantis, George
	223.39
	39
	11.14.3.2
	The scanning procedure described in this paragraph and the associated equation 11-3 is not clear. If the intent is to scan looking only for 802.11 frames and non-802.11 devices' energy, then the power threshold should be specified, as well as the frequency centers and a variety of channel widths.
	If the scanning procedure looks for both valid 802.11 beacons (or other frames) and non-802.11 devices, then specify the power threshold for the non-802.11 devices and specify the frequency cent and channel widths to do the sensing.
	AGREE IN PRINCIPLE (COEX: 2009-01-22 18:39:35Z) - The OBSS scan is, as the name implies, an attempt to locate overlapping BSSs, and not necessarily non-802.11 devices. Other subclauses of 11.14 describe the events that must be reported when scanning. Nothing normative requires reporting of received power events, but nothing normative would prevent this either. There is some agreement that some additional clarity can be added to the specification. See CID 159 for such changes and also: TGn editor shall change 11.14.5 by adding a sentence after the first sentence of the first paragraph: “STAs that perform overlapping BSS scans report discovered BSSs and received 20/40 BSS Coexistence information to their associated AP (see 11.14.12.)”


	159
	Fischer, Matthew
	223.39
	39
	11.14.3.2
	The following text is a bit vague: "After starting a 20 MHz BSS, an FC HT AP 2G4 shall perform a minimum of
dot11BSSWidthChannelTransitionDelayFactor overlapping BSS scans, either itself or through its associated
STAs, of the set of channels that are allowed operating channels within the current operational regulatory domain
and whose center frequency falls within the 40 MHz affected channel range given by Equation (11-3)
before making a transition from a 20 MHz BSS to a 20/40 MHz BSS. If no channel has been selected as the
intended secondary channel of the 20/40 MHz BSS, then all channels in the frequency band shall be scanned." The reason for the vagrancy is this: - if the STA is doing the scanning, then it is not privvy to the possible intended secondary channel information, and therefore, according to the statements, the STA should be scanning all channels in the frequency band - but one has to sort of squint to see it this way.
	Change the cited paragraph to read as follows: "After starting a 20 MHz BSS, an FC HT AP 2G4 shall perform a minimum of
dot11BSSWidthChannelTransitionDelayFactor overlapping BSS scans, either itself or through its associated
STAs before making a transition from a 20 MHz BSS to a 20/40 MHz BSS. When the AP performs the scanning and the secondary channel for the 20/40 MHz BSS has been selected, then the scan shall be performed over the set of channels that are allowed operating channels within the current operational regulatory domain
and whose center frequency falls within the 40 MHz affected channel range given by Equation (11-3). When the AP performs the scanning without an intended secondary channel for the 20/40 MHz BSS, or when the AP's associated STA(s) perform the scanning, then the scan shall be performed on all channels in the frequency band."
	AGREE (COEX: 2009-01-22 18:38:25Z)

	226
	Epstein, Joseph
	144.61
	61
	9.10.9
	Pursuing the sort of protections suggested by Protected Block Ack is valuable, but the particular implementation fails to address what it attempted to solve: the problem of an attacker moving a window far away from the sender's state by using just one frame. Specifically, a transmitter can force a receiver's WinEnd forward just by transmitting a frame with an SN greater than WinEnd. A BAR is not required. The notion of moving the window forward on an overrun is an important failsafe, and probably should not be removed for a variety of reasons.
	Given that Protected Block Ack does not significantly affect an attacker's ability to mount the same DoS attack, if no alternative is presented that does not also remove or severely restrict the overrun update rule, remove the Protected Block Ack mechanism. (It could be useful to see a permission-based overrun scheme, where the receiver asks privately whether the sender meant to overrun; the balance would be in efficiency.)
	DISAGREE (MAC: 2009-02-18 18:08:39Z) - The group is aware that other more difficult attacks on the BlockAck

mechanism exist.  However,  it sees value in addressing the specific weakness of the unauthenticated BlockAckReq frame.


	227
	Epstein, Joseph
	222.09
	9
	11.14
	Although it is well-known that the 2.4GHz band is more used than the 5GHz band in residential deployments, the 5GHz band--and all of its channels--is commonly used in enterprise deployments. Given the large number of 11a deployments and the push for more devices to operate in the 5GHz band, it is reckless to provide 5GHz APs a free pass not to perform overlapping BSS scans. Much of the text in the draft pertaining to reasons for excluding 5GHz is based on old (pre-2007) deployments and does not true today. If overlapping BSSs are an issue that needs to be addressed, then they need to be addressed uniformly. (Note: although one can possibly argue that DFS channels are not used as much and should remain exempted, this too is reckless as many 11a devices have been software-updated to support DFS.)
	Require 5GHz APs and STAs to follow the same overlapping BSS restrictions as 2.4GHz. In the alternative, remove the overlapping BSS scanning and reaction requirements for 2.4GHz, and allow the settling to be performed outside the scope of the standard.
	DISAGREE (COEX: 2009-01-22 18:36:38Z) - The 5GHz band is different from the 2.4 GHz band – in 5 GHz, any overlap is complete with either the primary or secondary channel of the 20/40 MHz BSS, whereas varying degrees of overlap are possible in the 2.4 GHz band. A complete overlap of the primary channel creates no new problems as compared to existing possible 5 GHz BSS overlapping situations, where the existing protocols simply allow the BSSs to share the channel through ordinary DCF behavior. Overlapping in the secondary channel is different, in that not all control channel information is conveyed to the secondary channel, but the elements exist in the protocol to allow the 20/40 MHz BSS to convey such information to a secondary channel OBSS, use of such elements can be determined outside of the scope of the standard, as suggested by the commenter.

	228
	Epstein, Joseph
	229.43
	43
	11.14.5
	Although it is well-known that the 2.4GHz band is more used than the 5GHz band in residential deployments, the 5GHz band--and all of its channels--is commonly used in enterprise deployments. Given the large number of 11a deployments and the push for more devices to operate in the 5GHz band, it is reckless to provide 5GHz APs a free pass not to perform overlapping BSS scans. Much of the text in the draft pertaining to reasons for excluding 5GHz is based on old (pre-2007) deployments and does not true today. If overlapping BSSs are an issue that needs to be addressed, then they need to be addressed uniformly. (Note: although one can possibly argue that DFS channels are not used as much and should remain exempted, this too is reckless as many 11a devices have been software-updated to support DFS.)
	Allow 5GHz APs to require 5GHz STAs to perform scanning operations for overlapping BSSs. Require 5GHz STAs to have the scanning capability in the 5GHz band, even if scanning may be disabled at deployment time. (Doing this does not satisfy my comment that 5GHz should have overlapping be mandatory.)
	DISAGREE (COEX: 2009-02-18 17:45:52Z) - The 5GHz band is different from the 2.4 GHz band – in 5 GHz, any overlap is complete with either the primary or secondary channel of the 20/40 MHz BSS, whereas varying degrees of overlap are possible in the 2.4 GHz band. A complete overlap of the primary channel creates no new problems as compared to existing possible 5 GHz BSS overlapping situations, where the existing protocols simply allow the BSSs to share the channel through ordinary DCF behavior. Overlapping in the secondary channel is different, in that not all control channel information is conveyed to the secondary channel, but the elements exist in the protocol to allow the 20/40 MHz BSS to convey such information to a secondary channel OBSS, use of such elements can be determined outside of the scope of the standard, as suggested by the commenter.

	229
	Epstein, Joseph
	223.06
	6
	11.14.3.2
	The requirement that the AP must disable 40MHz operation based on strict intolerance-setting values or client detection criteria can lead to exposure to attacks that seek to prevent 40MHz operation.
	Allow the AP to use selection rules to exclude potential attackers. If no proposal is made as to what the rules may be, then allow the rules to be outside the scope of the standard.
	DISAGREE (COEX: 2009-01-22 18:38:03Z) - the exchange of 20/40 Coex information is not the only denial of service attack that exists for the protocol – many such attacks have existed since the first 802.11 standard was created, the CTS frame being the best such example. Because of the particular rules of operation for the spectrum in which a conformant device operates, additional avenues for denial of service attack exist and will continue to be outside of the control of the 802.11 body. Finally, in order to allow fair sharing of limited spectrum among unrelated devices, it is necessary to provide for a “public” mechanism to announce the need for such sharing.

	230
	Epstein, Joseph
	223.43
	43
	11.14.5
	802.11 has always allowed for possibly-pathological channel selection of neighboring APs: they could always have been partially overlapping in the 2.4GHz band, and could always have been fully overlapping in any band. There are no rules that prevent this, as there should not be, because channel selection (aside from DFS) has been out of the scope of the standard. Although it is admirable for the draft contributors to be concerned about pathological 40MHz/20MHz overlap, there is no need for 802.11 to take on the overlap problem in a normative manner now. Furthermore, the solution described in the standard is needlessly complicated. Finally, who is to say that some managed deployments should not be able to create such overlap if the benefits to them outweigh the RF complications (such as at the transition point between two buildings). The rules, as stated, may even lead to rampant instability in certain situations.
	Remove all of the text that requires APs to disable 40MHz operation on the basis of any rule whatsoever, as this is contrary to the existing spirit of 802.11 and adds minimal if not negative value. Retain the requirements that STAs must be able to scan, and the protocol that allows APs to require STAs to scan. Make the decision on whether an AP operates in 40MHz beyond the scope of the standard.
	DISAGREE (COEX: 2009-01-22 18:42:45Z) - a large majority of the voters in 802.11 have agreed with the proposition that changes created by TGn have created the need for normative behaviors regarding overlapping BSS situations related to the use of a 40 mhz wide channel. The protocol provided for this purpose adds only a small amount of functionality to that which is already performed by most production devices – that is, today most devices already scan channels at various times – the TGn protocol requires scanning at a rate which is far below that which is typically done by existing devices. The TGn protocol requires STAs to transmit management frames to report some of the information gathered during such scanning activity. This is a relatively small change for existing implementations.
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Abstract


This document proposes resolutions for four CIDs from Sponsor Ballot 1 of TGn that were assigned to the COEX adhoc sub-committee of the TGn sponsor ballot comment resolution committee and that relate to 20-40 coex issues.
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