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Change all occurances of the MIB value “dot11EASNEnabled” to “dot11EASEnabled” throughout the whole draft.

Change the following text as shown below:

3. Definitions

3.u.5 homogenous ESS: A collection of BSSes, within the same extended service set (ESS), in which the SSPN or other external network reachable at one BSS, is reachable at all of them. All BSSs identified by a homogeneous ESS identifier (HESSID) are in the same mobility domain, if one is defined.
Delete the following text as shown below:

4. Abbreviations and acronyms

Change the following text as shown below:

7.2.3.1 Beacon frame format
Insert order 45 through 48 information fields into Table 7-8:

Table 7-8—Beacon frame body

	Order
	Information
	Notes


	45
	Interworking 
	The Interworking element is present if dot11InterworkingServiceEnabled is true.

	46
	Advertisement Protocol
	Advertisement Protocol element is present if dot11InterworkingServiceEnabled is true and the value of at least one dot11GASAdvertisementID is not null. 

	47
	Roaming Consortium 
	The Roaming Consortium element is present if dot11InterworkingServiceEnabled is true and the dot11RoamingConsortiumTable has at least one non-null entry.

	48
	Emergency Alert
	One or more Emergency Alert elements are present if dot11EASEnabled is true and there are one or more EAS message(s) active  in the network.


Change the following text as shown below:

7.2.3.9 Probe Response Frame Format

Insert order 42 through 45 information fields into Table 7-15:

Table 7-15—Beacon frame body

	Order
	Information
	Notes


	42
	Interworking 
	The Interworking element is present if dot11InterworkingServiceEnabled is true.

	43
	Advertisement Protocol
	Advertisement Protocol element is present if dot11InterworkingServiceEnabled is true and the value of at least one dot11GASAdvertisementID is not null. 

	44
	Roaming Consortium 
	The Roaming Consortium element is present if dot11InterworkingServiceEnabled is true and the dot11RoamingConsortiumTable has at least one non-null entry.

	45
	Emergency Alert
	One or more Emergency Alert elements are present if dot11EASEnabled is true and there are one or more EAS message(s) active  in the network.


Change the following text as shown below:

7.3.2. Information elements

Insert the following to the contents of Table 7-26 as shown below:

	Table 7-26 - Element IDs

	Information Element
	Element ID
	Length

(in octets)
	Extensible

	Interworking (see 7.3.2.83)
	<ANA>
	3, 4, 5, 6, 9, 10, 11, 12
	 

	Advertisement Protocol (see 7.3.2.84)
	<ANA>
	4 to 257
	 

	Expedited bandwidth request (see 7.3.2.85)
	<ANA>
	3
	 

	QoS Map Set (see 7.3.2.86) 
	<ANA>
	18 to 60
	Yes

	Roaming Consortium (see 7.3.2.87)
	<ANA>
	6, 9, 12
	Yes

	Emergency Alert (see 7.3.2.88)
	<ANA>
	variable
	 


· The Element IDs will be assigned by ANA prior to sponsor ballot. 

7.3.2.27 Extended Capabilities information element

Change the following text as shown below:
	Table 7-35a - Capabilities field

	Bit(s)
	Information
	Notes

	<ANA>
	Interworking
	When dot11InterworkingServiceEnabled is set to TRUE, the Interworking field is set to 1 to indicate the STA supports Interworking Service as described in 11.21. When dot11InterworkingServiceEnabled is set to FALSE, the Interworking field is set to 0 to indicate the STA does not support this capability.

	<ANA>
	QoS Map
	When dot11QosMapEnabled is set to TRUE, the QoS Map field is set to 1 to indicate the STA supports QoS Map service as described in 11.21.6. When dot11QosMapEnabled is set to FALSE, the QoS Map field is set to 0 to indicate the STA does not support this capability.

	<ANA>
	EBR
	When dot11EBREnabled is set to TRUE, the EBR field is set to 1 to indicate the STA supports EBR as described in7.3.2.86. When dot11EBREnabled is set to FALSE, the EBR field is set to 0 to indicate the STA does not support this capability.

	<ANA>
	SSPN Interface
	When dot11SSPNInterfaceEnabled is set to TRUE, the SSPN Interface field is set to 1 to indicate the AP supports SSPN Interface service as described in 11.21.4. When dot11SSPNInterfaceEnabled is set to FALSE, the SSPN Interface is set to 0 to indicate the AP does not support this capability. Non-AP STAs shall set this field to 0.

 

	<ANA>
	EAS
	When dot11EASEnabled is set to TRUE, the EAS field is set to 1 to indicate the STA supports the EAS mechanism as described in 11.18.5. When dot11EASEnabled is set to FALSE, the EAS field is set to 0 to indicate the STA does not support this capability.

 

	<ANA>
	MSGCF Capability
	When dot11MSGCFEnabled is set to TRUE, the MSGCF Capability field is set to 1 to indicate the non-AP STA supports the MSGCF in 11B. When dot11MSGCFEnabled is set to FALSE, the MSGCF Capability is set to 0 to indicate the AP does not support this capability. APs shall set this bit to 0.


Change the text as shown below:

7.3.2.83 Interworking information element

Note that EICI field was deleted from figure 7-95o108 which is not shown by Word “track changes” feature:

The Interworking information element contains information about the Interworking Service capabilities of a STA as shown in Figure 7-95o108.
Figure 7-95o108
	 
	 
	 
	B0 - B3
	B4
	B5
	B6
	B7
	 
	 

	 
	Element ID
	Length
	Network
Type
	Internet
	ASRA
	Reserved
	Emergency Service Accessible
	Venue Info (optional)
	HESSID
(optional)

	Octets:
	1
	1
	[image: image1.png]


1 
	0 or 2
	0 or 6


The Length is a one-octet field whose value is 1 plus the length of each optional field present in the element.
Change the following text as shown below:

Bit 6 is a reserved bit.

Change the following text as shown below:

The HESSID field, which is the identifier for a homogeneous ESS, specifies the value of HESSID, see 11.21.1.  A non-AP STA uses this field to indicate the desired HESSID in an active scan. The HESSID field shall be the value of dot11HESSID.


7.3.2.84 Advertisement Protocol information element

Add text as shown below:

—
The Emergency Alert System (EAS) service allows a network to disseminate emergency alert notifications from an external network to unauthenticated and unassociated non-AP STAs. To provide a standardized alerting system, EAS uses the Common Alerting Protocol (CAP) (see OASIS CAP) carrying EDXL (see OASIS EDXL) formatted messages. Utilizing GAS and EAS Advertisement Protocol ID, CAP and EDXL can operate transparently over the air interface. The structure of the CAP Alert Message is defined in 1.3 of OASIS CAP. The message format itself is defined in 3.2 of OASIS EDXL, which is a special emergency type of XML message.  The underlying transport mechanism in IEEE 802.11 networks for CAP is HTTP.

Insert the following new clause as shown below:

7.3.2.88 Emergency Alert information element
The Emergency Alert information element provides a hash to identify instances of the active EAS messages which are currently available from the network.  The hash allows the non-AP STA to assess whether an EAS message advertised by an AP has been previously received and therefore whether it is necessary to download from the network.  The format of the Emergency Alert information element is provided in Figure 7-95o118a.
	 
	Element ID
	Length
	Alert Identifier Hash

	Octets:
	1
	1
	8


Figure 7-95o118a—Emergency Alert element format
The Length is a 1-octet field whose value is equal to 8.

The Alert Identifier Hash (AIH) is a 8-octet field. It is a unique value used to indicate an instance of an EAS message. The value of this field is the hash produced by the HMAC-SHA-1 hash algorithm operating on the EAS message.

AIH = HMAC-SHA-1(“ES_ALERT”, Emergency_Alert_Message)

Where AIH is then truncated to the first 64 bits of this function.

Emergency_Alert_Message is the EAS message itself.

7.3.4 Native Query Protocol elements

7.3.4.1 Capability List

The Capability List element provides a list of information/capabilities that has been configured on a STA. The native query protocol elements that may be configured are shown in Table 7-43by along with the element's usage rules. This capability element may be returned in response to a Native GAS Query Request.
Insert the following new row in Table 7-43by as shown below:

	Table 7-43by - Native Query Protocol info ID definitions 

	 
	BSS
	IBSS

	Info Name
	Info ID
	Native Info Element (clause)
	AP
	Non-AP STA
	STA

	Reserved
	0-255
	n/a
	n/a
	n/a
	n/a

	Capability List
	256
	7.3.4.1
	T, R
	T, R
	T, R

	Venue Name information
	257
	7.3.4.2
	T
	R
	----

	Emergency Call Number information
	258
	7.3.4.3
	T
	R
	----

	Network Authentication Type information
	260
	7.3.4.4
	T
	R
	----

	Roaming Consortium List
	261
	7.3.4.6
	T
	R
	----

	AP Date, Time and Time Zone information
	262
	7.3.4.7
	T
	R
	----

	IP Address Type Availability information
	263
	7.3.4.8
	T, R
	T, R
	T, R

	NAI Realm List
	264
	7.3.4.9
	T
	R
	T, R

	3GPP Cellular Network information
	265
	7.3.4.10
	T
	R
	----

	AP Geospatial Location
	266
	7.3.4.11
	T
	R
	----

	AP Civic Location
	267
	7.3.4.12
	T
	R
	----

	Domain Name List
	268
	7.3.4.13
	T
	R
	----

	Emergency Alert URI
	269
	7.3.4.14
	T
	R
	T,R

	Reserved
	270- 56796
	n/a
	n/a
	n/a
	n/a

	Native Query Protocol vendor-specific list
	56797
	7.3.4.6
	T, R
	T, R
	T, R

	Reserved
	56798 - 65535
	n/a
	n/a
	n/a
	n/a

	Symbols

T Native query protocol element may be transmitted by MAC entity

R Native query protocol element may be received by MAC entity

--- Native query protocol element is neither transmitted nor received by MAC entity


Insert the following new clause as shown below:

7.3.4.14 Emergency Alert URI Information
The Emergency Alert Server URI information provides a URI for EAS message retrieval. The format of the Emergency Alert Server URI information is provided in Figure 7-95o142.
	 
	Info ID
	Length
	Alert URI

	Octets:
	2
	2
	variable


Figure 7-95o142—Emergency Alert URI format
The Length is a 2 - octet field whose value is equal to the length of the Emergency Alert Server URI field.

The Emergency Alert Server URI is a variable length field used to indicate the URI at which an EAS message may be retrieved.  See 11.21.5.
Replace Clause 11.21.5 with the following new text:
11.21.5 Interworking Procedures: Emergency Alert System (EAS) Support
The Emergency Alert System (EAS) provides alerts, typically issued by authorities, to be transmitted upon request from APs to non-AP STAs. Subsequent to advertisement in Beacon and Probe Response frames, a non-AP STA uses Native and non-Native GAS queries to retrieve an EAS message from the network according to the following procedures.
When dot11EASEnabled is set to TRUE, EAS operation shall be supported. When EAS operation is not supported, dot11EASEnabled shall be set to FALSE.
When the IEEE 802.11 infrastructure is informed of the availability of an EAS message (the mechanism by which is out of scope of this standard), an AP with dot11EASEnabled set to TRUE shall advertise the availability of the EAS message by including an Emergency Alert element (see 7.3.2.88) for that message in its Beacon and Probe response frames.  The AP shall include one instance of an Emergency Alert element in its Beacon and Probe response frames for each active EAS Message.  The Emergency Alert element provides to the non-AP STA an Alert Identifier Hash value of the alert, which is a unique indicator of the EAS Message. This Alert Identifier Hash value allows the non-AP STA to determine whether this is a new alert which it has not downloaded before, by comparing this hash with the current hash (or list of previously received hashes) which it has cached in its local memory.

When an EAS Message has expired (the mechanism by which is out of scope of this standard), an AP with dot11EASEnabled set to TRUE shall remove the corresponding instance of an Emergency Alert element from its Beacon and Probe response frames.

The Alert Identifier Hash in the Emergency Alert element is computed using HMAC-SHA-1 hash algorithm as shown in clause 7.3.2.88.
Upon receiving an Emergency Alert element for an EAS Message which has not already been retrieved from the network, a non-AP STA having dot11EASEnabled set to TRUE shall retrieve the Emergency Alert Server URI (see 7.3.4.14) using a Native GAS query according to the procedures in 11.21.2.1.  Then the STA shall form the EAS Message URI by concatenting the Emergency Alert Server URI with the hexadecimal numerals of the Alert Identifier Hash converted to UTF-8 and the “.xml” file extension.

· Example: if the Emergency Alert Server URI is http://eas.server.org, the Alert Identifier Hash is 0x1234567890abcdef, then the EAS Message URI is http://eas.server.org/1234567890abcdef.xml.
A non-AP STA in the un-associated state having dot11EASEnabled set to TRUE shall retrieve the EAS message using non-native GAS procedures defined in 11.21.2.2 with Advertisement Protocol ID set to the value for EAS (see Table 7-43bw).  A non-AP STA in the associated state having dot11EASEnabled set to TRUE shall retrieve the EAS message using either non-native GAS procedures defined in 11.21.2.2 with Advertisement Protocol ID set to the value for EAS (see Table 7-43bw) or HTTP using Internet Protocols (the latter being preferred).



Abstract


This proposal addresses CIDs 5350, 5369, 5370, 5371 from IEEE 802.11u LB142, with an extended mechanism and then addresses, the following CIDs from IEEE 802.11u LB 148: 6179, 6181, 6131, and 6132.
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