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Overview
This submission proposes support for Emergency Services to unauthenticated users through the use of the emergency advertisement and open (e.g. unsecured) association to be allowed for Emergency Services access only.  The proposed changes are based on the P802.11u D5.0 draft.

5. General Description
5.4
Overview of the services

5.4.8
Interworking with External Networks

Change the 5th paragraph of 5.4.8  text below as shown
Interworking Service supports Emergency Services (ES) by providing: methods for un-authenticated users to access emergency services via the IEEE 802.11 infrastructure, advertising that emergency services are reachable, providing delivery for emergency public credentials for use on RSN networks  and identifying that a traffic stream is used for emergency services.
7. Frame Formats
7.2.3.4 Association Request frame format

Insert order 11 information field into Table 7-10:

	Association Request frame body

	Order
	Information
	Notes

	15
	Interworking
	The Interworking element is present if dot11InterworkingServiceEnabled is true.


7.2.3.6 Ressociation Request frame format

Insert order 11 information field into Table 7-12:

	Reassociation Request frame body

	Order
	Information
	Notes

	13
	Interworking
	The Interworking element is present if dot11InterworkingServiceEnabled is true.


7.3 Management frame body components

7.3.1 Fields that are not information elements

7.3.1.9 Status Code field

Insert the following item to the end of Table 7-23 as shown below:

	Status Codes

	Status Code
	Meaning

	<ANA>
	GAS Query Protocol(s) not supported 

	<ANA>
	No outstanding GAS request 

	<ANA>
	GAS Response not received from the server in the external network 

	<ANA>
	AP timed out waiting for GAS Query Response from the server in an external network

	<ANA>
	GAS Query Response larger than permitted per configured AP policy 

	<ANA>
	Advertisement server in the network is not currently reachable 

	<ANA>
	Requested information is not configured for this BSSID 

	<ANA>
	Request refused due to permissions received via SSPN interface 

	< ANA>
	Request refused because AP does not support Emergency Services


· The Interworking Status codes will be assigned before sponsor ballot by ANA. 

 

 

7.3.2.83 Interworking information element

Change the following text as shown
Bit 7 is the Emergency Service Accessible field. When the AP sets it to 0, this field indicates that no emergency services are directly configured to be reachable through the SID. When set to 1, this field indicates that higher layer emergency services are reachable through the SSID, in addition to any other services offered. An AP advertises this capability if at least one of the two methods is supported, as described in See Emergency Call Services using Public Security Credentials. and See Emergency Call Services using an SSID with Open Access. A STA uses the Interworking information element with the Emergency Service bit set to 1 to gain unauthenticated access to a BSS to access emergency services.

8. Security

Insert the following clause after the RSNA assumptions and constraints sub-clause

8.1.6 Emergency Service establishment in an RSN environment

An interworking-capable non-AP STA without authentication credentials may associate with an interworking-capable AP that advertises  Emergency Service support,  to establish network connection for emergency services only.  In this case, the STA makes use of the Interworking  IE to bypass RSNA establishment during the association phase and  gain network access for emergency services.
10. Layer management

10.3 MLME SAP Interface

10.3.6 Associate

10.3.6.1 MLME-ASSOCIATE.request

10.3.6.1.2 Semantics of the service primitive

Change the primitive parameter list in See Semantics of the service primitive. as shown:

MLME-ASSOCIATE.request (


PeerSTAAddress,
AssociateFailureTimeout,

CapabilityInformation,

ListenInterval,

Supported Channels,

RSN,

QoSCapability,
EmergencyServices,
VendorSpecificInfo
)

Insert the following rows before the VendorSpecificInfo row of the untitled table defining the primitive parameters in See Semantics of the service primitive.:

	Name
	Type
	Valid Range
	Description

	EmergencyServices
	Boolean
	True, False
	Specifies that the non-AP STA intends to associate for the purpose of emergency services.  The parameter shall only be present if  dot11InterworkingServiceEnabled is set to TRUE.


10.3.7 Reassociate

10.3.7.1 MLME-REASSOCIATE.request
10.3.7.1.2 Semantics of the service primitive

Change the primitive parameter list in See Semantics of the service primitive. as shown:

MLME-ASSOCIATE.request (


PeerSTAAddress,
AssociateFailureTimeout,

CapabilityInformation,

ListenInterval,

Supported Channels,

RSN,

QoSCapability,
EmergencyServices,
VendorSpecificInfo
)

Insert the following rows before the VendorSpecificInfo row of the untitled table defining the primitive parameters in See Semantics of the service primitive.:

	Name
	Type
	Valid Range
	Description

	EmergencyServices
	Boolean
	True, False
	Specifies that the non-AP STA intends to associate for the purpose of emergency services.  The parameter shall only be present if  dot11InterworkingServiceEnabled is set to TRUE.


11. MLME
11.3 STA authentication and association
11.3.2 Association, reassociation, and disassociation
Modify the text as follows:

11.3.2.1 STA association procedures
Upon receipt of an MLME-ASSOCIATE.request primitive, a STA shall associate with an AP via the following procedure:

a) The STA shall transmit an Association Request frame to an AP with which that STA is authenticated. If the MLME-ASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Association Request frame. If dot11InterworkingServiceEnabled  is TRUE and the STA does not have credentials for the AP, and the STA is initiating an Emergency Services connection, it includes the Interworking IE with the Emergency Services bit set to 1. 
Modify the text as follows:

11.3.2.2 AP association procedures

When an Association Request frame is received from a STA, the AP shall associate with the STA using the

following procedure:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and

terminate the association procedure.
a1) If the Association Request frame includes the Interworking IE with Emergency Service subfield set to 1, and there is no RSNIE, and the AP shall accept the association even if dot11RSNAEnabled is set to true and dot11PrivacyInvoked is set to true, then unsecured access limited to providing Emergency Services may be granted.
b) In an RSNA, the AP shall check the values received in the RSN information element to see whether the values received match the AP’s security policy. 

Modify the text as follows:

11.3.2.2 STA reassociation procedures

Upon receipt of an MLME-REASSOCIATE.request primitive, a STA shall reassociate with an AP via the

following procedure:

a) If the state variable is in State 1, the STA shall inform the SME of the failure of the reassociation by

issuing an MLME-REASSOCIATE.confirm primitive.

b) The STA shall transmit a Reassociation Request frame to the new AP. If the MLME-REASSOCIATE.

request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Reassociation Request frame.
b1)  If dot11InterworkingServiceEnabled  is TRUE and the STA was  associated  to the ESS for Emergency Services,  it includes the Interworking IE with the Emergency Services bit set to 1 in the MLME-REASSOCIATE.request primitive. A STA shall not use this procedure if it has previously established an RSN security association. 

Modify the text as follows:

11.3.2.2 AP reassociation procedures

Whenever a Reassociation Request frame is received from a STA, the AP uses the following procedure to

support reassociation:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and

terminate the reassociation procedure.

a1) If the Ressociation Request frame includes the Interworking IE with Emergency Service subfield set to 1, and there is no RSNIE, and the AP shall accept the association even if dot11RSNAEnabled is set to true and dot11PrivacyInvoked is set to true, then unsecured access limited to providing Emergency Services may be granted.

b) In an RSNA, the AP shall check the values received in the RSN information element to see whether

the values received match the AP’s security policy. 

Annex V. (informative) Interworking with External Networks 

The purpose of this informative annex is to describe and clarify the support for Interworking with External Networks including the support for Network Discovery and Selection, QoS mapping, SSPN interface and Emergency Services, providing some background information and recommended practices.

V.4 Interworking with External Networks and Emergency Call Support 

Emergency Services define the IEEE 802.11 functionality to support an Emergency Call (e.g., E911) service as part 

Change the text below as shown:
The second and third features provide the means for a client without proper security credentials to be able to place an emergency call. The second feature makes use of use of Interworking information element which can be included in Association request frames in order to bypass the 802.1x port at an AP for un-authenticated access to emergency services. This is described further in Annex V4.4. The third feature makes use of an SSID configured for Open Authentication to provide emergency services and is described in Annex V4.5.

V.4.2
System Aspects for Emergency Call Support

Change the text below as shown
c) There are two methods described in this annex by which a user lacking security credentials may gain access to the network. The method selected in any particular deployment is at the discretion of the IEEE 802.11 infrastructure provider, SSPN or system administrator as appropriate. The AP and non-AP STA should permit users lacking security credentials to gain access to a network using one of the methods provided. The two methods are: 
i) 
Using an ES association (see 7.3.2.83) in a BSS configured for RSNA.  Using this type of association means the AP and non-AP STA will exchange un-protected frames for Emergency Service access only during the lifetime of the association.  In this situation, cryptographic keys are not exchanged, the 802.1x uncontrolled port is bypassed without invoking the 802.1x state machine.  Since protection is used for authenticated STAs, their traffic
V.4.4 Emergency Call Services using Public Security Credentials

Change the text as shown below
If a network requires authentication and encryption with RSN, a non-AP STA placing an emergency call as​sociates and authenticate to the network by using an ES association (see 7.3.2.83). If the non-AP STA has user credentials that allow it to use a particular network, the non-AP STA may use its credentials to authenticate to the SSPN through the IEEE 802.11 infrastructure.

To use an ES association, a STA lacking security credentials can associate to a BSS in which Emergency Services are accessible by included in a (Re)-association Request frame and Interworking element with the Emergency Services Accessible bit set to 1.  An AP receiving this type of (Re)-assocation request recognizes this as a request for un-authenticated emergency access.. The AP may look up the VLAN ID to use with a AAA server, or it may have an emergency services VLAN configured. Similarly, it may also have other policies configured locally for quality of service parameters and network access restrictions, or it may also look them up through external policy servers.

When an ES association is used, the IEEE 802.11 infrastructure should be designed to restrict access to emergency call users. Methods of such restriction are beyond the scope of IEEE 802.11, but may include an isolated VLAN for emergency services, filtering rules in the AP or network entity (e.g., router) in an external network to limit network access to only network elements involved in emergency calls, and per-session bandwidth control to place an upper limit on resource utilization.
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