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Updated normative text 
Update Table 7-22 as shown below:

	· Reason codes 

	Reason code
	Meaning

	· 
	“PEERING-CANCELLED”. SME cancels the peering instance with the reason other than reaching the maximum number of peer mesh STAs

	· 
	“MESH-MAX-PEERS”. The mesh STA has reached the supported maximum number of peer mesh STAs

	· 
	“MESH-CAPABILITY-POLICY-VIOLATION”. The received information violates the Mesh Configuration policy configured in the mesh STA profile

	· 
	“MESH-CLOSE-RCVD”. The mesh STA has received a Peering Close message requesting to close the peering.

	· 
	“MESH-MAX-RETRIES”. The mesh STA has re-sent dot11MeshMaxRetries Peering Open messages, without receiving a Peering Confirm message.

	· 
	“MESH-CONFIRM-TIMEOUT”. The confirmTimer for the peering instance times out.

	· 
	“MESH-INVALID-GTK”. The mesh STA fails to unwrap the GTK or the values in the wrapped contents do not match

	· 
	“MESH
-MISMATCH-GTK”. The mesh STA that sends the GTK fails to verify that the same value is received by the peer mesh STA

	· 
	“MESH-INCONSISTENT-PARAMETERS”. The mesh STA receives inconsistent information about the mesh parameters between Peering Management frames

	<ANA 11>
	“MESH-INVALID-SECURITY-CAPABILITY”. The mesh STA fails the Abbreviated Handshake because due to failure in selecting either the pairwise ciphersuite or group ciphersuite

	 REF  RTF330033003400360031003a00 \h
 +1 40-65535
	Reserved


· The Mesh reason codes need to be allocated before sponsor ballot by ANA.

· AID field

Change the text in Clause 7.3.1.8 as shown:

The In case of infrastructure BSS operation, the AID field is a value assigned by an AP during association that represents the 16-bit ID of a STA. In an mesh BSS operation, the AID field is a value assigned by a mesh STA during peering establishment that represents the 16-bit ID of a neighboring mesh STA. The length of the AID field is 2 octets. The AID field is illustrated in Figure 7-26.

Update Table 7-23 as shown below: 

	· Status codes 

	Status code
	Meaning

	· 
	“PEERING-ESTABLISHED”. The peering has been successfully established

	· 
	“PEERING-CLOSED”. The peering has been closed completely

	· 
	“PEERING-MAX-RETRIES”. The MSA Abbreviated Handshake fails because no response after maximal number of retries.

	· 
	“PEERING-NO-PMK”. The Abbreviated Handshake fails because no shared PMK

	· 
	“PEERING-ALT-PMK”. The Abbreviated Handshake fails because there is no match to the chosen PMK, but there exists an alternative choice.

	· 
	“PEERING-NO-AKM”. The Abbreviated Handshake fails because no match to the chosen AKM, but there exists an alternative choice.

	· 
	“PEERING-ALT-AKM”. The Abbreviated Handshake fails because no matching chosen AKM, but there exists an alternative choice.

	· 
	“PEERING-NO-KDF”. The Abbreviated Handshake fails because no supported KDF. The peer mesh STA supports a different KDF.

	· 
	“PEERING-SA-ESTABLISHED”. The peering, its security association and their binding have been successfully established.

	· 
	Authentication is rejected because an anti-clogging token is required

	 REF  RTF350035003200370033003a00 \h
 +1 42-65535
	Reserved

	
	


Insert a row in table 7-26 as shown below:

	· Element IDs 

	Information element
	Element ID
	Total length of element in octets including the Type and Length octets
	Extensible

	Mesh Configuration Error! Reference source not found.
	· 
	26
	

	Mesh ID Error! Reference source not found.
	· 
	2 to 34
	

	Link Metric Report Error! Reference source not found.
	· 
	3 to 257
	

	Congestion Notification Error! Reference source not found. 
	· 
	10
	

	Peering Management Error! Reference source not found.
	· 
	5 to 9
	

	Supported MBSS Regulatory Classes and Channels (see Error! Reference source not found.)
	· 
	5 to 257
	

	Mesh Channel Switch Announcement Error! Reference source not found.
	· 
	9
	

	Mesh TIM Error! Reference source not found.
	· 
	6 to 256
	

	Awake Window Error! Reference source not found.
	· 
	4
	

	Beacon Timing Error! Reference source not found.
	· 
	7 to 257
	

	MCCAOP Setup Request Error! Reference source not found.
	· 
	7
	

	MCCAOP Setup Reply Error! Reference source not found.
	· 
	4 or 8
	

	MCCAOP Advertisements Error! Reference source not found.
	· 
	3 to 257
	

	MCCAOP Reservation Teardown Error! Reference source not found.
	· 
	3 or 9
	

	Portal Announcement (PANN) Error! Reference source not found.
	· 
	15
	

	Root Announcement (RANN) Error! Reference source not found. 
	· 
	19
	

	Path Request (PREQ) Error! Reference source not found.
	· 
	39 to 257
	

	Path Reply (PREP) Error! Reference source not found.
	· 
	33 or 39
	

	Path Error (PERR) Error! Reference source not found.
	· 
	14 to 254
	

	Proxy Update (PU) Error! Reference source not found.
	· 
	11 to 251
	

	Proxy Update Confirmation (PUC) Error! Reference source not found.
	· 
	10
	

	Abbreviated Handshake bbreviated Handshake element
	· 
	97 to 257
	

	Mesh Peering Protocol Version (see 7.3.2.108)
	<ANA 50>
	3
	

	NOTE-The length of an element marked “See NOTE” is specified in this Table, however additional fields may be added in future revisions, with new fields appearing following the existing fields.


Remove the inserted column to Figure 7-72.
Modify clause 7.3.2.25.2 as shown below:
· AKM Suites

Insert one new row and change the existing ‘Reserved’ row in AKM Suite Selectors as shown.

	· AKM Suite Selectors

	OUI
	Suite Type
	Authentication type
	Key management type
	Key derivation type

	00-0F-AC
	· 
	N/A (prior authentication assumed)
	Abbreviated Handshake 
	

	00-0F-AC
	 REF  RTF320034003600350039003a00 \h
 +1
7-255
	Reserved
	Reserved
	Reserved


· Assignment of AKM Suite Selector types needs to be approved by IEEE 802.11 ANA. Until that time, these values are labeled as <ANA>. Final values will be requested from ANA once this amendment reaches the 75% approval threshold in Sponsor Ballot.

Insert the following paragraph to the end of Clause 7.3.2.25.2:

The AKM selector value 00-0F-AC: REF  RTF320034003600350039003a00 \h
 (Abbreviated Handshake Key Management) is default for the Abbreviated Handshake (Error! Reference source not found.). The key derivation function used with this AKM suite is identified by the KDF selector value Error! Reference source not found.:1. Error! Reference source not found. specifies KDF selectors.
Remove clause 7.3.2.25.5

Update clause 7.3.2.107 as indicated in the following:

· Abbreviated Handshake element

The Abbreviated Handshake element includes information needed to perform the authentication sequence during an Abbreviated handshake. This information element is shown in Abbreviated Handshake element.

	Element ID
	Length
	Handshake Control
	MA-ID
	Local MS-ID
	Selected AKM Suite
	Selected Pairwise Cipher Suite
	Chosen PMK
	Local Nonce
	Peer Nonce
	GTKdata

	Octets: 1
	1
	1
	6
	
	4
	4
	16
	32
	32
	variable

	· Abbreviated Handshake element


The Element ID is set to the value given in Element IDs  for this information element. The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).

The local MS-ID field contains the identifier of the mesh STA that is sending the information element; it contains one of the MAC addresses of the mesh STA if it has more than one PHY. It is encoded following the conventions from 7.1.1.

The Selected AKM Suite field contains an AKM suite selector, as defined in 7.3.2.25.2, indicating the authentication type and key management type to be used to secure the link.

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.

The Chosen PMK field contains a PMKID indicating the name of the PMK to be used in the authentication procedure.

The Local Nonce field contains a nonce value chosen by the mesh STA that is sending the information element. It is encoded following the conventions from 7.1.1.

The Peer Nonce field contains a nonce value that was chosen by the peer mesh STA or candidate peer mesh STA to which the information element is being sent. It is encoded following the conventions from 7.1.1.

The GTKdata field is optional. When present, it contains a KDE containing the bit string of {GTK || peerMAC || Key RSC || GTKExpriationTime} as the GTK data material
. The GTKdata field is protected with the deterministic authenticated encryption mode of SIV, as defined in IETF RFC 5297 using the GTK as the plaintext and the peerMAC, KeyRSC, and GTKExpirationTime as separate, distinct, components of associated data (AD).The KDE is defined in Figures 8-25 and 8-26 of 8.5.2. The Key RSC denotes the last frame sequence number sent using the GTK and is specified in Table 8-4 of 8.5.2. GTKExpirationTime denotes the key lifetime of the GTK in seconds and the format is specified in Figure 8-30 of 8.5.2.
Insert the following text after clause 7.3.2.107:

7.3.2.108 Mesh Peering Protocol Version element

The Mesh Peering Protocol Version element includes information to specify specific peering protocol supported by the Peering Management action frame that carries this information element. This information element is shown in Figure s1.

	Element ID
	Length
	Peering Protocol

	Octets: 1
	1
	1

	Figure s1 – Peering Protocol Version element


The Element ID is set to the value given in Element IDs  for this information element. 

The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).

The Peering Protocol field contains the value of one of mesh peering protocol selectors as defined in the following:

	Table s1 – Mesh Peering Protocol Selectors

	OUI
	Suite Type
	Mesh Peering Protocol

	00-0F-AC
	<ANA 2>
	Mesh Peering Management Protocol

	00-0F-AC
	<ANA 3>
	Abbreviated Handshake Protocol

	00-0F-AC
	 REF  RTF320034003600350039003a00 \h
 +1
7-255
	Reserved


· Assignment of Mesh Peering Protocol Selector types needs to be approved by IEEE 802.11 ANA. Until that time, these values are labeled as <ANA>. Final values will be requested from ANA once this amendment reaches the 75% approval threshold in Sponsor Ballot.

Modify Table s12, s13, s14 as shown below:
	· Peering Open frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action Value
	

	3
	Mesh Peering Protocol Version
	The Mesh Peering Protocol Version element is present when dot11MeshEnabled is TRUE.

	· 
	Capability
	

	· 
	Supported rates
	

	· 
	ERP information
	The ERP Information element shall be present if ERP Mesh STA detects NonERP STAs in its vicinity, and is optional otherwise.

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present whenever there are more than eight supported rates, and it is optional otherwise.

	· 
	Power Capability
	The Power Capability element shall be present if dot11SpectrumManagementRequired is true.

	· 
	Supported Channels
	The Supported Channels element shall be present if dot11SpectrumManagementRequired is true and dot11ExtendedChannelSwitchEnabled is false.

	· 
	RSN
	The RSN information element is only present within Peering Open frames generated by mesh STAs that have dot11RSNAEnabled set to TRUE.

	· 
	Mesh ID
	The Mesh ID element is present when dot11MeshEnabled is true.

	· 
	Mesh Configuration 
	The Mesh Configuration element is present when dot11MeshEnabled is true. 

	· 
	Peering Management
	The Peering Management element is present only when dot11MeshEnabled is true. The subtype of the Peering Management Element is set to 0.

	· 
	Abbreviated Handshake
	The Abbreviated Handshake element is present when dot11MeshSecurityEnabled is TRUE.

	· 
	MIC
	This field is present when dot11MeshEnabled is true and the abbreviated handshake is enabled

	· 
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented attribute is true.

	· 
	HT Information
	The HT Information element is included when dot11HighThroughputOptionImplemented attribute is true.

	· 
	Extended Capabilities element
	The Extended Capabilities element shall be present if the

dot112040BSSCoexistenceManagementSupport attribute

is true and may be present otherwise.

	· 
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element may appear in this frame.

	· 
	Supported MBSS Regulatory Classes and Channels
	The Supported MBSS Regulatory Classes and Channels element is present if dot11ExtendedChannelSwitchEnabled is true.

	Last
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements.


	· Peering Confirm frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action Value
	

	3
	Mesh Peering Protocol Version
	The Mesh Peering Protocol Version element is present when dot11MeshEnabled is TRUE.

	· 
	Capability
	

	· 
	Status code
	

	· 
	AID
	

	· 
	Supported rates
	

	· 
	ERP Information
	The ERP Information element shall be present if ERP Mesh STA detects NonERP STAs in its vicinity, and is optional otherwise.

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present whenever there are more than eight supported rates, and it is optional otherwise.

	· 
	RSN
	The RSN information element is only present when dot11RSNAEnabled is set to TRUE.

	· 
	EDCA Parameter Set
	

	· 
	Mesh ID
	The Mesh ID element is present when dot11MeshEnabled is true.

	· 
	Mesh Configuration 
	The Mesh Configuration element is present when dot11MeshEnabled is true. 

	· 
	Peering Management
	The Peering Management element is present only when dot11MeshEnabled is true. The subtype of the Peering Management Element is set to 1.

	· 
	Abbreviated Handshake
	The Abbreviated Handshake element is present when dot11MeshSecurityEnabled is true.

	· 
	MIC
	This field is present when dot11MeshEnabled is true and the abbreviated handshake is enabled

	· 
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented attribute is true.

	· 
	HT Information
	The HT Information element is included when dot11HighThroughputOptionImplemented attribute is true.

	· 
	Extended Capabilities element
	The Extended Capabilities element shall be present if the

dot112040BSSCoexistenceManagementSupport attribute

is true and may be present otherwise.

	· 
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element may appear in this frame.

	Last
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements.


	· Peering Close frame body

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action Value
	

	3
	Mesh Peering Protocol Version
	The Mesh Peering Protocol Version element is present when dot11MeshEnabled is TRUE.

	· 
	Mesh ID
	The Mesh ID element is present when dot11MeshEnabled is true.

	· 
	Reason code
	The Reason code is present when dot11MeshEnabled is true.

	· 
	Peering Management
	The Peering Management element is present only when dot11MeshEnabled is true. The subtype of the Peering Management Element is set to 2.

	· 
	Abbreviated Handshake
	The Abbreviated Handshake element is present when dot11MeshSecurityEnabled is true and the Abbreviated Handshake is enabled.

	· 
	MIC
	This field is present when dot11MeshEnabled is true and the abbreviated handshake is enabled

	Last
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements.


Modify clause 8.4.1.1.1c as shown below:

· Mesh PMKSA

The Mesh PMKSA is the result of successful completion of the active authentication protocol. This security association is bidirectional. The two authenticated parties use the information in the security association for both sending and receiving. The Mesh PMKSA is created by the Mesh STA’s SME when the active authentication protocol completes successfully with the peer Mesh STA. The Mesh PMKSA is used to create the Mesh TKSA. Mesh PMKSAs are cached for up to their lifetimes. The security association consists of the following elements. The The Mesh PMKSA shall be deleted when the lifetime expires.

· PMKName, as defined in 11B.2.3.1.6. The PMKName identifies the security association.
· Mesh STA’s MAC address

· Peer mesh STA’s MAC address

· PMK

· AKEK

· AKCK

· Lifetime, as defined in 8.5.1.2
· PMKName

· AKMP
Modify clause 8.4.1.1.1d as shown below:

· Mesh TKSA

The Mesh TKSA is a result of the Abbreviated Handshake. This security association is also bidirectionaly. The Mesh TKSA shall be deleted when the lifetime expires. The Mesh TKSA contains the following elements, and is identified by TKName. The Mesh TKSA shall be deleted when the lifetime expires. 
· MTK

· MTKName

· PMKName

· local mesh STA MAC address

· peer mesh STA MAC address

· local Link ID

· peering ID

· local nonce

· peer nonce

· Lifetime

· Pairwise cipher suite selector

Modify clause 8.4.1.1.3b as shown below:
· Mesh
 GTKSA

The Mesh GTKSA results from a successful Abbreviated Handshake or Mesh Group Key Handshake, and is unidirectional. In a mesh, each mesh STA defines its own Transmit Mesh GTKSA, used to encrypt its group addressed transmissions, and stores a separate Receive Mesh GTKSA for each peer mesh STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted. 

A Transmit Mesh GTKSA is created by a mesh STA after the SME has changed the Mesh GTK and the new Mesh GTK has been sent to all peer mesh STAs. A Receive Mesh GTKSA is created by a mesh STA after successfully completing the Abbreviated Handshake in which a wrapped GTK has been received, or after receiving a valid Message 1 of the Mesh Group Key Handshake. The Receive Mesh GTKSA shall be deleted when the lifetime expires or a new Receive Mesh GTKSA is created for the same GTK Source mesh STA.

If a mesh STA is collocated with an AP, the mesh STA shall establish a Mesh GTKSA for use in protecting broadcast traffic in the APs BSS. Here, 'independent' means that the Mesh GTK and the GTK shall be independently selected from a uniform distribution, and that the GTK Source mesh STA MAC address in the Mesh GTKSA shall not be the same as the Authenticator MAC address in the GTKSA.

Note-The use of a distinct Transmit Mesh GTK and ESS GTK with identical transmit MAC addresses is precluded by limitations on key rollover and reception by STAs in an ESS. If the distinct GTKs were to use different Key IDs, then rollover would be impossible. There are only three available Key IDs, and the different GTKs would contend for the single remaining Key ID upon rollover. If the distinct GTKs were to use the same Key IDs, then STAs would incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 8.7.2.3 for a description of the procedure for receiving encrypted frames.)

The Mesh GTKSA contains:

· Mesh GTK

· GTK Source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)

· Group Cipher Suite Selector 

· Lifetime

· Direction vector (whether this is a Receive Mesh GTKSA or Transmit Mesh GTKSA)

Modify clause 8.9 as shown below:

· Keys and key derivation algorithm for the mesh abbreviated handshake.

· Keys and Key Derivation Algorithm

To execute the Abbreviated Handshake, the mesh STA shall derive the keys, including a key encryption key (AKEK), a key confirmation key (AKCK), and a mesh temporal key (MTK) using the chosen PMK. 

The AKEK and AKCK are derived statically from the chosen PMK. The TK is derived based on dynamic information provided by localNonce and peerNonce. Key Derivation for Abbreviated Handshake illustrates the key derivation algorithm for Abbreviated Handshake protocol. 

Notes to Editor: Figure s53 is modified.


[image: image1]
· Key Derivation for Abbreviated Handshake

AKCK and AKEK are mutually derived by the local mesh STA and the peer mesh STA once a new PMK has been selected. The AKCK is used to provide data origin authenticity in the Abbreviated Handshake and the Group Key Handshake messages. The AKEK is used to provide data confidentiality in the Abbreviated Handshake and the Group Key Handshake messages.

The AKEK and AKCK shall be derived from the PMK by 

AKCK || AKEK KDF-384(PMK, “AKCK AKEK Derivation”, Selected AKM Suite, min(localMAC, peerMAC), max(localMAC, peerMAC))

The min and max operations for IEEE 802 addresses are with the address converted to a positive integer, treating the first transmitted octet as the most significant octet of the integer as specified in 8.5.1.2.

The AKCK shall be computed as the first 128 bits (bits 0—127) of the resulting string:

AKCK  L(AKCK||AKEK, 0, 128)

The AKEK shall be computed as the next 256 bits (bits 128-383) of the resulting string:

AKEK  L(AKCK||AKEK, 128, 383)

The termporal key (MTK) shall be derived from the PMK by 

MTK  KDF-X(PMK, “Temporal Key Derivation”, min(localNonce, peerNonce), max(localNonce, peerNonce), min(localLinkID, peerLinkID), max(localLinkID, peerLinkID), Selected AKM Suite, min(localMAC, peerMAC), max(localMAC, peerMAC))

CCMP uses X = 128. The Min and Max operations for IEEE 802 addresses are with the address converted to a positive integer treating the first transmitted octet as the most significant octet of the integer as specified in 8.5.1.2. The Min and Max operations for nonces are with the nonces treated as positive integers converted as specified in 7.1.1.

The MTK is used to protect communications between two peer mesh STAs. The local mesh STA and peer mesh STA normally derive a MTK only once per link instance. The local mesh STA or peer mesh STA may use the Abbreviated Handshake to derive a new MTK. 

The MTK is referenced and named as follows:
MTKName = NDF(PMKName || “TK Name” || min(localNonce, peerNonce) || max(localNonce, peerNonce) || min(localLinkID, peerLinkID) || max(localLinkID, peerLinkID) || Selected AKM Suite || min(localMAC, peerMAC) || max(localMAC, peerMAC)

MPMKName is the identifier of the chosen PMK.

Modify the first paragraph in clause 10.3.64 as shown below:

· MLME-PeeringManagement

The following primitives facilitate the Peering Management Protocols and the Abbreviated Handshake Protocol.

Modify clause 11B.3.2  as shown below:
· Abbreviated Handshake

· Overview

The Abbreviated Handshake establishes an authenticated peering and session keys between the mesh STAs, under the assumption that a PMK Mesh PMKSA has already been established before the initiation of the protocol via the active authentication protocol.

The Abbreviated Handshake uses Peering Management frames. Parameters are exchanged via RSN information elements and Abbreviated Handshake elements.

The major supported Abbreviated Handshake functions are PMK Selection, Security Capability Selection, and Key Management. 

· The PMK Selection function (specified in PMK Selection) selects the PMK used for the Abbreviated Handshake. The Abbreviated Handshake fails as the result of failed PMK selection. Consequently, if the selected PMK is different than the PMK the mesh STA used for the peering instance, the mesh STA may execute a new instance of Abbreviated Handshake with the alternative PMK, or it may execute active authentication protocol to obtain a new PMKSA. 

· The Security Capability Selection function (specified in 11B.3.2.2 Security Capabilities Selection) achieves the agreement on the security parameters used for the protocol instance, including the AKM suiteMesh PMKSA, pairwise cipher suite, and group cipher suite. 

· The Key Management function (specified in Keys and Key Derivation Algorithm) derives key encryption, key confirmation, and temporal keys for the authenticated peering and distributes both mesh STAs’ GTKs and IGTKs to each other. 
During the abbreviated handshake, the mesh STAs generate nonces and transmit them via peering management action frames. The secure link instance is identified as
 
Link Instance Identifier = <min(localMAC, peerMAC), 
max(localMAC, peerMAC), 

min(localNonce || localLinkID, peerNonce || peerLinkID), 

max(localNonce || localLinkID, peerNonce || peerLinkID)>. 
The mesh STA shall randomly generate a value for localNonce, as specified in 8.5.7. It receives the other random number, peerNonce, from the candidate peer mesh STA. The localNonce is random with respect to the mesh STA. The mesh STA selects the localNonce randomly to provide protection against replays of Peering Management action frames using the same PMK. The peerNonce shall be supplied by the peer mesh STA in Peering Management action frames.

Prior to beginning the abbreviated handshake, the mesh STA determines if it is the Selector mesh STA for the duration of the protocol. The mesh STA is the Selector mesh STA if its MS-ID is numerically larger than that of the candidate peer mesh STA.
· Abbreviated
 Handshake Initiation

The mesh STA may actively initiate the Abbreviated Handshake or respond to a request of the Abbreviated Handshake initiation only when the following four conditions are satisified:

· the peering security is required in the mesh, 

· the candidate peer mesh STA is a mesh STA also, and

· the mesh STA does not require further authentication at this time, i.e., it may already possess a Mesh PMKSA for the candidate peer mesh STA.

When initiating the Abbreviated Handshake, the IEEE 802 SME shall use the peering state machine controller to generate a new Abbreviated Handshake finite state machine generate a new Abbreviated Handshake protocol instance identified by the newly generated link instance identifier. 
· Responding to Abbreviated Handshake Initiation

The mesh STA may respond to a request of the Abbreviated Handshake initiation only when the following five conditions are satisfied:

· the peering security is required in the mesh, 

· the candidate peer mesh STA is a mesh STA also, 

· the mesh STA does not require further authentication at this time, i.e., it already possesses a PMK for the candidate peer mesh STA,

· the IEEE 802 SME has generated an idle protocol instance.

NOTE—The IEEE 802 SME may generate an Abbreviated Handshake protocol instance when the resource and configured policy (e.g., the configured peer capacity) permit. It is recommended that the IEEE 802 SME always keep the extra resource for an available protocol instance for potential incoming requests (if the peer capacity has not been reached) or needs to handle failure cases. The IEEE 802 SME should not respond to a new Abbreviated Handshake initiation request if the resource cannot accommodate a new Abbreviated Handshake protocol instance or the mesh STA has reached the configured peer capacity.
· PMK Selection

The mesh STA shall announce the supported PMKs for the protocol instance in PMKIDList in RSN information element using a list ordered by their expiry time, with the key expiring furthest in the future most preferred and soonest least preferred; keys expiring at the same time are ordered lexicographically by their PMKNames from the smallest to greatest. The chosen PMK shall be the first PMK announced in the supported PMK list, and its PMKName is set in Chosen PMK field in the Abbreviated Handshake element in Peering Open frames.

The PMK Selection is achieved via the following procedure:

· If the mesh STA has not initiated the Abbreviated Handshake, the PMK selection succeeds if the mesh STA also supports the chosen PMK by the candidate peer mesh STA. If the mesh STA does not support the chosen PMK, then the mesh STA shall discard the received action frame and the IEEE 802 SME shall be notified by this failure and the chosen PMK by the candidate peer mesh STA.

· When the mesh STA that initiated the Abbreviated Handshake receives a Peering Management frame from the candidate peer mesh STA, the mesh STA shall verify that the chosen PMK matches the mesh STA’s choice for the protocol instance. If it matches, the PMK for the link instance is selected successfully. 

· If the chosen PMKs do not match, the received frame shall be discarded. Furthermore, if the received frame is a Peering Open frame, the mesh STA shall further compare the two PMKID lists announced by the two mesh STAs in RSN information elements.

· If the lists do no overlap, the PMK selection procedure fails. The mesh STA shall discard the Peering Management frame as a forgery. The IEEE 802 SME shall be notified by this failure. 

Note: in this circumstance, the mesh STA may attempt to (re)authenticate with the candidate peer mesh STA to acquire a new PMKSA.

· If the two lists overlap, then the mesh STA selects the first element from the intersection list of the two announced lists. 

If the selected PMK is the same as the one chosen by the mesh STA initially, no additional event shall be triggered other than discarding the received frame.

If the selected PMK from the intersection is different from that the mesh STA used to initiate its own Peering Open frame, the IEEE 802 SME shall be notified by the PMK selection failure and the key identifier of the alternatively selected PMK. 

Note: The mesh STA may initiate a new Abbreviated Handshake protocol instance to utilize this selected PMK.

11B.3.2.2 Security Capabilities Selection

11B.3.2.2.1 Mesh PMKSA Selection
The mesh STAs shall announce the Mesh PMKSA that it uses to establish the secure session with the candidate peer mesh STA in the Peering Open action frame. The Chosen PMK field in Abbreviated Handshake shall be set to the PMKName that identifies the Mesh PMKSA. The receiver of Peering Open action frame shall verify the Mesh PMKSA selection through the following procedure:

1)  Verify that the same mesh PMKSA is supported. 
2)  Verify MIC to prove the sender uses the AKCK derived from the announced PMK to protect the Peering Management frame.

If the above verification succeeds, the Mesh PMKSA selection succeeds, following which the mesh STA shall send Peering Management action frames announcing the same Mesh PMKSA and using the corresponding AKCK for MIC computation. 
If any of the above verifications fail, the Mesh PMKSA Selection fails. The corresponding protocol state machine shall be notified using the “NOKEY_RJCT” event and the state machine shall be terminated.
11B.3.2.3.2 AKM Suite Selection

The mesh STA shall announce the supported AKM suites in RSN information element using a priority list with the suite preferred most first, and specify the first AKM suite in the list in the Selected AKM Suite field in Abbreviated Handshake element. The supported AKM Suites shall be “Abbreviated Handshake Key Management” by default, or other vendor-specific AKM Suites that are specified to support Abbreviated Handshake. 

All AKM suites that support Abbreviated Handshake shall use key derivation algorithm as specified in Keys and Key Derivation Algorithm.

The AKM Selection is achieved via the following procedure:

· If the mesh STA has not initiated the Abbreviated Handshake, the AKM Suite selection in response to a received Peering Open frame succeeds if the mesh STA also supports the chosen AKM suite by the candidate peer mesh STA. If the mesh STA does not support the chosen AKM suite, then the mesh STA shall discard the received action frame and the IEEE 802 SME shall be notified by AKM suite selection failure and the chosen AKM suite by the candidate peer mesh STA.

· When the mesh STA that initiated the Abbreviated Handshake receives a Peering Management frame from the candidate peer mesh STA, the mesh STA shall verify that the chosen AKM suite matches the mesh STA’s choice. If it matches, the AKM Suite for the link instance is selected successfully. 

· If the chosen AKM suite selector values do not match, the received frame shall be discarded. Further, if the received frame is a Peering Open frame, the mesh STA shall further compare the two AKM Suite lists announced by the two mesh STAs in RSN information elements.

· If the lists do not overlap, the AKM suite selection procedure fails. The mesh STA shall discard the Peering Management frame as a forgery. The IEEE 802 SME shall be notified by this failure. 

· If the two lists overlap, then the mesh STA selects the first element from the intersection list of the two announced lists. 

If the selected AKM suite is different from that the mesh STA used to initiate its own Peering Open frame, the IEEE 802 SME shall be notified by the AKM suite selection failure and the AKM suite selector of the alternative AKM suite. 

Note: The mesh STA may initiate a new Abbreviated Handshake protocol instance to utilize this selected AKM suite.

If the selected AKM Suite is the same as chosen by the mesh STA initially, the OPN_IGNR event shall be triggered. 

11B.3.2.2.2 Instance Pairwise Cipher Suite Selection

If the pairwise cipher suite has not been selected, mesh STAs shall attempt to reach the agreement on the pairwise cipher suite using the following procedure in four phases:

· The mesh STA shall announce the list of pairwise cipher suites it supports using an ordered list in the RSN information element in the Peering Open frame. The first value in the list is the most preferred cipher suite by the mesh STA, and last value the least preferred.

· If the mesh STA receives a Peering Open frame from the candidate peer mesh STA, the mesh STA shall independently make decision on the selected pairwise cipher suite based on intersection of its own ordered list and the received ordered list. 

· If the intersection is empty, the pairwise cipher suite selection fails and failure reason code MESH-INVALID-SECURITY-CAPABILITY shall be generated and corresponding actions shall be taken according to 11B.3.2.5 Abbreviated Handshake Finite State Machine
· If the intersection is not empty and contains more than one value, the selected cipher suite shall be the entry in the intersection list that is most preferred by the ‘selector mesh STA’ (see 11B.3.2.1).

· If the mesh STA receives a Peering Confirm frame from the candidate peer mesh STA before receiving a Peering Open frame, the mesh STA shall verify that the mesh STA supports the chosen pairwise cipher suite by the candidate peer mesh STA. Otherwise, the selection fails and the failure reason code MESH-INVALID-SECURITY-CAPABILITY shall be generated. 

Furthermore, once receiving a Peering Open frame, the mesh STA shall verify that the accepted selected pairwise cipher suite matches the chosen pairwise cipher suites as the result of phase 2). If they do not match, the selection fails and the failure reason code MESH-INVALID-SECURITY-CAPABILITY shall be generated. Otherwise, the pairwise cipher suite selection succeeds, and the mesh STA shall proceed to phase 4). 

· Upon the successful pairwise cipher suite selection, if generating the Peering Confirm frame, the mesh STA shall set the Selected Pairwise Cipher Suite to the cipher suite selector of the selected pairwise cipher suite.

11B.3.2.2.3 Group Cipher Suite Selection

The mesh STAs shall announce the group cipher suite used for its own broadcast protection in the Peering Open action frame. The mesh STA shall verify whether it supports the group cipher suite announced by the candidate peer mesh STA in the Peering Open frame. If the cipher suite is supported, the selection succeeds. Furthermore the group cipher suite received in the Peering Confirm frame shall be supported by the mesh STA as well.  If the group cipher suite selection fails, the reason code MESH-INVALID-SECURITY-CAPABILITY shall be generated.
11B.3.2.3 GTK Distribution

The mesh STA shall distribute the GTK to the peer mesh STA using the Peering Open frame during the Abbreviated Handshake. The GTKData subfield in Abbreviated Handshake element shall contain the encrypted key data. The deterministic authenticated encryption mode of AES-SIV, defined in IETF RFC 5297, shall be used to protect the GTK field using the AKEK derived from the chosen PMK. The data to be protected shall be the bit string: {GTK, peerMAC, Key RSC, GTKExpirationTime}.The GTK shall be passed to SIV as the plaintext and the peerMAC, KeyRSC, and GTKExpiration Time shall be separate, distinct, components of associated data (AD).

When unwrapping the GTK, the mesh STA shall use algorithm as defined in IETF RFC 3394 with the default initial value and the derived AKEK from the selected PMK. The mesh STA shall verify that the second element in the resulting string matches the receiver's MAC address, peerMAC, as sent in the Peering Open frame. The mesh STA shall extract the GTK value, the Key RSC, and GTK life time by removing the bits of the peerMAC from the resulting bit string of the key unwrapping operation. 

If the key unwrapping operation fails or the concatenated values do not match, the GTK distribution fails, the mesh STA shall terminate the protocol instance and shall report the reason code “MESH-INVALID-GTK”. 

11B.3.2.4 MIC Computation

The MIC computation can only be done after chosen a PMK is chosen. 

The key used to compute MIC is the AKCK derived from the chosen PMK as specified in the Abbreviated Handshake element.

The AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) shall be used to compute the MIC value, over the content of the Peering Management frames used for Abbreviated Handshake. The contents protected by the MIC are specified as the following list in the specified order:

· The Sender’s MAC address

· The Receiver’s MAC address

· All contents in the frame, except the Message Integrity Check MIC field in the Abbreviated Handshake information element
Note: changes in the following clause are not tracked completely. Should replace clause 11B.3.2.8 in Draft 2.07 with the following clause

11B.3.2.4 Peering Management frames for Abbreviated Handshake
11B.3.2.4.1 General

The Peering Management frames shall be generated with additional information using RSN information element and Abbreviated Handshake information element to support Abbreviated Handshake. 
Upon receiving a Peering Management frame when Abbreviated Handshake is enabled, the mesh STA shall perform Abbreviated Handshake specific processing operations followed by the basic Peering Management protocol frame processing as specificed in 11B.5.2. 


· 
· 
· 
· 

· 
· 
· 
· 
· 
· 
· 






11B.3.2.4.2 Peering Open frame contents for Abbreviated Handshake
A mesh STA initiates the establishment of a peering and Mesh TKSA with a candidate peer mesh STA by sending a Peering Open frame to the candidate peer mesh STA. In addition to contents for establishing a peering as specified in 11B.4.2.2.1, the Peering Open frame shall contain the following:
· Mesh Peering Protocol Version, which shall be set to 00-0F-AC:<ANA 2> “Abbreviated Handshake Protocol”.
· In the RSN information element

· The Group Cipher Suite field shall be set to the cipher suite selector that the mesh STA uses for protecting its group addressed traffic.

· The Pairwise Cipher Suite Count field shall be set to the number of cipher suite selectors in the Pairwise Cipher Suite list field.

· The Pairwise Cipher Suite List field shall contain a series of cipher suite selectors that indicate the pairwise cipher suites that the mesh STA could support for protecting individually addressed traffic. The list is ordered by the priority decided by the mesh STA (see 11B.3.2.2 Security Capabilities Selection). 

· 
· 
· 
· 
· 
· In the Abbreviated Handshake element

· 
· The Selected Pairwise Cipher Suite field shall be set to the first cipher suite selector in the Pairwise Cipher Suite List field in RSN information element.

· The Chosen PMK field shall be set to PMKName that identifies the Mesh PMKSA the mesh STA established with the candidate peer mesh STA.
· The Local Nonce field shall be set to the localNonce value generated by the mesh STA for identifying the current link instance.

· The Peer Nonce field shall be set to 0.

· The GTKdata field shall be present and shall contain the KDE data for the mesh STA’s GTK. The GTK wrapping is specified in 11B.3.2.3 GTK Distribution.
· The MIC field shall contain a MIC calculated using the AKCK. The Key Name subfield shall be set to PMKName of the PMK used to derive the AKCK. The MIC shall be calculated as specified in 7.3.1.33 on the concatenation of 

· localMAC

· peerMAC, and

· body of the Peering Open frame with the MIC field masked to zeros.
11B.3.2.4.3 Processing Peering Open frames for Abbreviated Handshake
Once receiving a Peering Open frame, t


· 
he MIC shall be checked using the AKCK from the mesh PMKSA as identified by the PMKName in the Key Name subfield of the MIC field. The received frame shall be discarded if the MIC verification fails.
· 
· The received frame shall be rejected if
·  the security capability selection fails (see 11B.3.2.2 Security Capabilities Selection). The OPN_RJCT event shall be invoked to the corresponding Abbreviated Handshake finite state machine.






If none of the above failures occur and the candidate peer mesh STA’s GTK has not been unwrapped, the mesh STA may proceed to perform key unwrapping operation to extract the peer mesh STA’s GTK value, as specified in 11B.3.2.3 GTK Distribution. If this operation fails, the peering instance shall be aborted. The OPN_RJCT event shall be invoked to the corresponding Abbreviated Handshake finite state machine and the reason code “MESH-INVALID-GTK” is generated.
If all above operations succeeds, the mesh STA shall proceed to process the Peering Open frame on basic parameters as specified in Error! Reference source not found. and Error! Reference source not found..

11B.3.2.4.4 Peering Confirm frame content for Abbreviated Handshake
When sending a Peering Confirm frame in response to a Peering Open frame, the constructed Peering Confirm frame shall contain the following in addition to contents for establishing a peering as specified in 11B.4.2.3.1. 
· Peering Protocol Version, which shall be set to “Abbreviated Handshake Protocol”.

· The RSN information element shall be set to the same values as sent in the Peering Open frame.








· In the Abbreviated Handshake element

· 
· The Selected Pairwise Cipher Suite field shall be set to the cipher suite selector that indicates the successfully selected pairwise cipher suite (specified in 11B.3.2.2.2 Instance Pairwise Cipher Suite Selection).

· 
· 
· The Peer Nonce field shall be set to the nonce value chosen by the peer mesh STA as received in the Local Nonce field in the Peering Open frame from the candidate peer mesh STA.
· The GTKdata field shall not be present.
· The rest of fields are set to the same values sent in the Peering Open frame.
· The MIC field shall contain a MIC calculated using the AKCK. The Key Name subfield shall be set to PMKName of the PMK used to derive the AKCK. The MIC shall be calculated as specified in 7.3.1.33 on the concatenation of 

· localMAC

· peerMAC, and

· body of the Peering Confirm frame with the MIC field masked to zeros.
· 
· 
· 
· 
11B.3.2.4.5 Processing Peering Confirm action frames



Once receiving a Peering Confirm frame, the MIC shall be checked using the AKCK from the mesh PMKSA as identified by the PMKName in the Key Name subfield of the MIC field. The received frame shall be discarded if the MIC verification fails.

If the above procedures succeed, the following operations shall be performed in order:

· 
· 
· 
· The Chosen Pairwise Cipher Suite checked. If the security capability selection has been done and the received Chosen Pairwise Cipher Suite value is not the same as the selected value, the mesh STA shall reject the received frame and the CNF_RJCT event is invoked to the corresponding Abbreviated Handshake finite state machine with the failure reason code MESH-INVALID-SECURITY-CAPABILITY. 

· 
· If Group Cipher Suite checked. If the received group cipher suite is not supported by the mesh STA, the mesh STA shall reject the received Peering Confirm frame and the CNF_RJCT event is invoked to the corresponding Abbreviated Handshake finite state machinewith the failure reason code MESH-INVALID-SECURITY-CAPABILITY.

· 
· 
· If none of the above is true and the candidate peer mesh STA’s GTK has not been unwrapped, the mesh STA may proceed to perform key unwrapping operation to extract the peer mesh STA’s GTK value, as specified in 11B.3.2.3 GTK Distribution. If this operation fails, the peering instance shall be aborted. The OPN_RJCT event shall be invoked to the corresponding Abbreviated Handshake finite state machine and the reason code MESH-INVALID-GTK is generated.. 

If none of the above cases is true, the mesh STA shall proceed to process the Peering Confirm action frame on basic parameters as specified in Error! Reference source not found. and Error! Reference source not found..
11B.3.2.4.6 Peering Close frame contents for Abbreviated Handshake

When sending a Peering Close frame, the mesh STA shall generate additional information for Abbreviated Handshake, specified as following:

· Peering Protocol Version shall be set to 00-0F-AC:<ANA 2> “Abbreviated Handshake Protocol”.

· In the Abbreviated Handshake element

· The Selected Pairwise Cipher Suite field shall be set to the same value as sent in the Peering Open frame.

Note—If the reason of sending the Peering Close is the pairwise cipher suite selection failure, the information in this field is used to inform the candidate peer mesh STA what was announced by the mesh STA for the link instance.

· The Chosen PMK field shall be set to the same value as sent in the Peering Open frame.

· The Local Nonce field shall be set to the same value as sent in the Peering Open frame.

· The Peer Nonce field shall be set to the same value as received in the Local Nonce field of the Abbreviated Handshake of the incoming Peering Mangement frame from the candidate peer mesh STA. 
· The MIC field shall contain a MIC calculated using the AKCK. The Key Name subfield shall be set to PMKName of the PMK used to derive the AKCK. The MIC shall be calculated as specified in 7.3.1.33 on the concatenation of 

· localMAC

· peerMAC, and

· body of the Peering Confirm frame with the MIC field masked to zeros.
11B.3.2.4.7 Processing Peering Close action frames

Once receiving a Peering Close frame, the MIC shall be checked using the AKCK from the mesh PMKSA as identified by the Key Name subfield of the MIC field. The received frame shall be discarded if the MIC verification fails.

If all above operations succeeds, the mesh STA shall proceed to process the Peering Close frame on basic parameters as specified in Error! Reference source not found. and Error! Reference source not found..
11B.3.2.5 Abbreviated Handshake Finite State Machine

11B.3.2.5.1 Overview

The finite state machine for Abbreviated Handshake supports all the states, events, and actions defined for the finite state machine for the Peering Management protocol. New events, actions, and state transitions are added to specify the security functions for Abbreviated Handshake. 

When a finite state machine is generated and activated for an Abbreviated Handshake instance, the localNonce shall be generated and used together with a new localLinkID to identify the instance.

11B.3.2.5.2 Additional Events and Actions to Peering Management FSM
All events for rejecting or ignoring received action frames shall report the corresponding reason code related to Abbreviated Handshake functions as described in clause Keys and Key Derivation Algorithm.

In addition, there are one new event:



TOR3 – This event refers to Timeout(localLinkID, retryTimer), the dot11MeshMaxRetries has been reached, with the Abbreviated Handshake enabled, but the mesh STA fails to confirm the selection of the shared mesh PMKSA. When this event triggers, the protocol instance shall be closed, but no Peering Close frame shall be sent. 
The actions of sending peering management frames are updated as the following. 

sndOPN – Generate a Peering Open frame for the current Abbreviated Handshake protocol instance (as specified in 11B.3.2.4.24 Constructing Peering Open action frames) and send it to the candidate peer mesh STA.

sndCNF – Generate a Peering Confirm frame for the current Abbreviated Handshake protocol instance (as specified in 11B.3.2.4.46  Constructing Peering Confirm action frame content for Abbreviated Handshakes) and send it to the candidate peer mesh STA.

sndClose – Generate a Peering Close frame for the current Abbreviated Handshake protocol instance (as specified in 11B.3.2.6.2 Constructing Peering Close action frames) and send it to the candidate peer mesh STA.

11B.3.2.5.3 State transitions

All state transitions specified in Peering Management finite state machine shall be used for Abbreviated Handshake finite state machine.






In OPN_SNT state, the following are additional state transitions and actions





When TOR3 event occurs, the retryTimer shall be cleared and the holdingTimer shall be set. The finite state machine shall transition to HOLDING state.

In OPN_RCVD state, the following are the additional actions

When CNF_ACPT event occurs, in addition to the actions for Peering Management protocol, the mesh STA shall signal the completion of key management by utilizing the MLME-SETKEYS.request primitive to configure the agreed-upon mesh temporal pairwise key into the IEEE 802.11 MAC and by calling the MLME-SETPROTECTION.request primitive to enable its use. 
In CNF_RCVD state, the following are the additional actions

When CNF_ACPT event occurs, in addition to the actions for Peering Management protocol, the mesh STA shall signal the completion of key management by utilizing the MLME-SETKEYS.request primitive to configure the agreed-upon mesh temporal pairwise key into the IEEE 802.11 MAC and by calling the MLME-SETPROTECTION.request primitive to enable its use.

Table s43 and  REF  RTF380033003800310038003a00 \h
 specify the state transitions of the finite state machine for Abbreviated Handshake.

	· Abbreviated Handshake Finite State Machine

	
	To State

	
	IDLE
	IDLE
	OPN_SNT
	CNF_RCVD
	OPN_RCVD
	ESTAB
	HOLDING

	From State
	IDLE
	
	PASOPN/ --
	ACTOPN/ (sndOPN, setR)
	
	
	
	

	
	IDLE
	CNCL, NOKEY_RJCT,

NOAKM_RJCT, NOKDF_RJCT / --
	OPN_CLS / sndCLS
	ACTOPN/ (sndOPN, setR)
	
	OPN_ACPT/ (sndOPN, sndCNF, setR)
	
	

	
	OPN_SNT
	
	
	TOR1/ (sndOPN, setR)
	CNF_ACPT/ (clR, setC)
	OPN_ACPT/ (sndCNF)
	
	CLS_ACPT, OPN_RJCT, CNF_RJCT, TOR2, CNCL/ (sndCLS, clR, setH)
TOR3 / (clR, setH)

	
	CNF_RCVD
	
	
	
	
	
	OPN_ACPT / (clC, sndCNF)
	CLS_ACPT, OPN_RJCT, CNF_RJCT, CNCL/ (sndCLS, clC, setH)
TOC / (sndCLS, setH)

	
	OPN_RCVD
	
	
	
	
	TOR1 / (sndOPN, setR)
OPN_ACPT / sndCNF
	CNF_ACPT / clR
	CLS_ACPT, OPN_RJCT, CNF_RJCT,TOR2, CNCL/ (sndCLS, clR, setH)

	
	ESTAB
	
	
	
	
	
	OPN_ACPT / sndCNF
	CLS_ACPT, OPN_RJCT, CNF_RJCT,CNCL/ (sndCLS, setH)

	
	HOLDING
	TOH/--, CLS_ACPT / clH-
	TOH/--, CLS_ACPT / clH-
	
	
	
	
	OPN_ACPT, CNF_ACPT, OPN_RJCT, CNF_RJCT / sndCLS
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· Finite State Machine of Abbreviated Handshake Protocol
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Abstract


This document contains changes to the text of the draft standard in order to resolve some comments related to Abbreviated Handshake protocol.





Comments with proposed resolution are listed in a separate document: 11-09/0267r0.





Baseline: 802.11s Draft 2.07. 





Note: the Abbreviated Handshake Finite State Machine depends on the Peering FSM Controller to work properly. Hence, the adoption of this document depends on the adoption of document 11-09/0287r0.





AKCK and AKEK





MTK





AKCK || AKEK KDF-384(MPMK, “AKCK AKEK Derivation”, Selected AKM Suite, min(localMAC, peerMAC), max(localMAC, peerMAC))





MTK  KDF-X(PMK, “Temporal Key Derivation”, min(localNonce, peerNonce), max(localNonce, peerNonce), min(localLinkID, peerLinkID), max(localLinkID, peerLinkID), Selected AKM Suite, min(localMAC, peerMAC), max(localMAC, peerMAC))








peerNonce





localNonce











�Since GTK is not echoed back in Confirm, no point of reporting “mismatched GTK”.


�CID 199: ask for key ID. Since the GTKData uses KDE format, KeyID is already included as the first field in the GTK KDE. Here, the bit string should be all included in the GTK field in the KDE.


�CID 200


�This clause is not needed since we have the mesh peering instance controller to do the work. 


�CIDs 217, 218, 220, 226
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