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Change 11B.2 as follows: 

11B.2 Mesh Authentication Using a Pre-Shared Key Secret
Change the first paragraph of 11B.2 as follows:

When a centralized mesh configuration is not available for authentication of mesh STAs it can be desirable to authenticate mMesh STAs authenticate to each other by proving possession of a pre-shared secret, pre-shared key, passphrase or password (hereinafter, simply “password”) (PSK). An authentication protocol has to be resistant to various attacks and one that employes passwords PSKs for authentication must be resistant to a specific type of attack unique to password PSK authentication: an offline dictionary attack.

Replace “PSK” with “password” throughout the remainder of 11B.2

11B.2.5.4.2 Protocol Instance Variables

After the enumeration of six indicators (which are not maintained as state variables) add the following text:

The semantics of the state diagram are “occurance/behaviour” where “occurance” is a comma-separated list of events and/or indicators, or the special symbol “-“ indicating no occurance; and, “behaviour” is a comma-separated list of outputs and/or functions, or the special symbol “-“ indicating no behaviour.

Enumerate sections in 11B, and add new 11B.5, as follows:

11B.1 Mesh Discovery

11B.2 Mesh Authentication Using a Pre-Shared Secret

11B.3 Mesh Abbreviated Handshake

11B.4 Mesh peer link management

11B.5 Interaction of Protoocls

When a candidate peer mesh STA is discovered (see 11B.1.4) a mesh STA establishes a peer link, secured or not, depending on local policy. 

If the peer link does not require security, the mesh STA shall initiate the peer link management protocol (11B.4) to the candidate mesh STA. If the peer link management protocol fails the mesh STA shall return to a state of discovering candidate peer mesh STAs. If the peer link management p rotocol succeeds a session between the two peers is created. See figure s70.
If the peer link requires security, the mesh STA shall initiate a secure authentication protocol (11B.2). If the secure authentication protocol succeeds the resulting PMK shall be provided to the Abbreviated Handshake which performs a proof-of possession of the PMK and derivation of a transient session key as described in 11B.3. If the Abbreviated Handshake fails the mesh STA shall return to a state of discovering candidate peer mesh STAs. If the Abbreviated Handshake succeeds the resulting transient session key is used according to 11B.3. See figure s70.

[image: image1]
11B.6 MBSS Channel Switching

Increment existing 11B.7 through and including 11B.12

H.9 Mesh KDF Test Vector with the following
Replace test vectors with the following:

Derivation of a 256-bit key into a 384 bit key

input 256-bit key

  fffefdfc fbfaf9f8 f7f6f5f4 f3f2f1f0

  6f6e6d6c 6b6a6968 67666564 63626160 

label

  414b434b 20414b45 4b204465 72697661

  74696f6e 

AKM suite

00 0f ac 01 
local MAC

73 61 74 61 6e 21
peer MAC

  6c 75 69 67 69 21

---------------------------

stretched 384-bit key:

  6ad84e54 a974f69c 02530a38 c14ee722

  6d2e5627 f5be062f e7b66c5a 2caeb1bd

  d76f84af c569edb2 db6408c1 cda1078e 

Figure s70—logical flowchart of protocol interaction
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