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· Abbreviations and acronyms

Remove the following entries from the list:  EAPAIE, EAPMIE, MSA, MSAIE, MA, MAA, MA-ID, MEKIE, MKCK-KD, MKD, MKD-ID, MKDK, MKEK-KD, MKHSIE, MKDD-ID, MPTK-KD, MSCIE, PMK-MA, PMK-MKD.

· Frame formats

· Format of individual frame types
· Management frames
· Beacon frame format

Remove the entry for MSCIE from Table 7-8 Beacon frame body.

· Probe Response frame format

Remove the entry for MSCIE from Table 7-15 Probe Response frame body.
· Management frame body components

· Fields that are not information elements
· Reason Code field

Remove the following entries from Table 7-22: 

	· 
	“MESH-SECURITY-ROLE-NEGOTIATION-DIFFERS”. The Mesh Point uses a different method for Role Negotiation, preventing MSA authentication from completing.

	· 
	“MESH-SECURITY-AUTHENTICATION-IMPOSSIBLE”.  No common PMK-MA exists, and Initial MSA Authentication is also impossible, since no connection to the MKD exists.

	· 
	“MESH-SECURITY-FAILED-VERIFICATION”. The security-related information received in the peer link management message does not match the expected values.


· Status Code field

Remove the following entries from Table 7-23, and delete the word “MSA” from the “PEER-LINK-MAX-RETRIES” entry: 

	· 
	No listed Key Holder Transport type is supported.

	· 
	The Mesh Key Holder Security Handshake message was malformed.


· Action field

Remove the entry for “Mesh Security Architecture (MSA)” from Table 7-24 Category values.

· Mesh Key Transport Control field

Delete subclause 7.3.1.34 Mesh Key Transport Control field in its entirety.
· Mesh Wrapped Key field

Delete subclause 7.3.1.35 Mesh Wrapped Key field in its entirety.
· Information elements

Remove the entry for MSCIE from Table 7-26 Element IDs.  Change “MSAIE” to “Abbreviated Handshake.”
· AKM Suites

Modify the text as shown:
Insert one new row and change the existing ‘Reserved’ row in Table 7-34 as shown.

	· AKM Suite Selectors

	OUI
	Suite Type
	Authentication type
	Key management type

	
	
	
	

	
	
	
	

	00-0F-AC
	· 
	N/A (prior authentication assumed)
	Abbreviated Handshake Key Management

	00-0F-AC
	58-255
	Reserved
	Reserved


· Assignment of AKM Suite Selector types needs to be approved by IEEE 802.11 ANA. Until that time, these values are labeled as <ANA>. Final values will be requested from ANA once this amendment reaches the 75% approval threshold in Sponsor Ballot.

Insert the following paragraph in the end of Clause 7.3.2.25.2:

The AKM selector value 00-0F-AC:<ANA 59> (Abbreviated Handshake Key Management) is default for the Abbreviated Handshake (11B.5.3). The key derivation function used with this AKM suite is identified by the KDF selector value <ANA60>:1. Table s5 specifies KDF selectors.
· KDF

In 7.3.2.25.5, change “Abbreviated MSA Authentication procedure” to “Abbreviated Handshake”.
· Mesh Configuration element

Modify the figure and text as shown:
The Mesh Configuration element shown in Figure s18 is used to advertise Mesh services. It is contained in Beacon frames transmitted by mesh STAs, and is also contained in Peer Link Open and Peer Link Confirm frames.

	ID
	Length
	Version
	Active Path Selection

Protocol Identifier
	Active Path Selection 

Metric Identifier
	Congestion Control Mode Identifier
	Synchronization Protocol Identifier
	Authentication Protocol Identifier
	Mesh Formation Info
	Mesh Capability

	Octets:1
	1
	1
	4
	4
	4
	4
	4
	1
	2

	Figure s18—Mesh Configuration element


The Element ID is set to the value given in Table 7-26 for this information element. The Length field is set to 24. The version is set to 1.

The remainder of the fields are described in the following subclauses.

Insert the following new subclause 7.3.2.81.5 after 7.3.2.81.4 “Synchronization Protocol Identifier” and renumber the subclauses that follow:

7.3.2.81.5 Authentication Protocol Identifier

The Authentication Protocol Identifier field indicates the type of authentication protocol that is currently used to secure the MBSS. The format of the Authentication Protocol Identifier is shown in Figure s22a.

	OUI
	Authentication protocol identifier value

	Octets: 3
	1

	Figure s22a--Authentication protocol identifier field


Authentication protocol identifier values are defined in Table s8a.

	Table s8a--Authentication protocol identifier values

	

	OUI
	Value
	Meaning

	00-0F-AC
	0
	Null protocol (no authentication)

	00-0F-AC
	1
	SAE (see 11B.2)

	00-0F-AC
	2-255
	Reserved

	Vendor OUI
	0-255
	Vendor specific


Specification of the null protocol indicates that no authentication method is required to establish peer links within the MBSS.

7.3.2.81.7 Mesh Capability

Remove B7 from Figure s24 “Mesh Capability Field” and the text definition of “Supports SAE.” Modify Reserved component of bitfield to encompass “B7 B15”.
7.3.2.103 Mesh security capability information element [MSCIE]
Delete subclause 7.3.2.103 MSCIE and Figures s54 and s55 and Table s10.
Modify the name of the “MSA information element” subclause as shown, and modify the contents of the subclause as shown. Note removal of Figures s57-s59 and Tables s11-s12.
7.3.2.103 Abbreviated Handshake element 
The Abbreviated Handshake element includes information needed to perform the authentication sequence during an Abbreviated handshake. This information element is shown in Figure s56.

	Element ID
	Length
	
	
	Local MS-ID
	Selected AKM Suite
	Selected Pairwise Cipher Suite
	Chosen PMK
	Local Nonce
	Peer Nonce
	GTKdata

	Octets: 1
	1
	
	
	6
	4
	4
	16
	32
	32
	variable

	Figure s56 – Abbreviated Handshake element


The Element ID is set to the value given in Table 7-26 for this information element. The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).


	
	

	
	

	
	

	· 




The local MS-ID field contains the identifier of the mesh STA which is sending the information element; it contains one of the MAC addresses of the mesh STA if it has more than one PHY. It is encoded following the conventions from 7.1.1.

The Selected AKM Suite field contains an AKM suite selector, as defined in 7.3.2.25.2, indicating the authentication type and key management type to be used to secure the link.

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.

The Chosen PMK field contains a PMKID indicating the name of the PMK to be used in the authentication procedure.

The Local Nonce field contains a nonce value chosen by the mesh STA that is sending the information element. It is encoded following the conventions from 7.1.1.

The Peer Nonce field contains a nonce value that was chosen by the peer mesh STA or candidate peer mesh STA to which the information element is being sent. It is encoded following the conventions from 7.1.1.
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The GTKdata field is optional.  When present, it contains a KDE containing the bit string of {GTK || peerMAC || Key RSC || GTKExpriationTime}. The GTKdata field is protected with the deterministic authenticated encryption mode of SIV, as defined in IETF RFC 5297 using the GTK as the plaintext and the peerMAC, KeyRSC, and GTKExpirationTime as separate, distinct, components of associated data (AD).The KDE is defined in Figures 8-25 and 8-26 of 8.5.2. The Key RSC denotes the last frame sequence number sent using the GTK and is specified in Table 8-4 of 8.5.2. GTKExpirationTime denotes the key lifetime of the GTK in seconds and the format is specified in Figure 8-30 of 8.5.2.
· Action frame format details

· Mesh Peer Link Management action frame details

· Peer Link Open frame format

Delete the entry for “MSCIE” in the “Peer Link Open frame body” table, and change “MSAIE” to “Abbreviated Handshake.”
· Peer Link Confirm frame format

Delete the entry for “MSCIE” in the “Peer Link Confirm frame body” table, and change “MSAIE” to “Abbreviated Handshake.”
7.4.12.3 Peer Link Close frame format

Change “MSAIE” and “MSA information” to “Abbreviated Handshake.”

· Multihop Action (4-address action frames)

Modify the text as shown:

This subclause describes Multihop Action frame formats.  In addition, the vendor specific action (see 7.4.5) may be used within the Multihop Action frame.
Delete subclause 7.4b.1 “Mesh Security Architecture action details” and all its subclauses.
· Security

· Security association definitions

Replace the current change to 8.4.1.1 (the insertion of two bullet items) with the following, including the editing instruction:
Change the bulleted list at the end of 8.4.1.1 as follows:
· PMKSA: A result of a successful IEEE 802.1X exchange, preshared PMK information, or PMK cached via some other mechanism.

· PMK-R0 SA: A result of a successful Fast BSS Transition Initial Mobility Domain Association.

· PMK-R1 SA: A result of a successful Fast BSS Transition Initial Mobility Domain Association or a successful FT authentication sequence.

· Mesh PMKSA: A result of successful completion of the active authentication protocol.
· PTKSA: A result of a successful 4-Way Handshake or FT 4-Way Handshake, or a successful FT authentication sequence.

· Mesh TKSA: A result of a successful Abbreviated Handshake.
· GTKSA: A result of a successful Group Key Handshake or successful 4-Way Handshake or FT 4-Way Handshake, or a successful FT authentication sequence.

· IGTKSA: A result of a successful Group Key Handshake, successful 4-way Handshake, or the (Re)association Response message of the Fast BSS Transition protocol.

· Mesh GTKSA: A result of a successful Abbreviated Handshake or Mesh Group Key Handshake.
· SMKSA: A result of a successful initial SMK Handshake.

· STKSA: A result of a successful 4-way STK Handshake following the initial SMK Handshake or subsequent rekeying.

Modify the editing instruction as shown:
Add the following new subclause after 8.4.1.1.1b (PMK-R1 SA):
Delete subclause 8.4.1.1.1c “PMK-MKD SA”

Renumber and rename subclause 8.4.1.1.1d “PMK-MA SA” as shown, and modify its contents as shown:

8.4.1.1.1c Mesh PMKSA

The Mesh PMKSA is the result of successful completion of the active authentication protocol. The security association consists of the following elements. The Mesh PMKSA shall be deleted when the lifetime expires.
· PMK,

· AKEK

· AKCK

· PMK lifetime,

· PMKName,

· 
· 
· 
· 
Insert the following, including the editing instruction, after the “Mesh PMKSA” subclause:

Insert the following subclause immediately after 8.4.1.1.2 (PTKSA):

8.4.1.1.2a Mesh TKSA

The Mesh TKSA is a result of the Abbreviated Handshake.  The Mesh TKSA contains the following elements, and is identified by TKName. The Mesh TKSA shall be deleted when the lifetime expires.
· TK

· TKName

· PMKName
· local mesh STA MAC address

· peer mesh STA MAC address

· local Link ID
· peer Link ID

· local nonce

· peer nonce

· Lifetime
Renumber subclause 8.4.1.1.1e “Mesh GTKSA” as shown, modify its contents as shown, and insert the editing instruction before the subclause:
Insert the following subclause immediately after 8.4.1.1.3a (IGTKSA).
8.4.1.1.3b Mesh GTKSA

The Mesh GTKSA results from a successful Abbreviated Handshake or Mesh Group Key Handshake, and is unidirectional. In a mesh, each mesh STA defines its own Transmit Mesh GTKSA, used to encrypt its group addressed transmissions, and stores a separate Receive Mesh GTKSA for each peer mesh STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted. 

A Transmit Mesh GTKSA is created by a mesh STA after the SME has changed the Mesh GTK and the new Mesh GTK has been sent to all peer mesh STAs. A Receive Mesh GTKSA is created by a mesh STA after successfully completing the Abbreviated Handshake in which a wrapped GTK has been received, or after receiving a valid Message 1 of the Mesh Group Key Handshake.

If a mesh STA is collocated with an AP, the mesh STA shall establish a Mesh GTKSA for use in protecting broadcast traffic in the APs BSS. Here, 'independent' means that the Mesh GTK and the GTK shall be independently selected from a uniform distribution, and that the GTK Source mesh STA MAC address in the Mesh GTKSA shall not be the same as the Authenticator MAC address in the GTKSA.

Note-The use of a distinct Transmit Mesh GTK and ESS GTK with identical transmit MAC addresses is precluded by limitations on key rollover and reception by STAs in an ESS. If the distinct GTKs were to use different Key IDs, then rollover would be impossible. There are only three available Key IDs, and the different GTKs would contend for the single remaining Key ID upon rollover. If the distinct GTKs were to use the same Key IDs, then STAs would incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 8.7.2.3 for a description of the procedure for receiving encrypted frames.)

The Mesh GTKSA contains:

· Mesh GTK

· GTK Source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)

· Group Cipher Suite Selector 

· Direction vector (whether this is a Receive Mesh GTKSA or Transmit Mesh GTKSA)
· Keys and key distribution

· EAPOL-Key frames
Remove all changes in 8.5.2.1 “EAPOL-Key frame notation” from the TGs draft.

· Key distribution for MSA
Delete subclause 8.8 “Key distribution for MSA” including all subclauses EXCEPT subclause 8.8.3 “Key derivation function”.  Modify the heading and first paragraph of that subclause as shown:
8.8 Mesh key derivation function

The key derivation function for use in a mesh network, KDF, is defined as follows:

· Keys and key derivation algorithm for the mesh abbreviated handshake.

In 8.9.1, change the Figure s66 caption to be “Key Derivation for the Abbreviated Handshake.”  Also, change the text in 8.9.1 from “Abbreviated MSA Handshake” to “Abbreviated Handshake.”
· Layer management

· MLME SAP interface

Delete subclause 10.3.45 “MLME-MeshKeyHolderHandshake” and all its subclauses.
Delete subclause 10.3.46 “MLME-MeshKeyTransport” and all its subclauses.

Delete subclause 10.3.47 “MLME-MeshEAPTransport” and all its subclauses.

Delete subclause 10.3.48 “MLME-BindSecurityAssociation” and all its subclauses.
· Mesh networking

· Mesh discovery

Modify the text as shown:
· Profiles for extensibility

A mesh STA shall support at least one mesh profile. A mesh profile consists of:

· A Mesh ID
· A path selection protocol identifier

· A path selection metric identifier
4. An authentication protocol identifier(#914)
· Candidate peer mesh STA discovery

The purpose of this procedure is to discover candidate peer mesh STAs and their properties, covering cases both before and after a mesh STA is a member of a MBSS.

If the mesh STA is a member of a mesh, exactly one mesh profile is active.  When a mesh STA deactivates a mesh profile, session information obtained while operating under that profile, such as local forwarding tables and security associations (and related keys) created under that mesh profile, shall also be made inactive.  Keys in an inactive security association shall not be used for any purpose, such as securing a protocol instance or encrypting an MPDU.
A mesh STA performs passive or active scanning to discover neighbor mesh STAs. In case of passive scanning, a discovered mesh STA shall be considered a candidate peer mesh STA if and only if all of the following conditions are met:

· A beacon is received from the discovered mesh STA.

· The received beacon contains a Mesh ID that matches the Mesh ID of the scanning mesh STA’s active mesh profile or that matches the Mesh ID of at least one of the scanning mesh STA’s mesh profiles if the scanning mesh STA is not currently a member of a mesh.

· The received beacon contains a Mesh Configuration element (see 7.3.2.81) that contains

· A supported version number

· A path selection protocol identifier and metric identifier matching the scanning mesh STA’s active mesh profile or matching at least one of the scanning mesh STA’s mesh profiles if the scanning mesh STA is not currently a member of a mesh.

· A synchronization protocol identifier matching the scanning mesh STA’s active synchronization protocol or matching at least one of the scanning mesh STA’s synchronization protocol if the scanning mesh STA is not currently a member of an MBSS.

d.
An authentication protocol identifier matching the scanning mesh STA’s active authentication protocol or matching at least one of the scanning mesh STA’s supported authentication protocols if the scanning mesh STA is not currently a member of a mesh.
e.
An Accepting Peer Links field is set to 1.

To identify mesh STAs with whom to setup peer links, the mesh STA may use the information from the Mesh Formation Info field in the Mesh Configuration element which is contained in the Beacon or Probe Response frames. The details of the usage of this information are beyond the scope of this standard.

If a mesh STA is unable to detect neighbor mesh STAs, it may adopt a Mesh ID from one of its mesh profiles, and proceed to the active state. This may occur, for example, when the mesh STA is the first mesh STA to power on (or multiple mesh STAs power on simultaneously). Peer links are established later as part of the continuous mesh discovery procedures.

Note: Identification of candidate peer mesh STAs with whom to form links is outside the scope of this standard. That is, the mesh STA may freely select the mesh STAs with which it attempts to establish a peer link.
11B.2 Mesh Authentication Using a Pre-Shared Key 

11B.2.1 Overview

Add the following paragraph at the end of 11B.2.1 (Overview):

A mesh STA that is configured to use SAE to secure the MBSS shall set the Authentication Protocol identifier field of the Mesh Configuration element to indicate SAE, and shall include the element in Beacon and Probe Response frames.  A mesh STA shall run the SAE algorithm only if the active mesh profile designates “SAE” as the active Authentication Protocol.
· Authentication Protocol
· Generation of the PMK

In 11B.2.3.1.6, change “used as the PMK-MA” to “used as the PMK.”

· Generation of the PMK

In 11B.2.3.2.6, change “used as the PMK-MA” to “used as the PMK.”
· Mesh peer link management

· Processing Peer Link Management Frames

· Overview

Modify the text as shown:
Peer link management frames are public Action frames. The protection of the peer link management frames shall be provided by the peer link management protocol, independent of the robust management protection mechanism.

The construction of peer link management frames is specified in 11B.3.2.2.1, 11B.3.2.3.1, and 11B.3.2.4.1.

The mesh STA shall classify the incoming peer link management frames to decide either to accept, reject, or silently discard the frame. If the frame contains a group address in TA or RA, it shall be silently discarded. Processing of peer link management frames is specified in 11B.3.2.1, 11B.3.2.2.2, 11B.3.2.3.2, and 11B.3.2.4.2. If the incoming frame is accept or rejected, further actions shall be taken according to the peer link management finite state machine as specified in 11B.3.4.

The mesh STA shall process peer link instance identifier in the incoming peer link management frame (See 11B.3.4) and further pass the frame to the corresponding peer link management state machine to process other information in the frame.
The mesh STA shall process the configuration parameters conveyed in the Peer Link Open and Peer Link Confirm frames in a peer link instance. Mesh STA shall verify that the parameters reported by the candidate peer mesh STA in the Peer Link Confirm frame match those the mesh STA has agreed to use for this link instance. In particular, the mesh STA shall verify the following fields or subfields. This verification is needed to satisfy the consistency property, i.e., to guarantee that mesh STAs agree on the configuration before establishing a peer link.

a)  Mesh ID element
b)
Fields in Mesh Configuration element

· Active Path Selection Protocol ID field

· Active Path Selection Metric ID field

· Active Synchronization Protocol ID field
4)   Active Authentication Protocol ID field
5)     Mesh Capability field, including the following subfields

· Accepting Peer Links

· MDA Enabled

c)
Frame Control field

· Power Management field

Mesh STAs shall verify that the same Mesh ID is used.

Mesh STAs shall verify that the same Path Selection Protocol and the same Path Selection Metric are used.

The mesh STA shall verify that it supports MDA services when the candidate peer mesh STA sets the “MDA Enabled” field to 1.

Mesh STAs shall verify that the same Authentication Protocol is used.  If the RSN information element is not present, the mesh STA shall ignore values in the Abbreviated Handshake element and MIC field. 
If any of the verifications listed above fails, the received Peer Link Open or Peer Link Confirm frame shall be rejected and peer link establishment attempt shall be terminated. Further actions of closing a peer link instance is specified in 11B.3.4.

When two HT mesh STA establish a peer link, if they support a common HT capability, the HT feature may be used for the peer link communication.
11B.3.2.2 Peer Link Open frames

In 11B.3.2.2.1, delete the list item that begins “If mesh link security is enabled…”

In 11B.3.2.2.2, delete the paragraph that begins “If security is enabled, the mesh STA shall…”

11B.3.2.3 Peer Link Confirm frames

In 11B.3.2.3.1, delete the list item that begins “If mesh link security is enabled…”

In 11B.3.2.3.2, delete the paragraph that begins “If security is enabled, the mesh STA shall…”

11B.3.2.4 Peer Link Close frames

In 11B.3.2.4.1, delete the list item that begins “If the link instance is bound with the security association…” and delete all six sub items (1-6) that follow.  Also delete the final paragraph (“The MIC field…”) and the three list items that follow.
In 11B.3.2.4.2, delete all text and replace with the following:

The mesh STA shall reject the Peer Link Close frame if the value in the Mesh ID element is not the same as the mesh STA’s active profile. Otherwise, the mesh STA shall accept the Peer Link Close frame.
11B.3.4 Peer Link Management Finite State Machine

11B.3.4.2 Events and Actions

In the first list within 11B.3.4.2, delete the final paragraph:  “d) BNDSA(peerMAC, …) – This event is used to instruct the link instance to bind…”
11B.3.4.3 State transitions

Remove the “BNDSA/--” entry from the table (in the ESTAB row).

Remove the “BNDSA/--” transition label from/to the ESTAB state from the figure.

11B.3.4.9 ESTAB state 

Delete the paragraph that begins: “When a BNDSA event occurs, ….”

· Mesh link security 

Delete subclause 11B.5.1 “MSA Services” and all its subclauses. Insert the following new 11B.5.1 subclause:

· Overview
In a mesh network, mesh link security protocols are used to authenticate a peer link and to establish session keys between a pair of mesh STAs.  Mesh link security protocols rely on the existence of a common pairwise master key (PMK) at the two mesh STAs.  The PMK is established by executing the active authentication protocol, which is specified in the mesh profile (see 11B.1).  This subclause defines two mesh link security protocols: the abbreviated handshake and the mesh group key handshake.
The abbreviated handshake (11B.5.2):

· establishes a peer link; 
· authenticates the peer link, by allowing the mesh STAs to mutually prove possession of the PMK
· provides authenticated security capability selection; 
· establishes a fresh session key (the TK) for use in protecting individually addressed traffic; and
· permits the exchange of session keys (GTKs) for protecting group addressed traffic.
The mesh group key handshake (11B.5.3) allows a mesh STA to update its GTK.  The mesh group key handshake is run between mesh STAs that have an established, secure peer link.
· MSA establishment procedure

Delete subclause 11B.5.2 “MSA establishment procedure” and all its subclauses. Renumber subsequent subclauses.

11B.5.2 Abbreviated Handshake

Make the following text changes throughout 11B.5.2 Abbreviated Handshake:

	Existing Text
	New Text

	PMK-MA (PMK-MAs)
	PMK (PMKs)

	PMK-MAName (PMK-MANames)
	PMKName (PMKNames)

	MSA information element
	Abbreviated Handshake information element

	MSA element
	Abbreviated Handshake information element

	MSAIE
	Abbreviated Handshake information element


Make the following additional changes:

11B.5.2.1 Overview
Modify the text as shown:

The Abbreviated Handshake establishes an authenticated peer link and session keys between the mesh STAs, under the assumption that a PMK has already been established before the initiation of the protocol via the active authentication protocol.

The Abbreviated Handshake uses Peer Link Management frames. Information is exchanged via RSN information elements and Abbreviated Handshake information elements. 
The major supported Abbreviated Handshake functions are PMK Selection, Security Capability Selection, and Key Management. 

· The PMK Selection function (specified in 11B.5.3.4) selects the PMK-MA used for the Abbreviated Handshake. The Abbreviated Handshake fails as the result of failed PMK selection. Consequently, if the selected PMK is different than the PMK the mesh STA used for the peer link instance, the mesh STA may execute a new instance of Abbreviated Handshake with the alternative PMK, or it may execute the active authentication protocol to obtain a new PMKSA. 

· The Security Capability Selection function (specified in 11B.5.3.5) achieves the agreement on the security parameters used for the protocol instance, including the AKM suite, pairwise cipher suite, and group cipher suite. 

· The Key Management function (specified in 8.9.1) derives key encryption, key confirmation, and temporal keys for the authenticated peer link and distributes both mesh STAs’ GTKs and IGTKs to each other. 
During the abbreviated handshake, the mesh STAs generate nonces and transmit them via peer link management action frames. The secure link instance is identified as
 Link Instance Identifier = <min(localMAC, peerMAC), 
max(localMAC, peerMAC), 

min(localNonce || localLinkID, peerNonce || peerLinkID), 

max(localNonce || localLinkID, peerNonce || peerLinkID)>. 
The mesh STA shall randomly generate a value for localNonce, as specified in 8.5.7. It receives the other random number, peerNonce, from the candidate peer mesh STA. The localNonce is random with respect to the mesh STA. The mesh STA selects the localNonce randomly to provide protection against replays of Peer Link Management action frames using the same PMK. The peerNonce shall be supplied by the peer mesh STA in Peer Link Management action frames. 
Prior to beginning the abbreviated handshake, the mesh STA determines if it is the Selector mesh STA for the duration of the protocol. The mesh STA is the Selector mesh STA if its MS-ID is numerically larger than that of the candidate peer mesh STA.
11B.5.2.4 PMK Selection

Modify the text of list item 3-i as shown:

· If the chosen PMKs do not match, the received frame shall be discarded. Furthermore, if the received frame is a Peer Link Open frame, the mesh STA shall further compare the two PMKID lists announced by the two mesh STAs in RSN information elements.

· If the lists do no overlap, the PMK selection procedure fails. The mesh STA shall discard the Peer Link Management frame as a forgery. The IEEE 802 SME shall be notified by this failure. 

Note: in this circumstance, the mesh STA may attempt to (re)authenticate with the candidate peer mesh STA to acquire a new PMKSA. 

11B.5.2.5 Security Capabilities Selection

11B.5.2.5.1 AKM Suite Selection

Modify the first paragraph as shown:

The mesh STA shall announce the supported AKM suites in RSN information element using a priority list with the suite preferred most first, and specify the first AKM suite in the list in the Selected AKM Suite field in Abbreviated Handshake information element. The supported AKM Suites shall be “Abbreviated Handshake Key Management” by default, or other vendor-specific AKM Suites that are specified to support Abbreviated Handshake. 
11B.5.2.5.2 Instance Pairwise Cipher Suite Selection

Modify the text of list item 2-ii as shown:

· If the intersection is not empty and contains more than one value, the selected cipher suite shall be the entry in the intersection list that is most preferred by the ‘selector mesh STA’ (see 11B.5.2.1).

11B.5.2.8 Peer Link Management frames for Abbreviated Handshake
11B.5.2.8.2 Constructing Peer Link Close action frames

Delete the first line under “In the Abbreviated Handshake information element” which states: “The Handshake Control field shall be set to 0.”
11B.5.2.8.4 Constructing Peer Link Open action frames

Modify a portion of the text as shown:
· In the Abbreviated Handshake information element
· 
· The Selected AKM Suite field shall be set to the first AKM suite selector in the AKM Suite List field in RSN information element.

· The Selected Pairwise Cipher Suite field shall be set to the first cipher suite selector in the Pairwise Cipher Suite List field in RSN information element.

· The Chosen PMK field shall be set to the first PMKID of the PMKIDList field in RSN information element.

· The Local Nonce field shall be set to the localNonce value generated by the mesh STA for identifying the current link instance.

· The Peer Nonce field shall be set to 0.

· The GTKdata field shall be present and shall contain the KDE data for the mesh STA’s GTK. The GTK wrapping is specified in 11B.5.3.6.

11B.5.2.8.6 Constructing Peer Link Confirm action frames

Modify a portion of the text as shown:
· In the Abbreviated Handshake information element

· 
· The Selected AKM Suite field shall be set to the AKM suite selector that indicates the successfully selected AKM suite (specified in 11B.5.3.5.1).

· The Selected Pairwise Cipher Suite field shall be set to the cipher suite selector that indicates the successfully selected pairwise cipher suite (specified in 11B.5.3.5.2).

· The Chosen PMK field shall be set to a key identifier that indicates the successfully selectedPMK-MA (specified in 11B.5.3.4).

· The Local Nonce field shall be set to the localNonce value chosen by the mesh STA for identifying the current link instance.

· The Peer Nonce field shall be set to the nonce value chosen by the peer mesh STA for identifying the current link instance.

· The GTKdata field shall be present and shall contain the same value as received in the Peer Link Open frame from the candidate peer mesh STA.

11B.5.2.9 Finite State Machine

11B.5.2.9.3 State transitions

Delete the second-to-last paragraph, which begins “In ESTAB state, when BNDSA event…”
11B.5.4 Mesh key holder security association

Delete subclause 11B.5.4 “Mesh key holder security association” and all its subclauses.

11B.5.5 Mesh key transport protocols
Delete subclause 11B.5.5 “Mesh key transport protocols” and all its subclauses.

11B.5.6 Mesh EAP message transport protocol
Delete subclause 11B.5.6 “Mesh EAP message transport protocol” and all its subclauses.

· (normative) Protocol Implementation Conformance Statement (PICS) proforma

· PICS proforma - IEEE Std 802.11, 2006 Edition

· MAC protocol 

· MAC protocol capabilities

Delete the following PICS entries:
	PC36.1
	Mesh key holder security association
	11B.5.5
	PC34&PC36:M
	Yes No 

	PC36.2
	Mesh key transport protocol
	11B.5.6
	PC34&PC36:O
	Yes No N/A 

	PC36.3
	EAP Encapsulation Mechanism
	11B.5.7
	PC34&PC36:O
	Yes No N/A 


· MAC frames

Delete the following PICS entries:

	FT29
	Mesh key holder security establishment frame
	7.4b.1.1
	PC35:M
	Yes No N/A  

	FT30
	PMK-MA delivery push frame
	7.4b.1.2
	PC35:M
	Yes No N/A 

	FT31
	PMK-MA confirm frame
	7.4b.1.3
	PC35:M
	Yes No N/A 

	FT32
	PMK-MA request frame
	7.4b.1.4
	PC35:M
	Yes No N/A  

	FT33
	PMK-MA delivery pull frame
	7.4b.1.5
	PC35:M
	Yes No N/A  

	FT34
	PMK-MA delete frame
	7.4b.1.6
	PC35:M
	Yes No N/A  

	FT35
	Mesh EAP encapsulation frame
	7.4b.1.7
	PC35:M
	Yes No N/A  


	FR29
	Mesh key holder security establishment frame
	7.4b.1.1
	PC35:M
	Yes No N/A  

	FR30
	PMK-MA delivery push frame
	7.4b.1.2
	PC35:M
	Yes No N/A 

	FR31
	PMK-MA confirm frame
	7.4b.1.3
	PC35:M
	Yes No N/A  

	FR32
	PMK-MA request frame
	7.4b.1.4
	PC35:M
	Yes No N/A  

	FR33
	PMK-MA delivery pull frame
	7.4b.1.5
	PC35:M
	Yes No N/A 

	FR34
	PMK-MA delete frame
	7.4b.1.6
	PC35:M
	Yes No N/A 

	FR35
	Mesh EAP encapsulation frame
	7.4b.1.7
	PC35:M
	Yes No N/A  


· (normative) ASN.1 encoding of the MAC and PHY MIB

Delete the following MIB entries:

dot11MeshFirstLevelKeyLifetime OBJECT-TYPE

dot11MeshKeyDistributorDomainID OBJECT-TYPE

dot11MeshMKDNASID OBJECT-TYPE

dot11MeshKHHandshakeAttempts OBJECT-TYPE

dot11MeshKHHandshakeTimeout OBJECT-TYPE

dot11MeshKeyTransportTimeout OBJECT-TYPE




Abstract


This document proposes to change the centralized security architecture for mesh networks from being specified within the 802.11s draft to being vendor-specific.  The specification of the MSA key hierarchy, MSA authentication mechanisms, and supporting protocols are removed.  Additionally, the BNDSA event is removed from peer link management because the MSA 4-way handshake has been removed.





To support vendor-specific security, the mesh profile is expanded to include an identifier of the authentication protocol used to secure the mesh network.  The concept has been discussed in 11-08/1338r0 and 11-08/1448r0.  The authentication protocol identifier is defined within the Mesh Configuration element.  The authentication protocols currently defined are: null (no protocol), SAE, and vendor-specific protocols.





Comments resolved by this proposal may be found in 11-09/0113r0.
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