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Insert the following subclaus  after U.4
U.5 GAS Rate Control

In creating this amendment, it has been acknowledged that some type of rate control should be applied to GAS.  This is due to the requirement of limiting/controlling the frequency/number of GAS query requests/responses a STA in state 1 can submit/receive.  This clause provides some brief notes for implementors of this feature which is out of scope of the main standard.
The issue of controlling GAS requests/responses results to be very difficult to solve if the access network needs to be fully protected from attacks (e.g. DoS) performed by rogue STAs in state 1.  Since a STA in state 1 is only identifiable by its MAC address there is no certainty on how frequently and how many requests/responses are sent/received by the STA.
The problem can be summarised as follows.  When issuing GAS requests, the STA is in an unauthenticated state.  Therefore the the onus is on the network to process and respond to requests.  It appears that the construction of a GAS query does not require too much effort, whereas in contrast, construction of the response can be quiet resource intensive and indeed potentially large response messages can be generated.  Indeed according to some models (e.g. MIH) some higher layer services may encourage lots of queries (the STA may want to download lots of information).  Therefore, it is not difficult for the STA to send multiple queries (either for malicious reasons or just over-enthusiasm) requesting lots of information, which could lead to a flooding of information into the access network.
A potential solution to this is for the operator to set GAS rate thresholds in the AP.  If the GAS request rate increases above this threshold, then the comeback delay and GASTIM period will be increased proportionally.  Alternatively the AP could simply drop the GAS frame, either with some notification (e.g. Status Code 54), or none at all.  Notifications would be preferable to notify the error condition of the GAS request, but in times of severe AP congestion, these notifications would not be necessary, therefore not compounding the congestion problem.



Abstract


This submission provides some informative annex advice regarding a “GAS Rate Control” feature proposed in November 2007, that was never completed due to reduced attendance within TGu.





This document is based on 802.11u-D4.01.
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