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11.20.2 Event request and report procedures
Note to the TGv Editor:  Add this sentence (underlined below) to 11.20.2 procedures as follows:
A STA shall transmit an Event Report with the same TID that was received in the Event Request that initiated the Event Report to be transmitted by the STA.
Note to the TGv Editor:  Add a new second sentence (underlined below) to 11.20.2.1 as follows:
11.20.2.1 Event request and event report

The Event Request and Event Report frames enable network real-time diagnostics. Event Request and Event Report frames shall only be sent using the Ethertype frames defined in Annex U only. A STA that has a value of true for the MIB attribute dot11MgmtOptionEventsEnabled is defined as a STA that supports event requests or reporting. A STA for which the MIB attribute dot11MgmtOptionEventsEnabled is set to true shall set the Event field of the Extended Capabilities information element to 1. If dot11MgmtOptionEventsEnabled is set to true, a STA shall log all Transition, RSNA, Peer-to-Peer, and WNM Log events, including the corresponding TSF and UTC TSF Offset Values. 

A STA that supports event reporting shall only send an Event Request or Event Report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities information element contained a value of 1 for the Event bit in the Capabilities field. If the STA receives an Event Request frame without error and it supports event reporting, it shall respond with an Event Report frame that includes the Dialog Token that matches the one in the Event Request frame. 

Within each Event Request frame there may be zero or more Event Request elements. Each Event Request element contains a unique Event Token that identifies the element within the Event Request frame. Each Event Report element shall contain the same Event Token that was included in the original request. 

Only a single Event Request frame from a STA is outstanding at a given STA at any time. If a STA receives a subsequent Event Request frame with a different Dialog Token before completing the Event Report for the previous request from the requesting STA, the receiving STA shall only respond to the most recent request frame.

11.20.3 Diagnostic request and report procedures
Note to the TGv Editor:  Add this sentence (underlined below) to 11.20.3 procedures as follows:
A STA shall transmit a Diagnostic Report with the same TID that was received in the Diagnostic Request that initiated the Diagnostic Report to be transmitted by the STA.
Note to the TGv Editor:  Add a new third paragraph (underlined below)  to 11.20.3.1 as follows:
11.20.3.1 Diagnostic request and diagnostic report

The Diagnostic Request and Diagnostic Report protocol provides a tool to diagnose and debug complex network issues. A STA that has a value of true for the MIB attribute dot11MgmtOptionDiagnosticsEnabled is defined as a STA that supports diagnostics reporting. A STA for which the MIB attribute dot11MgmtOptionDiagnosticEnabled is set to true shall set the Diagnostics field of the Extended Capabilities information element to 1. 

A STA that supports diagnostics reporting shall only send a Diagnostics Request or Diagnostics Report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities information element contained a value of 1 for the Diagnostics bit in the Capabilities field. 
Diagnostic Request and Diagnostic Report frames shall only be sent using the Ethertype frames defined in Annex U only.
A STA gathers information from another STA by sending a Diagnostic Request frame containing a unique Dialog Token to another STA that supports the Diagnostics Capability. A Dialog Token value of zero is a reserved value and shall not be used. The source and destination of a Diagnostic Request frame shall both be members of the same BSS. The permitted source and destination STAs for a Diagnostic Request frame are shown in Table 15. Within each Diagnostic Request frame there may be one or more Diagnostic Request elements. Each Diagnostic Request element contains a unique Diagnostic Token that identifies the element within the Diagnostic Request frame. 

If a STA receives a Diagnostic Request frame without error and it supports the diagnostic reporting, the STA shall respond with a Diagnostic Report frame that includes the Dialog Token that matches the one in the Diagnostic Request frame. Each Diagnostic Report element that corresponds to the Diagnostic Request element shall contain the same Diagnostic Token that was included in the original request.

Only a single Diagnostic Request frame from a STA is outstanding at a given STA at any time. If a STA receives a subsequent Diagnostic Request frame with a different Dialog Token before completing the Diagnostic Report for the previous request from the requesting STA, the STA shall only respond to the most recent Request frame. The STA need not send a Diagnostic Report frame for the previous Diagnostic Request frame.

All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST.ind primitives, are cancelled upon a BSS transition, except when the BSS transition occurs as a result of responding to or initiating a diagnostic request. All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST.indication primitives, are cancelled after the time indicated in the Diagnostic Timeout field, in the Diagnostic Request frame. When a STA receives a Diagnostic Request frame with a Diagnostic Request Type of Cancel Diagnostic Request, the STA cancels all outstanding diagnostic requests, and discards all pending diagnostic reports, as indicated by received MLME-DIAGREQUEST.indication primitives.

All Diagnostic Report elements shall include a Status field that indicates the overall result of the transaction. If the STA is able to complete the diagnostic request made in the Diagnostic Request element, then a value of Successful shall be returned. If the STA is unable to process the request at that time a value of Fail shall be returned. If the STA is incapable of generating a report of the type specified, it shall return a value of Incapable. If the STA cannot support the request for any other reason, the value of Refused shall be returned.

Both the Diagnostic Request frame and the Diagnostic Report frame shall only be sent with an individually addressed destination address. If a STA receives a Diagnostic Request or Report frame with a broadcast or multicast destination address, it shall discard the frame.

If the Diagnostic Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional frames until all Diagnostic Report elements have been returned to the requesting STA. Each subsequent Diagnostic Report frame and Diagnostic Report elements shall include the same Dialog Token and Diagnostic Token, respectively, that was sent in the corresponding Diagnostic Request frame. When multiple MMPDUs are required, the STA shall include complete Diagnostic Report elements and shall not fragment an element across multiple MMPDUs.

A STA may cancel a previously sent Diagnostic Request frame for which it has not yet received a Diagnostic Report frame by sending a Diagnostic Request frame with the Reason Code value of 2, indicating “Cancelled” in the Reason Code subelement (see Table v15) to the STA to which it previously sent the Diagnostic Request frame. A STA shall inform a STA from which it has previously received a Diagnostic Request frame that the request has been locally cancelled by sending a Diagnostic Report frame with the Result Code value of 4, indicating Cancelled in the Result Code subelement to that requesting STA. When either the Reason Code value of 2 or the Result Code value of 4 is used, only the Reason Code or Result Code Diagnostic Information subelement is included in the Diagnostic Request or Response element.

	Table 11-15—Allowed and disallowed diagnostic request 



	Service Set
	Source of Request
	Destination of Request
	Allowed

	Infrastructure BSS
	AP
	non-AP STA
	Yes

	Infrastructure BSS
	non-AP STA
	non-AP STA
	No

	Infrastructure BSS
	non-AP STA
	AP
	No

	IBSS
	non-AP STA
	non-AP STA
	Yes

	ESS
	AP
	AP
	No


Annex A

(normative) 

Protocol Implementation Conformance Statement (PICS) proforma

A.4.21 Wireless Network Management extensions

	Item
	Protocol Capability
	References
	Status
	Support

	Item
	Protocol Capability
	References
	Status
	Support

	WNM1
	Extended Capabilities information element
	7.3.2.27
	CFv:M
	Yes, No, N/A

	WNM2
	STA Statistics (Triggered) and Multicast Diagnostics 
	11.10.7
	CFv:M
	Yes, No, N/A

	
WNM2.1
	
Protocol for Triggered Measurements
	11.10.7
	CFv:M
	Yes, No, N/A

	
WNM2.2
	
Triggered STA Statistics
	7.3.2.21.8,
7.3.2.22.8, 7.4.6.1,7.4.6.2,
11.10.8.5
	CFv:O
	Yes, No, N/A

	
WNM2.3
	
Multicast Diagnostics
	7.3.2.21.12,
7.3.2.22.11, 7.4.6.1,7.4.6.2,
11.20.2
	CFv:M
	Yes, No, N/A

	WNM3
	Event 
	11.20.2
	CFv:M 
	Yes, No, N/A

	
WNM3.1
	
Event Request frame
	7.3.2.62,
7.4.11.2
	(CFv AND CF1):M
	Yes, No, N/A

	
WNM3.2
	
Event Report frame
	7.3.2.63,
7.4.11.3
	(CFv AND CF2):M
	Yes, No, N/A

	WNM4
	Diagnostic 
	11.20.3
	CFv:M 
	Yes, No, N/A

	
WNM4.1
	
Diagnostic Request frame
	7.3.2.64,
7.4.11.4
	(CFv AND CF1):M
	Yes, No, N/A

	
WNM4.2
	
Diagnostic Report frame
	7.3.2.65,
7.4.11.5
	 (CFv AND CF2):M 
	Yes, No, N/A

	WNM4.3
	Configuration Profile Diagnostic Type
	7.3.2.65.3, 11.20.3.2
	CFv:M
	Yes, No, N/A

	WNM4.4
	Manufacturer Information STA Report Diagnostic Type
	7.3.2.65.2, 11.20.3.3
	CFv:M
	Yes, No, N/A

	WNM4.5
	Association Diagnostic Type
	7.3.2.64.2, 7.3.2.65.4, 11.20.3.4
	CFv:M
	Yes, No, N/A

	WNM4.6
	802.1X Authentication Diagnostic Type
	7.3.2.64.3,

7.3.2.65.4, 11.20.3.5
	(CFv AND PC34):M
	Yes, No, N/A

	WNM5
	Location
	11.20.4, 7.3.2.66
	CFv:M
	Yes, No, N/A

	WNM5.1
	Location Civic Request/Report
	11.10.8.9
	CFv:M
	Yes, No, N/A

	WNM5.2
	Location Identifier Request/Report
	11.10.8.10
	CFv:M
	Yes, No, N/A

	WNM5.3

WNM5.3.1

WNM5.3.2
	Location Track Notification

Time Of Departure Notifications

Motion Detection Notifications
	11.20.4,7.4.7.10

11.20.4,7.3.2.66

11.20.4,7.3.2.66
	CFv:O

CFv:O

CFv:O
	Yes, No, N/A

	WNM5.4

WNM5.4.1

WNM5.4.2


	Location Configuration Request frame

Normal Indication

Motion Indication
	7.4.11.6,7.3.2.66

7.4.11.6,7.3.2.66

7.4.11.6,7.3.2.66
	CFv:M

CFv:O

CFv:O
	Yes, No, N/A

Yes, No, N/A

Yes, No, N/A

	WNM5.5
	Location Configuration Response frame
	7.4.11.7,7.3.2.66
	CFv:M
	Yes, No, N/A

	*WNM6
	Multiple BSSID Support
	11.1.2.3a, 11.1.3, 11.10.11
	CFv:O
	Yes, No, N/A

	WNM6.1
	Multiple BSSID element
	7.3.2.46
	WNM6:M
	Yes, No, N/A

	WNM6.2
	Multiple BSSID-index element
	7.3.2.69
	WNM6:M
	Yes, No, N/A

	WNM7
	BSS Transition Management
	11.20.6
	CFv:M 
	Yes, No, N/A

	
WNM7.1
	
Neighbor Report element
	7.3.2.37

	(CFv AND CF1):M
	Yes, No, N/A

	
WNM7.2
	
BSS Transition Management Query frame
	7.4.11.8
	(CFv AND CF1):M
	Yes, No, N/A

	
WNM7.3
	
BSS Transition Management Request frame
	7.4.11.9
	 (CFv AND CF2):M 
	Yes, No, N/A

	
WNM7.4
	
BSS Transition Management Response frame
	7.4.11.10
	 (CFv AND CF2):M 
	Yes, No, N/A

	*WNM8
	FMS
	9.2.7,11.20.7
	CFv:O
	Yes, No, N/A

	WNM8.1
	FMS Request frame
	7.4.11.11
	(CF2&WNM8):M
	Yes, No, N/A

	WNM8.2
	FMS Response frame
	7.4.11.12
	(CF1&WNM8):M
	Yes, No, N/A

	WNM9
	Proxy ARP
	11.20.13
	CFv:O
	Yes, No, N/A

	*WNM10
	Collocated Interference Reporting
	 11.20.9
	CFv:O
	Yes, No, N/A

	WNM10.1
	Collocated Interference Request frame
	7.4.11.13
	WNM10:M
	Yes, No, N/A

	WNM10.2
	Collocated Interference Response frame
	7.4.11.14
	WNM10:M
	Yes, No, N/A

	*WNM11
	BSS Max Idle Period
	11.20.12
	CFv:M
	Yes, No, N/A

	WNM11.1
	BSS Max Idle Period element
	7.3.2.74
	WNM11:M
	Yes, No, N/A

	*WNM12
	TFS 
	11.20.11
	CFv:O
	Yes, No, N/A

	WNM12.1
	TFS Request frame
	7.3.2.75, 7.4.11.15
	WNM12:M
	Yes, No, N/A

	WNM12.2
	TFS Response frame
	7.3.2.76, 7.4.11.16
	WNM12:M
	Yes, No, N/A

	WNM12.3
	TFS Notify frame
	7.4.11.17
	(CF1&WNM12):M,

(CF2&WNM12):O
	Yes, No, N/A

	*WNM13
	WNM-Sleep Mode 
	11.2.2
	CFv:O
	Yes, No, N/A

	WNM13.1
	WNM-Sleep Mode Request frame
	7.3.2.77, 7.4.11.18
	WNM13:M
	Yes, No, N/A

	WNM13.2
	WNM-Sleep Mode Response frame
	7.3.2.77, 7.4.11.19
	WNM13:M
	Yes, No, N/A

	*WNM14
	TIM Broadcast
	 11.2.1.13 
	CFv:O
	Yes, No. N/A

	WNM14.1
	TIM Broadcast Request frame
	7.3.2.78, 7.4.11.20,
	WNM14:M
	Yes, No, N/A

	WNM14.2
	TIM Broadcast Response frame
	7.3.2.79, 7.4.11.21
	WNM14:M
	Yes, No, N/A

	WNM14.3
	TIM Broadcast frame
	7.4.11.22
	WNM14:M
	Yes, No, N/A

	*WNM15
	QoS Traffic Capability
	11.20.9
	(CFv AND CF2):O
	Yes, No, N/A

	WNM15.1
	QoS Traffic Capability element
	7.3.2.73,
	WNM15:M
	Yes, No, N/A

	WNM15.2
	QoS Traffic Capability update frame
	7.4.11.23
	WNM15:M
	Yes, No, N/A

	WNM16
	AC Station Count
	11.20.10
	(CFv AND CF2):O
	Yes, No, N/A

	 WNM17
	Timing Measurement
	11.20.5
	CFv:O
	Yes, No, N/A

	*WNM18
	Channel Usage
	11.20.14
	CFv:O
	Yes, No, N/A

	WNM18.1
	Channel Usage Request frame
	7.3.2.81, 7.4.7.12
	WNM18:M
	Yes, No, N/A

	WNM18.2
	Channel Usage Response frame
	7.3.2.81, 7.4.7.13
	WNM18:M
	Yes, No, N/A

	*WNM19
	DMS
	11.20.15
	CFv:O
	Yes, No, N/A

	WNM19.1
	DMS Request frame
	7.4.11.25
	WNM19:M
	Yes, No, N/A

	WNM19.2
	DMS Response frame
	7.4.11.26
	WNM19:M
	Yes, No, N/A

	WNM20
	UTC TSF Offset
	11.20.15, 7.3.2.82
	CFv:O
	Yes, No, N/A

	WNM21
	Implementation of Ethertype 89-0d and Data Function Frames
	Annex U
	CFv:M
	Yes, No, N/A


Note to the editor: insert the following text to include Annex U to the draft as follows:

Annex U

(normative)

Usage of Ethertype 89-0d

U.1 Ethertype 89-0d frame body

The Ethertype 89-0d frame body is specified in Figure U-1, omitting any possible security header and trailer.
	
	
	
	
	

	
	LLC
	SNAP
	Remote Frame Type
	Protocol Payload

	Octets:
	3
	5
	1
	variable




Figure U-1—Ethertype 1 89-0d frame body

LLC is defined in ISO/IEC 8802-2:1998.

SNAP is defined in IEEE Std 802-2001. The formatting of the SNAP header is according to RFC 1042. The

Ethertype is set to 89-0d.

The Remote Frame Type field is set to one of the values in Table U-1.
	
	

	Protocol Name
	Remote Frame Type
	Subclause

	Remote Request/Response
	1
	11A.10.3

	TDLS
	<ANA>
	11.20.1

	Data Function
	<ANA>
	

	Reserved
	{<ANA>}
	


Table U-1—Remote Frame Type field values
The Protocol Payload depends on the value inside the Remote Frame Type field, and is defined in the subclauses listed in Table U-1.
When the Remote Frame Type is set to Data Function the Protocol Payload shall contain one of the Management Action frames as defined in Table U-2.

	
	

	Category
	Action
	Subclause

	Wireless Network Management
	Event Request
	7.4.11.2

	Wireless Network Management
	Event Report
	7.4.11.3

	Wireless Network Management
	Diagnostic Request
	7.4.11.4

	Wireless Network Management
	Diagnostic Response
	7.4.11.5


Table U-2—Data Function Protocol Payloads



Abstract


This document contains proposed edits to the TGv draft 4.01 that defines a mechanism for an AP to send certain data function frames to a non-AP STA using prioritized frames. This normative text resolves CIDs 135 and 136.
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