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7
Frame formats
7.3
Management frame body components

7.3.1
Fields that are not information elements

7.3.1.9
Status code

Change the text in Table 7-23 as shown below:

Table 7-23—Status Codes
	Status Code
	Meaning

	<ANA>
	GAS Query Protocol(s) not supported 

	<ANA>
	No outstanding GAS request 

	<ANA>
	GAS Response not received from the server in the external network 

	<ANA>
	AP timed out waiting for GAS Query Response from the server in the external network

	<ANA>
	GAS Query Response larger than permitted per configured AP policy 

	<ANA>
	Advertisement server in the network is not currently reachable 

	<ANA>
	Requested information is not configured for this BSSID 

	<ANA>
	Request refused due to permissions received via SSPN interface 


7.3.2
Information elements

7.3.2.60
Advertisement protocol information element

Change the text as shown below:

The Advertisement Protocol ID value of 221, when present in the Advertisement Protocol element, is also the first octet of the vendor-specific element defined in 7.3.2.26.

· Native Query Protocol is a mechanism for a non-AP STA to query the AP for locally configured data (i.e., the AP will directly respond to queries without proxying the query to a server in an external network). 

· MIH Information Service is a Service defined in IEEE 802.21 (see IEEE P802.21) to support information retrieval from an information repository in an external network. 

· MIH Command and Event Services capability discovery is a mechanism defined in IEEE 802.21 (see IEEE P802.21) to support discovering capabilities of command service and event service entities in an external network. 

10
Layer management
10.3
MLME SAP interface

10.3.39
Network discovery and selection support

10.3.39.1
MLME-GAS.request

10.3.39.1.3
When generated

Change the text as shown below:

This primitive is generated by the SME at a non-AP STA to request a specific advertisement service from an AP, which, for non-native advertisement protocols, may relay the query to a server in an external network.
10.3.39.2
MLME-GAS.confirm

10.3.39.2.1
Function

Change the text as shown below:

This primitive reports the status code and query response to a GAS query of a specific advertisement service from an AP, which, for non-native advertisement protocols, may be relaying the query response from a server in an external network. It is valid at a non-AP STA.
11
MLME
11.18
WLAN Interworking with external networks procedures

11.18.2
Interworking procedures: Generic Advertisement Services

Change the text as shown below:

Native GAS uses GAS Public action frames for transport of Native Query protocol. Native Query protocol supports the query request and response mechanism for information defined in clause 7.3.3. It is referred to as "native" since typically this information would be available at an AP without the need to query a server in an external network for the requested information. 

Non-Native GAS uses GAS Public action frames for transport of a query request and response using one of the query protocols in Table 7-43u. Non-Native GAS shall be supported by a non-AP STA when dot11InterworkingServiceEnabled is true and one or more dot11GASAdvertisementID MIB objects exist. Support for Non-Native GAS advertisement protocols on a non-AP STA is optional when dot11InterworkingServiceEnabled is true. The Advertisement Protocol information element specifies the Advertisement Protocols that a non-AP STA may use to communicate with advertisement servers, which may be located in an external network. The Advertisement Protocol identifies the query language used by the advertisement server. 

11.18.2.2
Non-native GAS protocol

11.18.2.2.2
AP procedures to respond to a Non-Native GAS query
Change the text as shown below:

Upon receipt of a GAS Initial Request Action frame with Advertisement Protocol ID not set to Native Query Protocol, an MLME-GAS.indication primitive shall be issued to the AP's SME. Upon receipt of an MLME-GAS.response primitive, the AP shall transmit a GAS Initial Response Action frame to the requesting non-AP STA according to the following procedures. If the requesting non-AP STA is in State 3 and in the power-save mode, the AP shall buffer the frame for transmission according to the procedures in 11.2.1; otherwise the AP shall queue the frame for transmission.
a) If the Advertisement Protocol ID in the Advertisement Protocol information element does correspond to the value contained in any dot11GASAdvertisementID MIB object, then the AP shall not post the query to an Advertisement server in the external network. The AP shall transmit a directed GAS Initial Response Action frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request Action frame, a Status Code corresponding to "Advertisement Protocol Not Supported" (see Table 11-17b), an Advertisement Protocol information element corresponding to the Advertisement Protocol ID contained in the GAS Initial Request Action frame and a Comeback Delay and Query Response Length both set to 0.
b) If the query request corresponds to an advertisement protocol whose server in the external network is currently unreachable, the AP shall transmit a directed GAS Initial Response Action frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request Action frame, a Status Code corresponding to "Server Unreachable", an Advertisement Protocol information element containing an Advertisement Protocol ID corresponding to the Advertisement Protocol ID contained in the GAS Initial Request Action frame and a Comeback Delay and Query Response Length both set to 0. The method used by the AP to determine the server is unreachable is out of scope of this specification. 
c) If the Advertisement Protocol ID in the Advertisement Protocol information element corresponds to the value contained in any dot11GASAdvertisementID MIB object, then the AP shall post the query to the Advertisement server in the external network. The methods and protocols the AP uses to post the query are outside the scope of this specification.
d) Upon posting the query to the server in the external networkthe AP initializes a timer, referred to as the PostReplyTimer, to the value in dot11GASResponseTimeout MIB object. 

11.18.2.2.2
AP procedures to deliver to a non-native GAS query response
Change the text as shown below:

After receiving a query response from a server in the external network, an AP shall buffer the query response for a minimum of dot11GASResponseBufferingTime after the expiry of the GAS Comeback Delay. If the AP does not receive a GAS Comeback Request frame whose source MAC address and Dialog Token match the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame within this time, it may drop the query response.
If an AP receives a Query Response which is larger than the configured Query Response Length Limit, it shall discard the response and instead return a status code of GAS Query Response larger than permitted per configured AP policy in the GAS Comeback Response Action frame. This behavior helps to prevent abuses of the medium which may be caused by overly general queries (which evoke a very large query response).

The GAS protocol supports Query Responses whose length is greater than the 802.11 maximum MMPDU size by the AP's use of the GAS Query Response Fragment ID field in the GAS Comeback Response Action frame; the Query Response Fragment ID shall be set to 1 for the initial fragment and incremented by 1 for each subsequent fragment in a multi-fragment query response. If the Query Response is a multi-fragment response (i.e., contains more than 1 fragment), the AP shall transmit all fragments that belong to the same Query Response until all fragments are exhausted. The AP shall set the More GAS Fragments field of the GAS Query Response Fragment ID to 0 when the transmitted fragment is the final fragment. 

An AP shall use the following procedures to deliver a Non-Native GAS Query Response.

a) If the PostReplyTimer expires before the query response is received from the advertisement server in the external network, then the AP shall buffer for transmission a GAS Comeback Response Action frame with a status code corresponding to "Timeout" (see Table 11-17b); this frame shall be transmitted to a non-AP STA in response to the AP receiving a GAS Comeback Request Action frame whose source MAC address and Dialog Token match the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame. If the query response is subsequently received from the server in the external network, it shall be dropped by the AP. 
b) If the query response received from the server is larger than dot11GASQueryResponseLengthLimit, it shall be dropped by the AP. Then the AP shall buffer for transmission a GAS Comeback Response Action frames with status code set to "Query Response too large"; this frame shall be transmitted to a non-AP STA in response to the AP receiving a GAS Comeback Request Action frame whose source MAC address and Dialog Token match the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame. 
c) If the query response is received from the external network before the expiry of the PostReplyTimer and its length is less than dot11GASQueryResponseLengthLimit, then the query response shall be buffered in one or more GAS Comeback Action frames with a status code set to "success". These frames shall be transmitted to a non-AP STA in response to the AP receiving a GAS Comeback Request Action frame whose source MAC address and Dialog Token matches the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame. 
d) If a query response has not been received from the external network and PostReplyTimer has not expired, the AP shall transmit a GAS Comeback Response Action frame with status corresponding to "Query response outstanding" (see Table 11-17b) and GAS Comeback Delay set to indicate when the non-AP STA should comeback to obtain its query response. This frame shall be transmitted in response to the AP receiving a GAS Comeback Request Action frame whose source MAC address and Dialog Token matches the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame.
11.18.3
Interworking Procedures: IEEE 802.21 MIH Support

Change the text as shown below:

Support is provided for MIIS query and MICS/MIES capability discovery while non-AP STA is in State 1 or State 2 (as defined in 11.3). Support for state-3 MIIS query and MICS/MIES is provided by the AP bridging IP datagrams with MIH payloads to and from the MIH PoS in the external network.
Annex D
Change the text as shown below:

dot11NonAPStationVLANId OBJECT-TYPE

SYNTAX Unsigned32 (0..4095)

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute indicates the VLAN ID on the external network to which frames from the non-AP STA are bridged."

::= { dot11InterworkingEntry 35}

dot11NonAPStationVLANName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..64))

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute indicates the VLAN name corresponding to the VLAN ID on the external network to which frames from the non-AP STA are bridged."

::= { dot11InterworkingEntry 36 }

Annex U
U.4
Interworking with External Networks and Emergency Call Support

Change the text as shown below:

When public credentials are used, the IEEE 802.11 infrastructure should be designed to restrict access to emergency call users. An AP should not use a GTK or any other group key information to emergency services users that is shared with other users. Methods of such restriction are beyond the scope of IEEE 802.11, but may include an isolated VLAN for emergency services, filtering rules in the AP or network entity (e.g., router) in an external network to limit network access to only network elements involved in emergency calls, and per-session bandwidth control to place an upper limit on resource utilization.



Abstract


This proposal addresses CID 4373 to correct usage of the term “DS” in the draft amendment.





This document is based on 802.11u-d4.01.
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