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11.20 Wireless network management procedures

11.20.1 Wireless network management dependencies

When dot11WirelessManagementImplemented is set to true, the STA is a WNM STA and dot11ExtendedChannelSwitchEnabled and dot11RadioMeasurementEnabled shall be true.
This subclause describes Wireless Network Management and the procedures for requesting and reporting WNM capabilities between STAs that support wireless network management procedures. 
When dot11WirelessManagementImplemented is true, and one or more of bits <ANA-first> to <ANA-last> in the Extended Capabilities information element are set to 1, the Extended Capabilities information element shall be included in Beacon frames, Association Request and Response frames, Reassociation Request and Response frames, and Probe Request and Response frames. When dot11WirelessManagementImplemented is true, for each bit <ANA-first> to <ANA-last> in the received Extended Capabilities information element that is set to 0, a STA shall not request the corresponding feature from the sending STA. A WNM
 STA receiving a request for a Wireless Network Management feature from another STA shall reject the request if the receiving WNM STA has not advertised support for the corresponding Wireless Network Management feature.

11.20.2 Event request and report procedures

11.20.2.1 Event request and event report

The Event Request and Event Report frames enable network real-time diagnostics. A STA that has a value of true for the MIB attribute dot11MgmtOptionEventsEnabled is defined as a STA that supports event requests or reporting. A STA for which the MIB attribute dot11MgmtOptionEventsEnabled is set to true shall set the Event field of the Extended Capabilities information element to 1. If dot11MgmtOptionEventsEnabled is set to true, a STA shall log all Transition, RSNA, Peer-to-Peer, and WNM Log events, including the corresponding TSF and UTC TSF Offset Values. 

A STA that supports event reporting shall only send an Event Request or Event Report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities information element contained a value of 1 for the Event bit in the Capabilities field. If the STA receives an Event Request frame without error and it supports event reporting, it shall respond with an Event Report frame that includes the Dialog Token that matches the one in the Event Request frame. 

Within each Event Request frame there may be zero or more Event Request elements. Each Event Request element contains a unique Event Token that identifies the element within the Event Request frame. Each Event Report element shall contain the same Event Token that was included in the original request. 

Only a single Event Request frame from a STA is outstanding at a given STA at any time. If a STA that supports event reporting receives a subsequent Event Request frame with a different Dialog Token before completing the Event Report for the previous request from the requesting STA, the receiving STA shall only respond to the most recent request frame.

Upon a BSS transition, any event requests in the latest Event Request frame shall be cancelled at the STA.

The STA log of events shall not be cleared as a result of BSS transitions. However, if  the STA moves to a different ESS or IBSS, the STA shall delete all event log entries.

All Event Report elements shall include a Status field that indicates the overall result of the event transaction. If the STA is able to return zero or more Event Report elements, then a value of Successful shall be returned. If the STA has no logged events of the requested type, it shall return an event report with no events included in the successful Event Report element. If the STA is unable to process the request at that time, a value of Fail shall be returned. If the request is unacceptable to the STA, a value of Refused shall be returned. If the STA is incapable of generating an Event Report of the type specified in the Event Request frame, the STA shall return a value of Incapable indicating that the requester should not request again.

The Event Report frame shall only be sent with an individually addressed destination address. If a non-AP STA that supports event reporting receives an Event Request frame with a multicast destination address, it shall discard the frame. An Event Request shall only be sent from an AP to a non-AP STA. Event Request frames sent to an AP that supports event reporting shall be discarded by the AP.

When a STA sends an Event Request frame to another STA it shall indicate the types of events requested by setting the Event Type field and shall indicate the maximum number of logged events to report by using the Event Response Limit field in each included Event Request element. If the number of available logged events of the requested type exceeds the Event Response Limit, the STA shall only report an Event Response Limit number of the most recent events. If there are no available logged events of the type specified in the Event Request frame, the STA shall send Event Report frame without any Event Report element. The reporting STA shall send all available Event Report elements for the requested Event Type when the Event Request field is not present in the Event Request element.

If the Event Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional Event Report frames until all Event Report elements have been returned to the requesting STA. Each subsequent Event Report frame and Event Report elements shall include the same Dialog Token and Event Token, respectively, that was sent in the corresponding Event Request frame. When multiple MMPDUs are required, the non-AP STA shall include complete Event Report elements and shall not fragment an element across multiple MMPDUs.

The Event Request and Report elements may contain conditions that specify events to be reported and conditions that establish event reporting when a STA experiences problems or failures. An Event Request frame contains zero or more Event Request elements including one or more subelements. Subelements are defined for each event type. The corresponding Event Report element shall include the events that meet the specified event conditions within the current ESS or IBSS.

The STA shall not address an Event Request frame to a STA that is not a member of the same BSS or IBSS
. The permitted source and destination STAs for an Event Request frame are shown in Table 14.

	Table 11-14—Allowed and disallowed event request



	Service set
	Source of request
	Destination of request
	Allowed

	Infrastructure BSS
	AP
	non-AP STA
	Yes

	Infrastructure BSS
	non-AP STA
	non-AP STA
	No

	Infrastructure BSS
	non-AP STA
	AP
	No

	IBSS
	non-AP STA
	non-AP STA
	Yes

	ESS
	AP
	AP
	No


11.20.2.2 Transition event request and report

The Transition Event report provides information on the previous transition events for a given non-AP STA. The Transition Event request and report are only permitted in the Infrastructure BSS.

Each STA supporting the Transition Event shall detect, timestamp and log up to and including the last 5 Transition
 events occurring since the STA associated to the ESS. More than 5 of the most recent Transition events may be logged at a STA.

Upon receipt of an Event Request frame containing an Event Request element including a Transition Event request, the non-AP STA shall respond with an Event Report frame that includes available Event Report elements within the current ESS for the Transition event type. 

If a Transition Event Request subelement is present in the Event Request field, the reporting non-AP STA shall include available Event Report elements that meet the specified condition for the transition event type. If no transition event subelements are present in the Event Request field, the reporting STA shall include all available Transition Event Report elements. A STA that encounters an unknown subelement ID value in a transition event request received without error shall ignore that subelement and shall parse remaining Event Request fields for additional information subelements with recognizable subelement ID values. 

A Transition Event Report may also be sent when frequent transition is detected. The Frequent transition occurs when the number of BSS transitions exceeds the indicated Frequent Transition Count Threshold within a time interval indicated by the Time Interval defined in 7.3.2.62.2.

The transition time is defined as the time difference between the starting time and the ending time of a transition between APs, even if the transition results in remaining on the same AP. 

The starting time is one of the following items:

—
The start of a search for an AP, when the transition reason is 4 (first association to WLAN).

—
The latest time that a frame could have been transmitted on the source BSS.

—
The start of a search for an AP, after determination that a transition has failed.

The ending time is one of the following items:

—
The earliest time that a data frame can be transmitted on the target BSS, after completion of RSN, 802.1X, or other authentication and key management transmissions, when such are required by the target BSS.

—
The time that a determination is made that the transition has failed.

11.20.2.3 RSNA event request and report 

The RSNA Event Report provides authentication events for a given non-AP STA. The RSNA Event Request and Report are only permitted in an Infrastructure BSS.

Each STA supporting the RSNA Event shall detect, timestamp and log up to and including the last 5 RSNA events occurring
 since the STA associated to the ESS. More than 5 of the most recent RSNA events may be logged at a STA.

Upon receipt of an Event Request frame containing an Event Request element including an RSNA Event request, the non-AP STA shall respond with an Event Report frame that includes available Event Report elements within the current ESS for the RSNA event type.

If an RSNA Event Request subelement is present in the Event Request field, the reporting non-AP STA shall include available Event Report elements that meet the specified condition for the RSNA event type. If no RSNA Event Request subelement is present in the Event Request field, the reporting STA shall include all available RSNA Event Report elements. A STA that encounters an unknown subelement ID value in an RSNA event request received without error shall ignore that subelement and shall parse remaining Event Request fields for additional information subelements with recognizable subelement ID values. 

11.20.2.4 Peer-to-Peer link event request and report 

The Peer-to-Peer Event Report provides peer to peer connectivity events for a given non-AP STA. Peer-to-Peer link is defined here to be either the Direct Link within a QoS BSS or the STA to STA communication in an IBSS. A Peer-to-Peer Event occurs when a Peer-to-Peer link is initiated or terminated. 

Each STA supporting the Peer-to-Peer Event shall detect, timestamp and log up to and including the last 5 Peer-to-Peer events
 occurring since the STA associated to the ESS or IBSS. More than 5 of the most recent Peer-to-Peer events may be logged at a STA. When a link is initiated, a STA shall log and timestamp the Peer-to-Peer event without a connection time. When a Peer-to-Peer link is terminated, a STA shall log the Peer-to-Peer event including the connection time for the terminated link and shall delete from the log any initiation event for the same Peer-to-Peer link.

Upon receipt of an Event Request frame containing an Event Request element including a Peer-to-Peer Link Event request, the non-AP STA shall respond with an Event Report frame that includes available Event Report elements within the current ESS or IBSS for the Peer-to-Peer event type. When a STA includes a Peer-to-Peer event report element for a link initiation, the STA shall include a connection time for the event report element which indicates the time difference from the event timestamp to the current time.

If a Peer-to-Peer Link Event Request subelement is present in the Event Request field, the reporting non-AP STA shall include available Event Report elements that meet the specified condition for the Peer-to-Peer event type. If no Peer-to-Peer Link Event Request subelements are present in the Event Request field, the reporting STA shall include all available Peer-to-Peer Event Report elements. A STA that encounters an unknown subelement ID value in a Peer-to-Peer event request received without error shall ignore that subelement and shall parse remaining Event Request fields for additional information subelements with recognizable subelement ID values. 

11.20.2.5 WNM Log event request and report 

The purpose of the WNM Log Event report is to provide the AP with wireless specific (e.g. PHY or MAC) event information from a STA described in vendor specific, human readable (ASCII text) form. 

A non-AP STA that supports event reporting may be queried at any time for its current set of WNM Log messages. The WNM Log messages returned by the non-AP STA may provide insight into the trouble being experienced by non-AP STA.    

Upon receipt of an Event Request frame containing an Event Request element including a WNM Log Event request, the non-AP STA shall respond with an Event Report frame that includes WNM Log Event Report elements. 

11.20.2.6 Vendor specific event request and report 

The procedures for use of the Vendor Specific Event Request and Report are vendor specific and are not part of this standard.

11.20.3 Diagnostic request and report procedures

11.20.3.1 Diagnostic request and diagnostic report

The Diagnostic Request and Diagnostic Report protocol provides a tool to diagnose and debug complex network issues. A STA that has a value of true for the MIB attribute dot11MgmtOptionDiagnosticsEnabled is defined as a STA that supports diagnostics reporting. A STA for which the MIB attribute dot11MgmtOptionDiagnosticEnabled is set to true shall set the Diagnostics field of the Extended Capabilities information element to 1. 

A STA that supports diagnostics reporting shall only send a Diagnostics Request or Diagnostics Report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities information element contained a value of 1 for the Diagnostics bit in the Capabilities field. 

The Diagnostic Request frame contains a unique Dialog Token A Dialog Token value of zero is a reserved value and shall not be used. The source and destination of a Diagnostic Request frame shall both be members of the same BSS. The permitted source and destination STAs for a Diagnostic Request frame are shown in Table 15. Within each Diagnostic Request frame there may be one or more Diagnostic Request elements. Each Diagnostic Request element contains a unique Diagnostic Token that identifies the element within the Diagnostic Request frame. 

If a STA that supports diagnostic reporting receives a Diagnostic Request frame without error,, the STA shall respond with a Diagnostic Report frame that includes the Dialog Token that matches the one in the Diagnostic Request frame. Each Diagnostic Report element that corresponds to the Diagnostic Request element shall contain the same Diagnostic Token that was included in the original request.

Only a single Diagnostic Request frame from a STA is outstanding at a given STA at any time. If a STA receives a subsequent Diagnostic Request frame with a different Dialog Token before completing the Diagnostic Report for the previous request from the requesting STA, the STA shall only respond to the most recent Request frame. The STA need not send a Diagnostic Report frame for the previous Diagnostic Request frame.

All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST.ind primitives, are cancelled upon a BSS transition, except when the BSS transition occurs as a result of responding to or initiating a diagnostic request. All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST.indication primitives, are cancelled after the time indicated in the Diagnostic Timeout field, in the Diagnostic Request frame. When a STA that supports diagnostic reporting receives a Diagnostic Request frame with a Diagnostic Request Type of Cancel Diagnostic Request, the STA cancels all outstanding diagnostic requests, and discards all pending diagnostic reports, as indicated by received MLME-DIAGREQUEST.indication primitives.

All Diagnostic Report elements shall include a Status field that indicates the overall result of the transaction. If the STA is able to complete the diagnostic request made in the Diagnostic Request element, then a value of Successful shall be returned. If the STA is unable to process the request at that time a value of Fail shall be returned. If the STA is incapable of generating a report of the type specified, it shall return a value of Incapable. If the STA cannot support the request for any other reason, the value of Refused shall be returned.

Both the Diagnostic Request frame and the Diagnostic Report frame shall only be sent with an individually addressed destination address. If a STA that supports diagnostic reporting receives a Diagnostic Request or Report frame with a broadcast or multicast destination address, it shall discard the frame.

If the Diagnostic Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional frames until all Diagnostic Report elements have been returned to the requesting STA. Each subsequent Diagnostic Report frame and Diagnostic Report elements shall include the same Dialog Token and Diagnostic Token, respectively, that was sent in the corresponding Diagnostic Request frame. When multiple MMPDUs are required, the STA shall include complete Diagnostic Report elements and shall not fragment an element across multiple MMPDUs.

A STA that supports diagnostic reporting may cancel a previously sent Diagnostic Request frame for which it has not yet received a Diagnostic Report frame by sending a Diagnostic Request frame with the Reason Code value of 2, indicating “Cancelled” in the Reason Code subelement (see Table v15) to the STA to which it previously sent the Diagnostic Request frame. A STA that supports diagnostic reporting shall inform a STA from which it has previously received a Diagnostic Request frame that the request has been locally cancelled by sending a Diagnostic Report frame with the Result Code value of 4, indicating Cancelled in the Result Code subelement to that requesting STA. When either the Reason Code value of 2 or the Result Code value of 4 is used, only the Reason Code or Result Code Diagnostic Information subelement is included in the Diagnostic Request or Response element.

	Table 11-15—Allowed and disallowed diagnostic request 



	Service Set
	Source of Request
	Destination of Request
	Allowed

	Infrastructure BSS
	AP
	non-AP STA
	Yes

	Infrastructure BSS
	non-AP STA
	non-AP STA
	No

	Infrastructure BSS
	non-AP STA
	AP
	No

	IBSS
	non-AP STA
	non-AP STA
	Yes

	ESS
	AP
	AP
	No


11.20.3.2 Configuration profile report

The Configuration Profile report enables an AP to discover the current profile in use for an associated device, and additional profiles for the current ESS. A non-AP STA that supports diagnostic reporting that receives a Configuration Profile report request type shall respond with a Diagnostic Report frame that includes all available Diagnostic Information elements allowed for the type. 

Devices that support multiple configuration profiles for an ESS may include multiple Diagnostic Report elements in a single Diagnostic Report frame (or multiple frames if required). Each Diagnostic Report element shall contain a Profile ID element that uniquely identifies the configuration profile(s) for the current ESS that are available on the device.

11.20.3.3 Manufacturer information STA report

The Manufacturer Information STA Report enables an AP to discover all the static manufacturer specific data about an associated device. A non-AP STA that supports diagnostic reporting that receives a Manufacturer Information STA Report request type shall respond with a Diagnostic Report frame that includes all available Diagnostic Information elements allowed for the type. 

When more than one Antenna Type, Collocated Radio, or Device Type is supported, multiple Antenna Type subelements, Collocated Radio subelements, or Device Type subelements shall be included in the Manufacturer Information STA Report Diagnostic Report element. If the existence or the type of collocated radio is unknown, no Collocated Radio subelements shall be included.

11.20.3.4 Association diagnostic

The purpose of the association diagnostic is to determine that a STA is able to associate with a designated BSS. This test directs an association to be completed with a specific AP.

To initiate the test, an AP that supports diagnostic reporting shall send a Diagnostic Request frame containing a Diagnostic Request Type field set to 3 (i.e., Association Diagnostic) to a STA that supports diagnostic reporting. The AP shall not send an association diagnostic request with a designated BSS that is not part of the ESS and the STA receiving an association diagnostic request shall reject requests to perform diagnostics on a BSS that is not part of the ESS. All parameters required to complete the association are included in the Diagnostic Request element. 

Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an Association request, the STA determines whether or not to accept the request. If the STA declines the request, it shall send a Diagnostic Report frame with the Status field of a Diagnostic Report element set to Refused. If the STA accepts the request, it shall issue an MLME-DEAUTHENTICATE.request to deauthenticate from the current AP, and an MLME-AUTHENTICATE.request to authenticate to the AP indicated in the Diagnostic Request element. If successful, the STA shall issue an MLME-(RE)ASSOCIATE.request to the AP indicated in the Diagnostic Request element. The STA shall then issue an MLME-DEAUTHENTICATE.request to deauthenticate from the AP indicated in the Diagnostic Request element, reassociate to the AP from which it received the Diagnostic Request, and issue an MLME-DIAGREPORT.request primitive, indicating the results of the diagnostic

11.20.3.5 IEEE 802.1X authentication diagnostic

The purpose of the IEEE 802.1X authentication diagnostic is to determine that the STA is able to complete an IEEE 802.1X authentication with a designated BSS. This test directs an association and IEEE 802.1X authentication to be completed with a specific AP. If a STA that supports diagnostic reporting also supports RSN, the STA shall support the IEEE 802.1X authentication diagnostic.

To initiate the test, an AP that supports diagnostic reporting shall send a Diagnostic Request frame containing a Diagnostic Request Type field set to 4 (i.e. IEEE 802.1X Authentication Diagnostic) to a STA that supports diagnostic reporting. A STA that supports diagnostic reporting in an IBSS or an AP that supports diagnostic reporting  shall not send an IEEE 802.1X authentication diagnostic request with a designated BSS that is not part of the ESS, or IBSS and a STA that supports diagnostic reporting which receives a diagnostic request shall reject requests to perform diagnostics on other networks. All parameters required to complete the operation including the association and IEEE 802.1X authentication are included in the Diagnostic Request element.

Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an IEEE 802.1X Authentication Diagnostic request, the STA determines whether or not to accept the request. If the STA declines the request, it shall send a Diagnostic Report frame with the Status field of a Diagnostic Report element set to Refused. If the STA accepts the request, it shall issue an MLME-DEAUTHENTICATE.request to deauthenticate from the current AP, and an MLME-AUTHENTICATE.request to authenticate to the AP indicated in the Diagnostic Request element. If successful, the STA shall issue an MLME-(RE)ASSOCIATE.request to the AP indicated in the Diagnostic Request element. The STA shall then issue an MLME-DEAUTHENTICATE.request to deauthenticate from the AP indicated in the Diagnostic Request element, reassociate to the AP from which it received a diagnostic request, and issue an MLME-DIAGREPORT.request primitive, indicating the results of the diagnostic.

11.20.4 Location track procedures

11.20.4.1 Location track configuration procedures

A STA that has a value of true for the MIB attribute dot11MgmtOptionLocationEnabled is defined as a STA that supports location. A STA for which the MIB attribute dot11MgmtOptionLocationEnabled is set to true shall set the Location field of the Extended Capabilities information element to 1.

If dot11MgmtOptionLocationEnabled is set to true and a STA receives a Location Configuration Request frame, it shall respond with a Location Configuration Response frame
. 

In an infrastructure BSS, a non-AP STA shall not transmit Location Configuration Request frames.

A STA that supports location may configure another STA to transmit Location Track Notification frames for the purpose of tracking the receiving STA’s location by sending Location Indication Channels, Location Indication Interval and Location Indication Broadcast Data Rate subelements in a Location Parameters information element in a Location Configuration Request frame. The minimum Normal and In-Motion Report Interval is 500ms.

A Location Configuration Request frame may be a broadcast or individually addressed frame. A STA that supports location and receives a broadcast Location Configuration Request frame shall only send a Location Configuration Response frame if the STA does not accept the parameters included in the Location Configuration Request. 

A STA that supports location and  receives an individually addressed Location Configuration Request shall respond with a Location Configuration Response frame. If all Location Parameter subelements included in the Location Configuration Request are successfully configured on the receiving STA, then the STA shall include in the Location Configuration Response frame a single Location Status subelement indicating success. If one or more Location Parameter subelements are unsuccessfully configured, then the STA shall include in the Location Configuration Response frame a Location Status subelement for each failed subelement indicating the subelement ID, the status value and the corresponding Location Parameter subelement as described below.

The Location Status subelement has four possible status values: Success, Fail, Refused and Incapable. When the requesting STA receives a Location Configuration Response frame with Location Status indicating anything other than Success, the requesting STA shall assume the original request was not processed and no configuration took affect on the receiving STA and the requesting STA should take appropriate action based on the status value returned. 

For Location Status Fail:

—
If the receiving STA has been configured successfully prior to the current Location Configuration Request and continues to transmit Location Track Notification frames based on those parameters, the STA shall respond with its current Location Parameters subelements values.

—
If the STA has no previously configured value, the STA shall respond with its minimum Location Parameters subelements that it is capable of supporting.

—
The configuring STA may either retry the original request or send an alternate request. 

For Location Status Incapable:

—
The STA responding to the configuration request may include the minimum Location Parameters subelements that it is capable of supporting.

—
The configuring STA shall not send another configuration request matching the previous configuration request while the reporting STA is associated to the same BSS. 

—
The configuring STA may send an alternate request.

For Location Status Refuse:

—
The STA responding to the configuration request may include the minimum Location Parameters subelements that it is capable of supporting.

—
The configuring STA may send an alternate request.

The location configuration methods, from highest to lowest precedence, are as follows: 1) an individually addressed Location Configuration Request frame, 2) broadcast Location Configuration Request frame. When a STA receives a new Location Configuration frame at the same or higher precedence than the previous it shall cancel the previous configuration and begin using the newest configuration.

The Location Indication Broadcast Data Rate subelement included in Location Configuration Request frames indicates the target data rate at which the STA shall transmit Location Track Notification frames. The Location Indication Broadcast Data Rate included in the Location Configuration Request frame shall be a data rate defined in the operational data rate set. 

The Location Indication Multicast Address field configured in the Location Indication Interval subelement shall be a multicast locally administered IEEE MAC address as defined in IEEE Standard 802 that is shared across all APs in the same ESS. Location Track Notification frames shall be transmitted to the Location Indication Multicast Address with the BSSID field set to the wildcard BSS as described in 7.1.3.3.3. APs shall discard Location Track Notification frames that are not addressed to the Location Indication Multicast Address field configured for the ESS. 

A non-AP STA shall terminate the transmission of Location Track Notification frames for any of the following reasons:

—
The non-AP STA receives a Location Configuration Request frame from the STA to which it is currently associated that includes a Location Parameters information element with a Location Indication Interval subelement specifying an interval of zero.

—
The non-AP STA fails to detect any Beacon frames, belonging to the same ESS that originally configured the non-AP STA, for the period specified by the essDetectionInterval value included in the Location Parameters information element transmitted in the Location Configuration Request frame.

—
The dot11MgmtOptionLocationEnabled MIB attribute for the STA is set to false.

—
The non-AP STA is disassociated for any reason from the ESS that configured it, including power off, or is configured by a different ESS.

NOTE — All public action frames, including the Location Track Notification frames, are Class 1 frames and the treatment of public action frames upon reception by STAs is defined in 11.3.

11.20.4.2 Location track notification procedures

Implementation of Location Track Notification is optional for a WNM STA.  A STA that implements Location Track Notification has the MIB attribute dot11MgmtOptionLocationTrackNotificationImplemented set to true. When dot11MgmtOptionLocationTrackNotificationImplemented is true, dot11WirelessManagementImplemented shall be true. A STA with a value of true for the MIB attribute dot11MgmtOptionLocationTrackNotificationEnabled is defined as a STA that supports Location Track Notification.  When Location Track Notification is supported, a STA configured by another STA as described in the previous subclause shall transmit Location Track Notification frames as shown in the informative diagram in Figure v123. 

Implementation of Motion Detection or the Time of Departure reporting is optional for a WNM STA. A STA that implements Motion Detection has the MIB attribute dot11MgmtOptionMotionDetectionImplemented set to true. When dot11MgmtOptionMotionDetectionImplemented is true, dot11WirelessManagementImplemented shall be true. A STA with a value of true for the MIB attribute dot11MgmtOptionMotionDetectionEnabled is defined as a STA that supports Motion Detection. A STA that implements Time of Departure has the MIB attribute dot11MgmtOptionMotionTODImplemented set to true. When dot11MgmtOptionTODImplemented is true, dot11WirelessManagementImplemented shall be true. A STA with a value of true for the MIB attribute dot11MgmtOptionTODEnabled is defined as a STA that supports Time of Departure for location tracking.

The STA transmits Location Track Notification frames based on the following parameters:

a)
Location Indication Channels

i)
This subelement indicates the channels on which the STA shall transmit during normal or motion intervals.

b)
Indication Multicast Address

i)
For non-IBSS networks, the STA shall transmit the Location Track Notification frames to the Indication Multicast Address field in the Location Indication Parameters subelement configured by the Location Configuration Request frame.

ii)
An AP shall discard any Location Track Notification frame received from a STA that does not match the Location Indication Multicast Address field value for the AP’s ESS. 

iii)
For IBSS networks, the STA shall transmit the Location Track Notification frames to the destination address of the STA that configured the STA using Location Configuration Request frames. 

c)
Location Indication Interval

i)
When the STA is stationary or dot11MgmtOptionMotionDetectionEnabled is set to false, for each normal interval, the STA shall transmit on each channel, the number Location Track Notification frames specified by the Normal number of frames per channel field.

ii)
If dot11MgmtOptionMotionDetectionEnabled is set to true and the STA is in motion, for each motion interval the STA shall transmit on each channel, the number Location Track Notification frames specified by the Motion number of frames per channel field.

d)
Tracking Duration

i)
The STA shall transmit Location Track Notification frames until the Tracking Duration duration is reached. 

ii)
The duration starts as soon as the STA sends a Configuration Location Response frame with a Location Status value of Success. 

iii)
If the Tracking Duration is non-zero value the STA shall transmit Location Track Notification frames, based on the Normal and In-Motion Report Interval field values, until the duration ends.

iv)
If the Tracking Duration is 0 the STA shall continuously transmit Location Track Notification frames as defined by Normal and In-Motion Report Interval field values until configured to stop sending the frames. 

e)
Location Indication Broadcast Data Rate

i)
The STA shall transmit Location Track Notification frames at the data rate specified in this subelement.

f)
Time of Departure

i)
If dot11MgmtTODEnabled is set to true, the STA shall transmit this subelement in the Location Track Notification frame.

ii)
If the STA has multiple antennas, it shall transmit using an approximation to an omni-directional pattern.

NOTE — The values of the fields in the Time of Departure subelement are measured by the PHY in real-time, then passed without real-time requirements to the MAC via the TXSTATUS parameter of the PHY-TXSTATUS.confirm primitive.

The diagram in Figure v123 below shows an example of Location Track Notification frame transmission, for a STA configured to transmit on 3 channels, with 3 frames per channel.

Figure v123—STA transmission on 3 channels, 3 frames per channel.

11.20.5 Timing measurement procedure

Implementation of Timing Measurement is optional for a WNM STA. A STA that implements Timing Measurement has the MIB attribute dot11MgmtOptionTimingMsmtImplemented set to true. When dot11MgmtOptionTimingMsmtImplemented is true, dot11WirelessManagementImplemented shall be true.

If dot11MgmtOptionTimingMsmtEnabled is set to true, the Timing Measurement field in the Extended Capabilities information element shall be set to 1 and the STA supports the timing measurement procedure. If dot11MgmtOptionTimingMsmtEnabled is false the STA shall set the Timing Measurement field in the Extended Capabilities information element to 0. As a result the STA does not support the Timing Measurement procedure. When a STA that does not support the Timing Measurement procedure receives a Timing Measurement frame it shall ignore the frame.

A STA that supports timing measurement provides timing measurement values to a peer STA that supports timing measurement using the Timing Measurement action frame. The receiving STA may use the timing values in the Timing Measurement action frame along with timing information derived locally to estimate the offset of the local clock with respect to the clock of the STA transmitting the action frame.A Timing Measurement transaction requires two Timing Measurement action frames to be sent from a STA (STA-A) to a peer STA (STA-B). At the end of the transaction, STA-B has enough information to synchronize the local clock with respect to the clock at STA-A.

The offset for the clock at STA-B with respect to the clock at STA-A is estimated using the equation (assuming symmetric wireless channel). See 10.3.51. 


Offset = [(exact value of t2 – exact value of t1) – (exact value of t4 – exact value of t3)]/2

The Follow Up Dialog Token field in the action frame is used to identify each of the action frames in the Timing Measurement transaction. When a STA(STA-A) initiates the timing measurement procedure, it shall send an Initial Timing Measurement action frame where the Dialog Token is set to a non-zero value (n) and the Follow Up Dialog Token field set to zero (indicates that the Timestamp Difference, Timestamp, Timestamp Difference Accuracy and Timestamp Accuracy fields are not present in the frame). STA_A then transmits a Follow Up Timing Measurement action frame where the Dialog Token is set to a non-zero value (different from the value n), the Follow Up Dialog Token set to the value n, Timestamp Difference field set to t4 – t1 (see Figure v113), Timestamp field set to t1 and Timestamp Accuracy to the value reported by the MLME. Figure v124 describes the Timing Measurement frames exchanged between two STAs.

If the ACK corresponding to the Initial Timing Measurement action frame is not received, the Initial Timing Measurement action frame may be retransmitted. 

a)
Initial Timing Measurement action frame (M1 in Figure v124) retransmitted by the MLME at STA-A: Prior to retransmission of M1, the MLME shall discard data corresponding to the action frame that was not acknowledged. If STA-B already received M1 with the same Dialog Token successfully, it shall discard all related data when it receives a re-transmitted M1 with the same Dialog Token.

b)
M1 retransmitted by the SME at STA-A: On receipt of the retransmitted M1, STA-B shall discard data, if any, corresponding to a previously received M1 with the same Dialog Token. This is true since STA-B is expecting a Follow Up Timing Measurement action frame (M2 in Figure v124) while it is receiving a retransmitted M1. See Figure v124.

If the ACK corresponding to M2 is not received, it may be retried first by the MLME and then by the SME at STA-A. If STA-B successfully receives M2, it shall ignore re-transmissions of M2 with the same Dialog Token and Follow Up Dialog Token, from STA-A. If M2 was never received at STA-B, the transaction aborts and a new timing synchronization transaction may be started. Data cached at STA-A corresponding to the transmission of M1 and at STA-B corresponding to the receipt of M1 shall be discarded.

Figure v124—Timing Measurement Procedure

11.20.6 BSS transition management for network load balancing

11.20.6.1 BSS transition capability 

The BSS Transition Management Query, BSS Transition Management Request, BSS Transition Management Response frames provide a means and a protocol to exchange the information needed to enable an AP to inform associated STAs that the BSS will be terminated and to enable a network to manage BSS loads by influencing STA transition decisions, and by initiating STA transition to selected target BSS(s). 
This protocol enables the improved throughput, effective data rate and/or QoS for the aggregate of STAs in a network by shifting (via transition) individual STA traffic loads to more appropriate points of association within the ESS.

A STA that has a value of true for the MIB attribute dot11MgmtOptionBSSTransitionEnabled is defined as a STA that supports BSS transition management. A STA for which the MIB attribute dot11MgmtOptionBSSTransitionEnabled is set to true shall set the BSS Transition field of the Extended Capabilities information element to 1. 

The provisions in this clause for BSS transition management and network load balancing do not apply in an IBSS.

11.20.6.2 BSS transition management query 

A non-AP STA supporting BSS transition management may request a BSS Transition Candidate list by sending a BSS Transition Management Query frame to its associated AP if the associated AP indicates that it supports the BSS Transition Capability in the Extended Capabilities information element. 

Upon receipt of a BSS Transition Management Query frame from the non-AP STA, the AP shall respond with a BSS Transition Management Request frame
. 

11.20.6.3 BSS transition management request 

An AP that supports BSS transition management shall respond to a BSS Transition Management Query frame with a BSS Transition Management Request frame. The AP may send an unsolicited BSS Transition Management Request frame to a non-AP STA at any time if the non-AP STA indicates that it supports such capability in the Extended Capabilities information element. 

The AP shall include the BSS Transition Candidate List Entries field in the BSS Transition Management Request frame if the AP has information in response to the BSS Transition Management Query frame. The BSS Transition Candidate List Entries field contains one or more Neighbor Report elements describing the preferences for target AP candidates. Preference field value of 0 indicates that the AP being listed is an excluded AP, and the STA shall not attempt to associate to the listed AP unless the STA is unable to associate with any non-excluded APs that are compatible with the STA’s choice of SSID and, if the STA is associated with the AP that sent the request, the STA has transmitted a BSS Transition Candidate Response frame to the associated AP with the reason of reject. The Preference field values are used only to establish the relative order of entries within the given list at the given time, and for the given AP. The values between 1 and 255 provide the indication of order, with 1 indicating the most preferred AP within the given candidate list, increasing numbers representing decreasing preference relative only to entries with lower values of the Preference field, and equal numbers representing equal preference. The preference value is only valid before the Validity Interval has expired. Zero or more subelements may be included in the BSS Transition Candidate List Entries field. Load Subelements contain additional information describing the BSS load and QoS BSS Admission Control Capacity. The subelement is used by a non-AP QoS STAs to select a QoS AP that is likely to accept future admission control requests, but it does not represent a guarantee that the HC shall admit these requests.

The Preferred Candidate List Included bit set to 0 indicates that the receiving STA may ignore the Preferred Candidate List. The Preferred Candidate List Included bit set to 1 indicates that the sender expects the receiving STA to process this frame. 

The AP sets the Abridged bit in the Request Mode field to 1 when it wishes to assign a preference value of 0 to all BSSIDs that do NOT appear in the BSSID list. The non-AP STA that receives the abridged bit with a value of 1 shall treat every considering BSSID as if it were present in the BSS Transition Candidate List with a Preference value of 0. The AP sets the Abridged bit in the Request Mode field to 0 when the AP has no recommendation for or against any BSSID not present in the BSS Transition Candidate List Entries field.

The Disassociation Imminent bit in the Request Mode field set to 1 indicates that STA is to be disassociated from the current AP. The Disassociation Imminent field set to 0 indicates that disassociation from the AP is not imminent.

The AP sets the BSS Termination Included bit in the Request mode field to 1 to indicate that the BSS is shutting down. The BSS Termination Included bit is set to 0 if no BSS Termination Duration information is included in the BSS Transition Management Request frame. 

The Disassociation Timer indicates the time after which the AP will issue a Disassociation frame to this STA. A value of 0 indicates that the serving AP has not determined when it will send a Disassociation frame to this STA.

If the AP sets the BSS Termination Included (bit 3) field in the Request mode field to 1 the AP shall include the BSS Termination Duration field to indicate the expected time interval for which its BSS will be shutdown. 

The AP may also include one BSS Termination Duration subelement for each BSS in the BSS Transition Candidate List entry, including the BSS Termination Duration value and a BSS Termination TSF value. The BSS Termination duration may be different for each BSS.

A STA receiving a MLME-BTM.indication containing the BSS Transition Candidate List Entries field may use this list of candidates, with their individual transition preference values, to make BSS transition decisions. Upon receiving a MLME-BTM.indication, the STA shall disregard any previous MLME-BTM.indication received from the same AP. The STA shall not use the corresponding BSS Transition Candidate List Entries field information after the indicated Validity Interval. The STA may send a BSS Transition Management Query frame at any time to obtain an updated BSS Transition Candidate List Entries field.

A STA receiving a MLME-BTM.indication containing a non-zero value of the Disassociation Timer field shall attempt to re-associate with some other AP before the indicated disassociation time. If the receiving STA cannot find a suitable AP with which to associate, the STA shall send a MLME-BTM.response containing a Status Code indicating reject before the indicated disassociation time.

11.20.6.4 BSS transition management response 

A STA that supports BSS transition management which receives a MLME-BTM.indication may respond with a MLME-BTM.response.

The STA may include the result of its BSS transition decision in the Target BSSID field and Status Code field in the MLME-BTM.response. A Status Code set to 0 (i.e., Accept) indicates the STA will transition from the current BSS. The STA receiving a MLME-BTM.indication may reply with a MLME-BTM.response with a valid nonzero status code indicating rejection if it is unable to comply with this BSS transition management request.

When a non-AP STA receives a MLME-BTM.indication with the BSS Termination Included field in the Request Mode field set to 1 it may send a MLME-BTM.response with the Status code set to one of the following values:

—
0 - Accept. The non-AP STA accepts the BSS Termination. 

—
4 - Deny, BSS Termination Undesired. Request for deferral of BSS Termination, interval not specified.

—
5 - Deny, BSS Termination Delay. Request for deferral of BSS Termination interval specified in the BSS Termination Delay field in the BSS Transition Management Response frame.

The AP's SME may choose to accept a response from a non-AP STA to terminate or delay BSS Termination based on policies that are out of the scope of this standard. The MLME-RESET.request primitive is invoked to terminate the BSS. The AP shall issue a Disassociation frame to each associated STA prior to termination of the BSS. 

11.20.7 FMS multicast rate processing

An AP that supports FMS indicates its ability to deliver multicast frames at alternate delivery intervals by its advertisement of the FMS capability. A STA that supports FMB includes the FMS Request information element in FMS request frames to indicate a request to use the FMS service, including use of a higher multicast rate. The AP selects the multicast rate to use with the STA and indicates the rate and multicast address in the FMS Response information element in the FMS Response frame.

The STA may request membership in a multicast group or changes in multicast data rate by issuing an MLME-FMS.request primitive. Upon receipt of an FMS Request frame at the AP as indicated by the MLME-FMS.indication the AP shall issue a MLME-FMS.response primitive, indicating the FMS Request information element, including the multicast address. The AP may send an FMS Response action frame to the STA to change the STA’s multicast rate. When the AP sends an FMS Response frame to the STA with an Element Status field value of 8, indicating “Override due to AP multicast rate policy”, the STA shall not send further FMS Request frames to request a change in the multicast rate while the STA is associated to the AP.

11.20.8 Collocated interference reporting

Collocated interference might cause degradation of 802.11 STA performance either periodically or continuously. The collocated interference reporting allows a requesting STA to receive information concerning the collocated interference being experienced by another STA on the operating channel. Such interference may be due to an interaction between radios where a reporting STA is collocated with another radio device. Collocated interference information can be used by the requesting STA to manage communication to the reporting STA such that the effect of the interference is limited. 

Implementation of Collocated interference reporting is optional for a WNM STA. A STA that implements Collocated Interference reporting has the MIB attribute dot11MgmtOptionCOLOINTImplemented set to true. When dot11MgmtOptionCOLOINTImplemented is true, dot11WirelessManagementImplemented shall be true. A STA that has a value of true for the MIB attribute dot11MgmtOptionCoLocIntfReportingEnabled is defined as a STA that supports collocated interference reporting. A STA for which the MIB attribute dot11MgmtOptionCLIReportingEnabled is set to true shall set the Collocated Interference Reporting field of the Extended Capabilities information element to 1. 

A STA that supports collocated interference reporting shall only request collocated interference reporting from a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities information element contained a value of 1 for the Collocated Interference bit in the Capabilities field. A STA that supports collocated interference reporting gathers information from another STA by sending a Collocated Interference Request frame containing a unique Dialog Token to another STA that supports collocated interference reporting. The STA, if it accepts the request, shall return a Collocated Interference Response frame that includes the Dialog Token that matches the one in the Collocated Interference Request frame. 

An AP that supports collocated interference reporting may send group addressed Collocated Interference Response frames autonomously with the Dialog Token field set to 0. Alternatively, a requesting STA may request that automatic collocated interference reporting is enabled at other STAs that have indicated support for the interference reporting capability. To enable automatic collocated interference reporting, the STA shall send a Collocated Interference Request frame with Automatic Response Enabled bit set to 1. The requesting STA can disable automatic reporting by sending a Collocated Interference Request frame with the Automatic Response Enabled field set to 0. All outstanding Collocated Interference Request frames are cancelled upon a BSS transition and/or channel switch.

A STA accepting a request for automatic collocated interference reporting shall send a Collocated Interference Response frame to the requesting STA if it knows that a collocated radio or another collocated interferer is causing performance degradation to its 802.11 receiver. 

A STA that supports collocated interference reporting and  has not received any Collocated Interference Request frame may send a Collocated Interference Response frame autonomously with the Dialog Token field set to zero. The Dialog Token field is set to the nonzero value received in the Collocated Interference Request frame which was used to enable automatic responses. If collocated interference is present, the reporting STA shall send Collocated Interference Response frames with interval indicated by the Report Period field or if the level of the interference caused by collocated interferer is significantly changing or if the time characteristics of the interference is significantly changing. The Report Period timer shall restart whenever the reporting STA sends out a Collocated Interference Response frame. The criteria a reporting STA uses for determining significant changes are internal to the reporting STA and outside the scope of this standard. 

The reporting STA shall not generate interference responses more frequently than indicated by the Report Timeout field in Interference Request. A new collocated interference request supersedes any previously received Collocated Interference Request frame sent by the same STA as the new Collocated Interference Request frame.

The reporting STA shall use the Interference Index field in Collocated Interference Response frame to indicate different types of interference. The reporting STA shall select unique Interference Index value for each collocated interference source. For example if the reporting STA has knowledge of collocated interference originating from two interference sources the reporting STA shall report both type of interference using separate Collocated Interference Report elements having separate Interference Index field. Both Collocated Interference Report elements can be sent in the same Collocated Interference Response frame and both can have the same report period.

Automatic collocated interference reporting shall be terminated on receipt of a Collocated Interference Request frame with the Automatic Response bit set to 0. 

The characteristics of the interference are known a priori without requiring interference detection, measurement, and characterization by the 802.11 STA. The methods used by a reporting STA to determine the periodicity, level of interference, accuracy of the reported interference level, interference center frequency and interference bandwidth are outside the scope of this standard.

11.20.9 QoS Traffic capability procedure

Iimplementation of the QoS Traffic capability is optional for a WNM STA. A STA that implements QoS Traffic capability has the MIB attribute dot11MgmtOptionTrafficGenerationImplemented set to true. When dot11MgmtOptionTrafficGenerationImplemented is true, dot11WirelessManagementImplemented shall be true. 

If the MIB attribute dot11MgmtOptionQoSTrafficCapabilityImplemented is set to true, a non-AP QoS STA that supports the QoS Traffic capability shall be able to construct the QoS Traffic Capability Flags as specified in 7.3.2.73 and 7.4.11.23. QoS Traffic Capability Flags are constructed at the SME of the non-AP QoS STA, from application requirements supplied to the SME. The QoS Traffic Capability Flags are constructed from two application requirements: whether QoS Traffic capability is required for applications and whether a specific UP is required for the generated traffic. If such requirements are known to an application, the application supplies them to the SME. 

NOTE — The requirements may be known before the traffic is actually generated. For example, a phone application may be configured to generate UP 6 traffic upon the initiation of a voice session.

If there is insufficient information available to the SME, the corresponding flag bit shall be set to 0. When provided with the QoS Traffic capability requirements, the SME updates the QoS Traffic Capability Flags and the non-AP QoS STA may transmit the QoS Traffic Capability Update frame to the AP. 

If the MIB attribute dot11MgmtOptionQoSTrafficCapabilityEnabled is set to true, a non-AP QoS STA shall include the QoS Traffic Capability element in an Association Request frame or in a Reassociation Request frame when it is sending such a frame to associate or reassociate with an AP. If there is any change in QoS Traffic Capability Flags while associated with an AP, the non-AP STA shall send a QoS Traffic Capability Update frame (see 7.4.11.23) including the updated QoS Traffic Capability Flags to the AP.

If the MIB attribute dot11MgmtOptionQoSTrafficCapabilityEnabled is set to true, a QoS AP shall determine the station count for each of the three user priorities, UP 4-6, based on the number of associated STAs that indicate the QoS Traffic capability of the UP. The use of the station counts is implementation specific. However, an informative description is given in the following text. Based on the station counts for UPs, an AP may determine the station count for an access category (AC) as specified in 11.20.10. Based on the reported non-AP QoS STA UPs and other information, an AP may determine the station count information advertised in the QoS Traffic Capability element. The AC Station Count List field may be interpreted as the number of STAs that are expected to access the channel to transmit MSDUs of the corresponding AC.

11.20.10 AC Station Count

Implementation of AC Station Count is optional for a WNM STA, A STA that implements AC Station Count has the MIB attribute dot11MgmtOptionStationCountImplemented set to true. When dot11MgmtOptionStationCountImplemented is true, dot11WirelessManagementImplemented shall be true. When dot11MgmtOptionACStationCountEnabled is set to true, the STA shall set the AC Station Count field to 1 in the Extended Capabilities information element to indicate that the STA supports the AC Station Count capability. When dot11MgmtOptionACStationCountEnabled is set to false, the STA shall set the AC Station Count field in the Extended Capabilities information element to 0 to indicate that the STA does not support this capability.

If the MIB attribute dot11MgmtOptionACStationCountImplemented is set to true, a QoS AP shall be able to construct the QoS Traffic Capability Bitmask and AC STA Count list as specified in 7.3.2.73. The AP shall construct the STA Count List value based on the UP-to-AC mappings as defined in Table 9-1, the QoS Traffic Capability Bitmask/Flags of the non-AP STAs that are currently associated with it, and additional information. If the MIB attribute dot11MgmtOptionACStationCountEnabled is set to true, a QoS AP shall include the QoS Traffic Capability element in a Probe Response frame and in a Beacon frame.

If the MIB attribute dot11MgmtOptionACStationCountEnabled is set to true, a non-AP QoS STA may use the STA Count field values as one of the factors when determining association, reassociation, and the BSS transition. If the MIB attribute dot11MgmtOptionACStationCountEnabled is set to false, a non-AP QoS STA shall not use the STA Count field values as one of the factors when determining association, reassociation, and the BSS transition.

11.20.11 TFS procedures

11.20.11.1 TFS capability

Implementation of the TFS capability is optional for a WNM STA. A STA that implements TFS has the MIB attribute dot11MgmtOptionTFSImplemented set to true. When dot11MgmtOptionTFSImplemented is true, dot11WirelessManagementImplemented shall be true. A STA that has a value of true for the MIB attribute dot11MgmtOptionTFSEnabled is defined as a STA that supports TFS. A STA for which the MIB attribute dot11MgmtOptionTFSEnabled is set to true shall set the TFS field of the Extended Capabilities information element to 1. 

A STA with a value of true for the MIB attribute dot11MgmtTFSEnabled may send a TFS Request, TFS Response or TFS Notify frame to a STA within the same infrastructure BSS whose last received Extended Capabilities information element contained a value of 1 for the TFS bit in the Capabilities field. The Traffic Filtering service is not supported in an IBSS.

A traffic filter is established using the TFS Request information element and the patterns to be matched specified in one or more enclosed TFS subelements. A frame matches the traffic filter when at least one TCLAS based classifier matches the frame. Using multiple TFS subelements in a TFS Request information element is the equivalent to a logical OR operation on the match conditions of each TFS subelement. Using multiple TCLAS information elements in a TFS subelement is the equivalent to a logical AND operation on the match condition of each TCLAS information element. The TFS may be requested for both data and management frames. A single TCLAS subelement within a TFS Request element shall apply to either MSDU filtering or management frame filtering.

When a traffic filter for group addressed frames is enabled at the AP, the broadcast and multicast frames are still delivered, without regard to the frames matching the traffic filter, since other associated STAs may also receive these frames. Because a STA using TFS can be in power save mode for an extended period of time, broadcast and multicast frames that match the traffic filter can be delivered, before the STA is aware that the traffic filter has been matched. It is likely (but not guaranteed) that the STA does not receive those broadcast and multicast frames matching the traffic filter at the scheduled broadcast and multicast delivery time. To prevent this from happening, the STA can request a notification frame be sent when requesting the establishment of the traffic filter. If negotiated with the AP, the frames that do match at least one of the set of specified traffic filters are indicated to the non-AP STA via a notification frame.

11.20.11.2 TFS non-AP STA operation

To use the TFS, the non-AP STA that supports TFS shall issue a MLME-TFS.request to send a TFS Request frame. The MLME request primitive shall include a valid TFSRequest parameter with all TFS information elements that the AP uses as triggers for the non-AP STA.

The receipt of a MLME-TSF.confirm with a valid TFSResponse parameter indicates to the STA that the AP has processed the corresponding TFS request. The content of the TFSResponse parameter provides the status of each of the TFS information elements processed by the AP.

The non-AP STA may indicate that it is no longer using a particular TFS element by transmitting a TFS Request frame without that TFS element. The AP shall send a TFS Response frame with the Response element Status field value set to Accept, upon receipt of the TFS Request. 

The non-AP STA may choose to terminate use of the TFS service by sending a TFS Request frame with no TFS elements in the request thereby canceling all traffic filters at the AP. 

11.20.11.3 TFS AP operation

When an AP that supports TFS receives a MLME-TFS.indication with a valid TFSRequest parameter, it shall establish one or more traffic filters for the requesting STA and issue a MLME-TFS.response with a TFSResponse parameter indicating the status of the associated request. When the AP establishes any filters for a requesting STA, the AP shall establish a traffic filter that matches individually addressed EAPOL-Key messages addressed to the requesting STA, with bits 0 and 1 of the TFS Action Code field set to 0.

When TFS is enabled for an associated STA, the AP shall discard all individually addressed frames destined for the non-AP STA until a frame is found that matches one or more traffic filters established by the STA. When a frame is found that matches one or more of the traffic filters enabled at the STA (a matching frame), the AP shall perform the following actions, in order.

If bit 1 of the TFS Action Code field is set for any of the traffic filters that matched the matching frame, a TFS Notify frame shall be queued for transmission to the STA.

For an incoming individually addressed frame, the AP shall send the matching frame to the destination STA. 

If bit 0 of the TFS Action Code field is set for a traffic filter that matched the matching frame, the AP shall delete the traffic filter.

NOTE — Due to the operation of multicast frame delivery, a multicast frame that matches a traffic filter can result in the STA receiving indication of the multicast frame either before or after the multicast frame is transmitted by the AP, if the TFS Notify frame is queued in the STA’s power save queue. This can result in the STA receiving the multicast frame in some cases and not receiving it in other cases.

Upon receiving an MLME-TFS.indication from a STA, the AP shall disregard any previous MLME-TFS.indication received from the same STA.

The AP shall terminate any TFS operation for a STA when no traffic filters remain for a STA or when the AP receives an MLME-TFS.indication with a null TFSRequest.

11.20.12 BSS max idle period management

If dot11MaxIdlePeriod is non-zero, the BSS Max Idle Period element shall be included in the Association Response frame or the Reassociation Response frames. Otherwise, the BSS Max Idle period element shall not be included. The Idle Options field may require STAs to send security protocol protected or unprotected keep-alive frames.

If the Idle Options field requires security protocol protected keep-alive frames, then the AP shall disassociate the STA if no protected frames are received from the STA for a period of duration BSS Max Idle Period. If the Idle Options field allows unprotected or protected keep-alive frames, then the AP shall disassociate the STA if no protected or unprotected frames are received from the STA for a period of duration BSS Max Idle Period. 

NOTE — The AP may disassociate or deauthenticate the STA at any time for other reasons even if the STA satisfies the keep-alive frame transmission requirements.

11.20.13 Proxy ARP service

Implementation of the Proxy ARP Service is optional for a WNM STA, A STA that implements the Proxy ARP Service has the MIB attribute dot11MgmtOptionProxyARPImplemented set to true. When dot11MgmtOptionProxyARPImplemented is true, dot11WirelessManagementImplemented shall be true. When dot11MgmtOptionProxyARPEnabled is set to true, the Proxy ARP Service bit in the Extended Capabilities field is set to 1 to indicate that the AP supports the Proxy ARP Service. When dot11MgmtOptionProxyARPEnabled is set to false, the Proxy ARP Service bit is set to 0 to indicate that the AP does not support the Proxy ARP Service.

When the AP sets the Proxy ARP field to 1 in the Extended Capabilities information element, the AP shall maintain a Hardware Address to Internet Address mapping for each associated station, and shall update the mapping when the Internet Address of the associated station changes. When the IPv4 address being resolved in the ARP request packet is used by a non-AP STA currently associated to the BSS, the Proxy ARP service shall respond to the request on behalf of the non-AP STA [RFC 925]. The Proxy ARP service shall also respond to Internet Control Message Protocol version 6 (ICMPv6) Neighbor Discovery packets on behalf of the non-AP STA, to support IPv6 services [RFC 2461].

11.20.14 Channel usage procedures

Channel Usage information is a set of channels provided by an AP to non-AP STAs for operation of a non-infrastructure network. The Channel Usage information provided by the AP to the non-AP STA is to advise the STA on how to co-exist with the infrastructure network. 

Implementation of Channel Usage is optional for a WNM STA. A STA that implements Channel Usage has the MIB attribute dot11MgmtOptionChannelUsageImplemented set to true. When dot11MgmtOptionChannelUsageImplemented is true, dot11WirelessManagementImplemented shall be true. A STA that has a value of true for the MIB attribute dot11MgmtOptionChannelUsagEnabled is defined as a STA that supports Channel Usage. A STA for which the MIB attribute dot11MgmtOptionChannelUsageEnabled is true shall set the Channel Usage field of the Extended Capabilities information element to 1.

A non-AP STA that supports Channel Usage and that is not associated to an AP prior to using a non-infrastructure network may transmit a Probe Request frame including both Supported Regulatory Classes and Channel Usage elements. 

A non-AP STA supporting Channel Usage may send a Channel Usage Request frame at any time after association to the AP that supports the use of Channel Usage to request the Channel Usage information for supported regulatory classes. 

Upon the receipt of Channel Usage element in the Probe Request frame, the AP supporting Channel Usage shall send a Probe Response frame including one or more Channel Usage elements. Upon receiving a Channel Usage Request frame, the AP supporting Channel Usage shall send a Channel Usage Response frame including one or more Channel Usage elements. Channel Usage elements shall only include channels that are valid for the regulatory domain in which the AP transmitting the element is operating and consistent with the Country element in the Beacon or Probe Response frame.

The AP may send an unsolicited group addressed or individually addressed Channel Usage Response frame to the STAs that have requested Channel Usage information if the corresponding Channel Usage information needs to be updated. The Country information element shall be included in the unsolicited and/or group addressed Channel Usage Response frame. The Power Constraint information and EDCA Parameter elements may be included in the Channel Usage Response frame. The values of the fields in the Power Constraint information element included in the Channel Usage Response frame shall be the same values of the fields in the Power Constraint information element that is transmitted by the AP.

On the receipt of Channel Usage element in the Probe Response or Channel Usage Response frame, the recipient may use 

—
the channel usage information as part of channel selection processing to start a non-infrastructure network. 

—
the Power Constraint element, if present, as part of determining its maximum transmit power for transmissions for the non-infrastructure network.

—
the EDCA Parameter Set element, if present, as part of determining its EDCA parameters for transmissions for the non-infrastructure network.

If either a recommended regulatory class, or a recommended channel, or both are not supported or understood by the recipient, or if the operating country of the sender is unknown, the recipient shall discard the corresponding channel usage recommendation. A STA that has not requested Channel Usage information shall discard an unsolicited group addressed Channel Usage Response frame.

11.20.15 DMS Procedures

The Directed Multicast Service (DMS) is a service that may be provided by an AP to its associated STAs that support the DMS service, where the AP transmits group addressed MSDUs as individually addressed A-MSDUs. 

Implementation of DMS is optional for a WNM STA. A STA that implements DMS has the MIB attribute dot11MgmtOptionDMSImplemented set to true. When dot11MgmtOptionDMSImplemented is true, dot11WirelessManagementImplemented shall be true. A STA that has a value of true for the MIB attribute dot11MgmtOptionDMSEnabled is defined as a STA that supports of Directed Multicast. A STA for which the MIB attribute dot11MgmtOptionDMSEnabled is true shall set the DMS field of the Extended Capabilities information element to 1.

A non-AP STA that supports DMS may request use of DMS by sending a DMS Request frame that includes one or more DMS Descriptors with the Request Type field set to “Add” or “Change”. The DMS Descriptor List field identifies group addressed frames to the AP which shall be transmitted to the requesting non-AP STA as individually addressed frames. Each requested DMS group addessed frames specification is identified by a DMSID. In the TCLAS element, the Classifier Type subfield shall be set to the value 0 (Ethernet parameters), the Classifier Mask subfield shall be set to the value 2, and the Destination Address subfield shall be set to the multicast address that the STA requests to receive as individually addressed frames. 

Upon receipt of a DMS Request frame from a non-AP STA, an AP that supports DMS shall respond with a DMS Response frame if the Request Type field is “Add” and “Change”. A status value of “Accept” shall be set in the corresponded Status field of the DMS Status in the DMS Response frame when the AP accepts the DMS request for the requested DMSID. A status value of “Deny” shall be set in the corresponded DMS Status field of the DMS Status in the DMS Response frame when the AP denies the DMS request for the requested DMSID. 

If the requested DMS is accepted by the AP, the AP shall send subsequent group addressed MSDUs that match the frame classifier specified in the DMS Descriptors as an individually addressed frame to the requesting STA in an A-MSDU frame format (see 7.2.2.2 and 9.7c). The AP shall still transmit the matching frames as group addressed frames (see 9.2.7.1, 9.2.7.2 and 11.20.14.3) if at least one associated STA within the multicast group has not requested DMS for these frames. 

The non-AP STA shall keep a list of group addresses for which the non-AP STA has requested DMS and that have been accepted by the AP. The requesting STA shall discard group addressed frames that match a group address in this list. 

The non-AP STA may request removal of the requested DMS by sending a DMS Request frame with the Request Type set to “Remove” and the requested DMSID. The length field is set to 0. The TLCAS Elements, and TCLAS Processing Element fields shall not be included in the DMS Descriptor if the Request Type is set to “Remove”. The AP shall not send any DMS Response frame if the Request Type in the DMS Request frame is set to “Remove”. The AP shall terminate individually addressed frame delivery for the requested group addressed frames identified by the DMSID for the requesting non-AP STA upon receipt of a DMS Request frame with the Request Type field set to “Remove”.

The AP may send an unsolicited DMS Response frame at any time to cancel a granted DMS identified by the DMSID by including the DMSID and a status value of “Terminate” in the DMS Status. The AP may decide to reject a new DMS or cancel a granted DMS at any time based on network condition, i.e. the number of associated STAs and channel load and so on.

If the non-AP STA supports both DMS and FMS, the non-AP STA shall not request both services for the same group addressed frames simultaneously. The non-AP STA may request the different service (DMS vs. FMS) for different group addressed frames. 

If the non-AP STA supports both DMS and TFS, the non-AP STA shall not request both DMS and TFS for the same group addressed frames simultaneously. The STA may request DMS for the group addressed frames and TFS for the converted individually addressed frames. If the AP supports both DMS and TFS, the AP shall process DMS first and then TFS.

11.20.16 UTC TSF Offset procedures

When dot11MgmtOptionUTCTSFOffsetEnabled is true, the UTC TSF Offset element shall be included in all Probe Response frames, and in the Beacon frame every dot11UTCTSFDTIMInterval DTIMs. When the dot11MgmtOptionUTCTSFOffsetEnabled is false, the UTC TSF Offset element shall not be included in Beacon and Probe Response frames.

The method the AP uses to synchronize with a UTC reference clock is out of scope of the standard.
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�The 2 changes in this sentence resolve CIDs 373, 416 also.


�CID 390, 433. This text duplicates the first sentence, second paragraph in this section.
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�CID 390, 433, duplicates/conflicts with 


 


5th paragraph:


 


A STA


receiving a broadcast Location Configuration Request frame shall only send a Location Configuration


Response frame if the STA does not accept the parameters included in the Location Configuration Request.


 


6th paragraph:


 


A STA that receives an individually addressed Location Configuration Request shall respond with a Location


Configuration Response frame.
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Duplicate of 


11.20.6.3


 


1st paragraph:


 


An AP shall respond to a BSS Transition Management Query frame with a BSS Transition Management


Request frame.
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