November 2008

doc.: IEEE 802.11-08/1431r0


IEEE P802.11
Wireless LANs
	November 2008 Mesh Minutes 

	Date:  2008-11-18

	Author(s):

	Name
	Company
	Address
	Phone
	Email

	Dee Denteneer
	Philips
	HTC 37

5656 AE Eindhoven, The Netherlands
	+31 40 27 49743
	Dee.Denteneer@philips.com

	Donald Eastlake 3rd
	Motorola
	155 Beaver Street, Milford, MA 01757 USA
	+1 508-634-2066
	d3e3e3@gmail.com

	Malik Audeh
	Tropos Networks
	555 Del Rey Ave

Sunnyvale, CA 94085
	+1 408-331-6835
	audeh@tropos.com

	
	
	
	
	



Table of Contents

2Table of Contents


3Minutes


3Monday, November 10, PM2


4Monday, November 10, Evening


5Tuesday, November 11, AM2


6Tuesday, November 11, PM1


7Tuesday, November 11, evening


7Wednesday, November 12, AM1


8Wednesday, November 12, PM1


9Wednesday, November 12, PM2


10Thursday, November 13, PM2




Minutes

Minutes taken by Dee Denteneer (except for final Thursday session when they were taken by Malik Audeh) and edited by Donald Eastlake 3rd.
Monday, November 11, PM2

The meeting was called to order by Chair Donald Eastlake 3rd (Motorola) at 16:01.

Dee Denteneer (Philips) was selected to act as Temporary Secretary for the meeting as the Permanent Secretary, Stephen Rayment (Belair Networks), cannot attend.

Miscellaneous announcements and agenda, as in 11-08/1194r4. 

Standard Boards Bylaws on Patents in standards, anti-trust statement were read and slides were shown. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents, applications, or LoAs about which the 802.11 WG Chair should be informed.  No one indicated unfamiliarity and there were no patents or LoAs brought forward. There were no questions on policy and procedures.

The Chair demonstrated how to get attendance credits on-line.

The agenda was reviewed and a number of submissions were announced and included in the agenda.

The Chair suggested spending some time on the questions posed at the 802.11 Opening Plenary by Andrew Myles on 802.11s, which he will review in writing later, during the Tuesday Evening session.

The agenda was approved by unanimous consent.

The minutes of the September Waikoloa meeting, 11-08/1078r0 were approved by unanimous consent.

The minutes of teleconferences: September 17, 11-08/1195r0 and October 15, 11-08/1230r0, and ad hoc meeting 11-08/1320r0 were approved by unanimous consent.

The Chair gave a status update: The Draft has been updated to version 2.02 and reflects the changes up to the Jacksonville meeting. [This was in error. It was supposed to be updated through the changes in Denver and included much, but not all, of the Denver changes.] We badly need an editor. There are a lot of changes to be made. However, with knowledge of Frame Maker this should not take much more than a week. Delaying putting forward an editor, however, will make updating ever more difficult. There is a version r23 of the comment spreadsheet on the server. This version still has some glitches and will be updated by the Chair soon to version r24, where the problems are resolved. Three comments related to IPR and the submitters have been requested to withdraw them, with no answer so far.

The Chair gave a process update as in 11-08/1326r0. With the current rate of comment resolution it should be possible to go to letter ballot in January 2009. Also, the Chair has acquired additional slots for the current meeting, so that we have 9 regular meeting slots and 1 slot for the ad hoc meeting.

Pending presentations were listed in the agenda.

Dan Harkins Harkins presented 11-08/1264r0 on SAE text cleanup.

There were no comments. A motion was planned on this presentation at 17:40 to satisfy the four hour rule.

Straw Poll: Interest in subgroups for comment resolution?

MAC: 6     Security: 8     RFI: 1     General: 1

The group divided into subgroups for comment resolution:

MAC – Kazuyuki Sakoda

Security – Jesse Walker

At 17.55 we reconvened for the following

Motion: To adopt the changes to the draft in 11-08/12654r0 and to direct the Editor to incorporate them into the Draft.

Moved: Malik Audeh;  Seconded: Jesse Walker

Yes 10  No  0  Abstain 0

The motion passes by more than ¾.

At 18:00 we recessed until 19:30.

Monday, November 11, Evening

We reconvened at 19:30.

We were reminded of the patent policy. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents, patent applications, or LoAs about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

Attendance recording reminder.

Motion: Moved to amend the comment resolutions adopted by the 2nd motion on Slide 34 of 935r14 by replacing occurrences of 11-08/yyyyr0” in the Resolution Notes with “11-08/1104r0”

Moved: Tony Braskich;  Second: Dee Denteneer

The motion was adopted unanimously

Motion: Moved to adopt all comment resolutions in  11-08/493R23 with resolution status (column P) = ”open” and Resolution Code (column V) = “Accept” or “Counter” and direct the Editor the incorporate the changes into the Draft.

Moved: Michael Bahr; Second: Dee Denteneer

Yes: 12 No: 0 Abstain: 1 

The Motion passes.

Motion: Moved to adopt the motion in 11-08/1316r1 “Fix up some rejects” changing 5 resolutions in the comment resolution spreadsheet.

Moved: Michael Bahr Second: Malik Audeh

Yes:  14  No:  0   Abstain:  1
The motion passes.
A inquiry of interest in comment resolution subgroups was made:

MAC:  5;  Security:  1;  RFI:  5; General:  1

The group split into MAC and RFI ad hoc groups as follows:

MAC – Kazuyuki Sakoda

RFI – Guenael Strutt

The Chair recessed the meeting until the AM2 session tomorrow.

Tuesday, November 11, AM2

Dee Denteneer continued as secretary.

Miscellaneous announcements and agenda, as in 11-07/1194r6.

People were reminded of the Standard Boards Bylaws on Patents in standards, anti-trust statement, and IEEE patent policy. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents, patent applications, or LoAs about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

The Chair reviewed the progress of the previous sessions and announced that an updated comment resolution spreadsheet, 11-08/493r24, was available.

New presentations were put onto the presentation queue.

Steve Emeott presented 11-08/1338r0 “Selection of a mesh security protocol using the mesh profile”.

Three question: Q: What is a security protocol? A: MSA and SAE, these have quite different structure. 

Q: So, a security protocol is for authentication and key management. Why different from AKM in 11i? A: You have to go through a discovery protocol. It is not clear how to generalise the AKM suite for peer2peer. That extension could also be considered. 

Q: comment on slide 7. Bullet 2 may need more attention e.g. for a gateway of portal device. A: A STA can only support one mesh profile at one time. 

Q: Since the mesh profile has a mesh ID, the problem only arises if two adjacent meshes are configured with the same mesh ID and different profiles. A: That is not the only problem.

Q: If you adopt the idea of throwing away keys if you change profiles, then the problem would not arise. A: It is now possible to signal multiple protocols. That gives directly rise to co-existence issues. It can support both, but we think that in one mesh, it should not have both.

Q: Why bother. A: If we allow co-existence of multiple protocols, we have to solve interoperability.

Q: How to add a third protocol. A: Create a new identifier. 

Q: Should that one be in the draft or can it be proprietary? A: Hard to answer.

Straw poll: “Are you interested in adding a mesh security protocol identifier to the mesh profile?

Yes:  9   No:  0   Abstain:   11

Javier Cardona presented 11-08/383r2 “3 address Mesh Broadcast frames”.

Straw poll: how many people would like to get a quick overview of the previous presentation on which the current presentation is based: 3

So Javier first did a rerun of 11-08278r5 “Avoiding Interactions with Lazy-WDS Equipment”  then continued with normative text in 383r2.

Q: does it resolve a comment: A: Yes, two. 

A motion to adopt the text change was scheduled for the evening.

Straw poll: “How many people are in favour and how many are against the changes in 383r2?” 

For:  12; Against: 0

The Chair presented some statistics on the resolution spreadsheet r24: 

Blank Resolution Codes [i.e., it seems like the comment has not yet bee looked at for resolution]

General:     1

MAC:       37

RFI:          19

Security:     0

Straw Poll: Interest in comment resolution subgroups?

MAC: 7     RFI: 4     Security: 3    General: 1
Based on a poll, it was decided to break out into MAC, RFI, and Security subgroups. 

The Chair suggested that the subgroups also look at entries with blank resolution codes.

MAC – Guido Hiertz

RFI – Guenael Strutt

Security – Donald Eastlake

We reconvened slightly before 12.30.

The Chair recessed the meeting at 12.30 until 13.30.

Tuesday, November 11, PM1

Miscellaneous announcements and agenda, as in 11-08/1194r6.

Dee Denteneer as secretary. There is no technical editor.

We were reminded of Standard Boards Bylaws on Patents in standards, anti-trust statement. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents, patent applications, or LoAs about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

The Chair demonstrated how to get attendance credits.

Motion: To adopt the comment resolutions in 11-08/493r24 with Column X not blank, except that for CIDs 10 and 1149 the Resolution Code is changed to Defer, and direct the Editor to incorporate the Accept and Counter resolutions in the Draft.

Moved: Kazuyuki Sakoda; Second: Guido Hiertz.

Yes:  11 No:   0 Abstain:  1

The motion passes.

Dan Harkins presented 11-08/1355r2 “Resolving some SAE comments”.
Suggestion: to change the if clause “pwd-seed is even” to “lsb(pwd-seed)=lsb(y)” for version r3.

Q: Referring to 11-08/1269, does SAE belong in the SME or the MLME? Move the service primitive up from MLME to SME.

Q: How are the comments are resolved: counter or reject? A: Can put in the abstract.

Guido Hiertz presented 11-08/1357r0 “Simple Improvement for EDCA Usage in 802.11s”.

Q: Did you look at other topologies. A: No.

Remark: That would be interesting.

Straw poll: Are you interested in seeing normative text for the basic concept presented in 11-08/1357r9?

Yes:  8  No: 1 Befuddled or don’t know:  0

Q: Would you be addressing any comments with this contribution? A: No

After a poll of opinons, the group split into: subgroups:

MAC – Guido Hiertz

RFI – Guenael Strutt

Security – Jesse Walker

At 15.30 the Chair recombined the subgroup into a single meeting and recessed until 19:30.

Tuesday, November 11, evening

We reconvened at 19:30.

Miscellaneous announcements and agenda, as in 11-08/1194r7.

Dee Denteneer acts as temporary secretary. We still don’t have a Technical Editor.

We were reminded of the patent policy. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents, patent applications, or LoAs about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

The Chair demonstrated how to get attendance credits and suggested that we register as being attending TGw, as TGs was not in the list of convening task groups.

Moved to adopt the changes in 11-08/383r2 and direct the Editor to incorporate them into the Draft resolving CIDs 845, 961, and 1011 with Accept.

Moved: Javier Cardona;  Seconded: Guido Hiertz

Yes 7;   No  0; Abstain 2

The motion passes.

It was suggested to draft some sentences in reply to Andrew Myles comments issued during the plenary. Some slides were drafted on 802.11s deployment, to be used in the report of TGs to the Closing Plenary.

Straw Poll: Interest in comment resolution subgroups:

Mac: 2     RFI: 1     Security: 0     General: 1

At 7.13 the Chair recombined the group and recessed until Wednesday AM1.

Wednesday, November 12, AM1

Miscellaneous announcements, review and agenda, as in 11-08/1194r8.

Dee Denteneer acts as temporary secretary. We still don’t have a Technical Editor.

People were reminded of the Standard Boards Bylaws on Patents in standards, anti-trust statement, and IEEE patent policy. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents, patent applications, or LoAs about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

The Chair demonstrated how to get attendance credits.

The Chair reviewed the progress of the previous sessions.

New presentations were put onto the presentation queue.

Jesse Walker presented 11-08/1269r3 “Update on PLM” and the companion excel document 11-08/1270r2.

Jesse Walker presented 11-08/1296r0 “Key Distribution for mesh Link Security”.

Q: Currently we are considering a scenario with 32 MPs, then the difference in complexity is not so large. A: We are trying to find something that scales intrinsically; but your response is valid. 

Q: We will present some analysis of these problems as well. Simplifying the processing steps in PLM is one of the possibilities, similar to you. A three party protocol makes the protocol more difficult.

A: The concern is the size of the proposed changes. We have a different view of key storage. There are also advantages to the key hierarchy. But we look forward to working through this and reaching a concensus. A: I disagree that three party protocol is more difficult. I consider this proposal a success if it drives complexity out of the specification that is necessary.

Tony Braskich presented 11-08/1361r0 “Upgrades to MSA to support multiple MKDs.”

Discussion postponed until next session due to lack of time.

The Chair recessed until 13.30.

Wednesday, November 12, PM1

Miscellaneous announcements, review and agenda, as in 11-08/1194r9.

Dee Denteneer acts as temporary secretary. We still don’t have a Technical Editor.

People were reminded of the Standard Boards Bylaws on Patents in standards, anti-trust statement, and IEEE patent policy. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents, patent applications, or LoAs about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

The Chair demonstrated how to get attendance credits. Stephen Adrians has been informed that for yesterday evening session it was not possible to log on as 11s, for which he apologises.

Comments on presentation 11-08/1361r0 from the end of the previous session:

Comment: Thanks and there are useful ideas in this. However, I feel this is moving complexity around rather than solving issues. The issues are not trivial. The TG must not be taken in by marketing claims of false simplicity. A: The goal has been to upgrade the mechanism based on what is currently in the draft.

Dan Harkins presented 11-08/1263r0 “A modest proposal”.

Q: How can we revoke credentials if an MP gets compromised. What about military usage scenarios.

A: SAE is secure to compromising MPs. Revocation is very difficult. 

Q: I am hesitant to go a totally new way after all investment we put in the current draft. 

Q: With this approach, we are really making decisions about what markets to address.  

Q: Revocation is very needed. A: There has been a previous proposal with certificates that can be brought back to life to address this issue. 

Q: Has any proposal been implemented A: SAE and the centralised architecture. 

Q: Can we integrate various approaches.

Q: Customers often want a triple A server, they want to have control. A: I work for company that makes meshes for various markets. I never saw the triple A server on any product roadmap. Also, it is a pain to provision all MPs with a password, but you have to do something.  A: Even in the first responder area, when we talk to our customers, they insist on control over who is using their network.

Q: Cannot the proposals be made more orthogonal, so that the several markets can be served. A: That is a suggestion, but the readers of the standard do not currently understand this and it gives ise to many comments.

Q: What does it mean “cannot revoke”? Should we replace all the secrets? A: Yes, we must go to all MPs. That is something we loose with the proposal.

Straw poll:  The centralised mesh option should be removed from the draft.
Yes: 11     No: 8     Unable to make an opinion either way:  4

Moved: to adopt the Draft changes in 11-08/493r25 with Column X non-blank except CID 532 and direct the Editor to incorporate those with Resolution Codes “Accept” or “Counter” into the Draft 

Moved: Jesse Walker;  Second:  Guido Hiertz

Yes 16  No  0  Abstain:  4

The motion passes.

Moved: to adopt the Draft changes in 11-08/1269r3 (“Updated text for peer link management protocol”) and direct the Editor to incorporate them into the Draft resolving several comments as shown in 11-98/1270r3.

Remark: There is a new version on the server.

Vote postponed.

Liwen Chiu presented 11-08/798r5 “HT Features in 11s Mesh Network” and 11-08/1285r5.

Q: A Comment on MSTA: we decide to spell “mesh STA”, to always have STA as on term.

Q: I struggle with the STBC. Is it difficult or is there no use case? A: It is possible but each master need to be recognized by the rest of the MPs. So we need to run a selection protocol, which is difficult.

Kazuyuki Sakoda presented 11-08/1324r2: Sync related comment resolution.

The CIDs are in the abstract and they are countered. There is a motion planned for Thursday PM2.

Kazuyuki Sakoda presented 11-08/1379 “Channel switch across the regulatory class comment resolution“

The CIDs are in the abstract and they are all countered. There is a motion planned for Thursday PM2.

Dan Harkins presented 11-08/1355r3, a previous version was presented yesterday. It also includes a list as to how the comments are resolved.

Moved to adopt the changes to the Draft in 11-08/1355r3 and direct the Editor to incorporate them into the Draft, and resolve comments as indicated in the submission.

Moved: Jesse Walker; Seconded Malik Audeh

Yes: 12   No: 0   Abstain: 3

The motion passes.

No written questions by Andrew Myles have been received. Yet, some slides have been drafted in response to his comments on the opening plenary and were shown. If there is other good material, this can be sent to the Chair.

Dee Denteneer presented 11-08/1401r0 “MDA Comment Resolution” with normative text in 11-08/1384r0 resolving comments described in 11-08/1387r1.

A motion is due later.

Youko Omori presented a yet unnumbered proposal “Text changes for QoS STA function applied to mesh STA “

Q: MSTA should be replaced by mesh STA.

We recessed until PM2.

Wednesday, November 12, PM2

Miscellaneous announcements, review and agenda, as in 11-08/1194r10.

Dee Denteneer acts as temporary secretary. We still don’t have a Technical Editor.

People were reminded of the Standard Boards Bylaws on Patents in standards, anti-trust statement, and IEEE patent policy. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents, patent applications, or LoAs about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

The Chair demonstrated how to get attendance credits.

Moved, to adopt the changes in 11-08/1269r3 (“Updated text for Peer Link Management Protocol”) and direct the Editor to incorporate them into the Draft resolving several comments as shown in 11-08/1270r3 except for CID 532.

Moved: Dee Denteneer; Second: Malik Audeh

Yes 10;    No  0;   Abstain  0

The motion passes.

Straw Poll: Interest in comment resolution subgroups:

MAC: 4     RFI: 3     Security: 0     General: 2

Divide into subgroups for Comment Resolution:
MAC – Guido Hiertz

RFI – Javier Cardona / Michael Bahr

We reconvened at 18.00 and recessed until Thursday PM2, 16:00.

Thursday, November 13, PM2

We reconvened at 16:00.

The Chair called the session to order at 16:05. 

Malik Audeh agreed to act as Temporary Secretary for the session.

Chair: If anyone in this meeting is personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard(s) under consideration by this group and that are not already the subject of an Accepted Letter of Assurance: 
Either speak up now or

Provide the chair of this group with the identity of the holder(s) of any and all such claims as soon as possible or

Cause an LOA to be submitted

No response was received from the audience.

The Chair reminded all participants to record their attendance.

The Chair indicated that CID 532 was accidentally and incorrectly updated in 11-08/493r26. He will make a new version 11-08/493r27 later in the day.

Moved, to adopt the changes in 11-08/1324r2 (“Sync related comment resolution text”) and direct the Editor to incorporate them into the Drafts, resolving the CIDs listed in the Abstract with “Counter”.

Moved: Guido Hiertz      Seconded: Jesse Walker

Vote:  Yes   14   No   0  Abstain  3     [Motion passes, > 75%]

Moved, to adopt the changes in 11-08/1370r1 (“Channel switch across the regulatory class comment resolution”) and direct the Editor to incorporate them into the Draft, resolving the CID 995 with “Counter”.

Moved: Guido Hiertz       Seconded: Kazuyuki Sakoda

Vote:    Yes    13      No      0     Abstain 4       [Motion passes, > 75%]

Moved, to adopt the changes in 11-08/1384r0 (“MDA normative text revision”) and direct the Editor to incorporate them into the Draft, resolving CIDs as indicated in 11-08/1371r1.
Moved: Guido Hiertz      Seconded: Steve Emeott

Vote:    Yes    14      No      0     Abstain  3       [Motion passes, > 75%]

Moved, to amend the comment resolution for CID 465 changing the Resolution Code from “Reject” to “Counter” and changing the Resolution Note to “See 11-08/799r2”. 

Moved: Guido Hiertz      Seconded: Tony Braskich

Vote:    Yes    14      No      0     Abstain  2      [Motion passes, > 75%]

Moved, to adopt the comment resolutions in 11-08/493r26 with Column X non-blank, except CIDs 525 and 1092, and direct the Editor to incorporate those with Resolution Code of “Accept” or “Counter” into the Draft.

Moved: Jesse Walker       Seconded: Guido Hiertz

Vote:    Yes    15     No      0     Abstain  2      [Motion passes, > 75%]

There was some discussion about the changes to Table 7-4 in document 11-08/1413r2. There may be some impact related to 11n in this table. It was proposed that the vote continue and the group may modify it later.

Moved, to adopt the Draft changes in 11-08/1415r2 (“Text Changes for QoS STA function applied to Mesh STA”) and direct the Editor to incorporate them into the Draft resolving CIDs 362, 1187, 1486, 1495, 1496, and 1186 with “Counter”.
Moved: Youko Omori      Seconded: Guido Hiertz

Vote:    Yes    12     No      0     Abstain  5       [Motion passes, > 75%]

Moved, to adopt the editorial Draft changes in 11-08/1414r1 (“Figures for Flags fields in HWMP and Proxy IEs”) and direct the Editor to incorporate them into the Draft resolving CIDs 1388, 1548, 595, 1389, 1549, 1856, 1390, and 1552 with Resolution Code “Counter” and Resolution Note “Comment accepted, implement resolution as given in 11-08/1414r1”.
Moved: Malik Audeh     Seconded: Steve Emeott

Vote:    Yes    15       No      0     Abstain  2       [Motion passes, > 75%]

Moved, to adopt the editorial Draft changes in 11-08/1413r0 (“Editorial Fixes for Key Holder Communication Protocols”) and direct the Editor to incorporate them into the Draft.

Moved: Tony Braskich     Seconded: Guido Hiertz

Vote:    Yes    16       No      0     Abstain  1       [Motion passes, > 75%]

Moved, to adopt the Draft changes in 11-08/1258r6 (“HT Features in 11s MBSS”) and direct the Editor to incorporate them into the Draft.

Moved: Kazuyuki Sakoda     Seconded: Liwen Chu

Vote:    Yes   15       No      0     Abstain  1      [Motion passes, > 75%]

Moved, to direct the Editor to produce one or more revisions of the Draft so as to incorporate all changes and comment resolutions adopted before the end of this session.
Motion passes by unanimous consent.

Donald Eastlake presented document 11-08/1326r1, “Mesh Networking Task Group Process”.

There was discussion within the group about teleconferences and ad-hoc meetings. Attendance at ad-hocs may be limited. 

Straw Poll: how many people would show up to an ad-hoc right before the January 2009 interim meeting? Only 1 person indicated they would attend. Therefore, it was believed that an ad-hoc would not be useful.

Straw Poll among times for conference calls:   

10:00   3       17:00   6

Based on this result, it was decided to choose the time of 17:00 for the teleconferences. 

Moved, to hold teleconferences at 17:00 on the following dates: Dec. 3, 2008, Dec. 17, 2008, Jan. 7, 2009, Feb. 4, 2009, Feb. 18, 2009, and March 4, 2009, for up to 90 minutes to discuss comment resolution and meeting agendas.

Motion passes by unanimous consent.

Donald Eastlake presented his ideas for his closing report, which will be document 11-08/1369. 

It was announced that 802.11s has a new temporary Editor, Kazuyuki Sakoda of Sony. The group appreciates Kaz for agreeing to this new assignment.

Another technical presentation that is not directly related to comment resolution was now given.

Javier Cardona presented document 11-08/1313r1, “Current Status of Project open80211s”.

The group adjourned sine die at 17:20.
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