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· Security

· Key distribution for MSA
· PMK-MKD

Modify the text as shown.
The first level key of the mesh key hierarchy link security branch, PMK-MKD binds the SP-ID, MKD domain identifier, MKD-NAS-ID, and Mesh ID with the keying material resulting from the negotiated AKM. The PMK-MKD is the top level 256-bit keying material used to derive the next level keys (PMK-MAs):

MeshTopLevelKeyData = KDF-768(XXKey, “Mesh Key Derivation”, MeshID, MKD-NAS-ID, MKDD-ID, SP-ID)

PMK-MKD = L(MeshTopLevelKeyData, 0, 256)

PMK-MKDNameData = L(MeshTopLevelKeyData, 256, 128)

where

· KDF-768 is the KDF function as defined in 8.8.3 used to generate a key of length 768 bits.

· If the AKM negotiated is <ANA 57>, then XXKey shall be the second 256 bits of the MSK (MSK being derived from the IEEE 802.1X authentication), i.e., XXKey = L(MSK, 256, 256). If the AKM negotiated is <ANA 58>, then XXKey shall be the PSK.

· “Mesh Key Derivation” is 0x4D657368204B65792044657269766174696F6E.

· MeshIDLength is a single octet whose value is the number of octets in the Mesh ID.

· Mesh ID is the mesh identifier, a variable length sequence of octets, as it appears in the Beacon frames and Probe Response frames.

· NASIDlength is a single octet whose value is the number of octets in the MKD-NAS-ID.

· MKD-NAS-ID is the identifier of the MKD sent from the 802.1X Authenticator MP to the 802.1X Supplicant MP during Initial MSA Authentication.

· MKDD-ID is the 6-octet MKD domain identifier field from the Mesh security capability information element that was used during Initial MSA Authentication.

· SP-ID is the supplicant MP identifier sent from the 802.1X Supplicant MP to 802.1X Authenticator MP during Initial MSA Authentication.

· L(-) is defined in 

· 8.5.1

The PMK-MKD is referenced and named as follows:

PMK-MKDName = NDF(“PMK-MKD Name” || PMK-MKDNameData)

where

· “PMK-MKD Name” is 0x504D4B2D4D4B44204E616D65.

· Truncate-128(-) returns the first 128 bits of its argument, and securely destroys the remainder.

· Mesh networking

· Mesh link security 

· Mesh Key Transport Protocols

Modify text in subclauses of 11B.5.6 as shown.
· Mesh Key Transport Pull protocol

The Mesh Key Transport Pull Protocol is a two-message exchange consisting of a PMK-MA Request frame sent to the MKD, followed by a PMK-MA Response frame providing key delivery sent to the MA. Both messages contain a MIC for integrity protection, and the PMK-MA being delivered is encrypted.

The MA initiates the protocol by sending a PMK-MA Request frame (see 7.4b.1.3). The MKD-ID shall be asserted in the DA field of the message header, and the MA-ID shall be asserted in the SA field of the message header. 
The contents of the Mesh Key Transport Control field in the PMK-MA Request frame shall be as follows:

· Message Token shall be set to a pseudo-random value generated by the MA in accordance with 8.5.7.

· SP-ID shall be set to the identifier of the MP that, during its Initial MSA Authentication, generated the mesh key hierarchy that includes the PMK-MA being requested

· PMK-MKDName may be set to the identifier of the key from which the PMK-MA being requested was derived. Alternatively, PMK-MKDName may be set to zero to request the PMK-MA from the specified MP’s most current hierarchy.

In the Message integrity check field of the PMK-MA Request frame, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MKD. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MKD-ID, which is contained in the Address 3 (DA) field of the frame.

· MA-ID, which is contained in the Address 4 (SA) field of the frame.

· Contents of the Category field of the PMK-MA Request MSA multihop action frame.

· Action Value field of the PMK-MA Request MSA multihop action frame, which contains the value shown for “PMK-MA Request” in Table s35.

· Contents of the Mesh Key Transport Control field.

Upon receiving a PMK-MA Request frame, the MKD shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MA and shall verify the MIC. If any verification fails, the MKD shall silently discard the received frame. If PMK-MKDName is zero in the received frame, the MKD shall select the currently-valid hierarchy created by the MP identified by SP-ID that has the longest remaining lifetime. If PMK-MKDName is nonzero, the MKD shall select the currently-valid hierarchy identified by PMK-MKDName. Using the selected hierarchy, the MKD shall attempt to derive the PMK-MA for use between the MP identified by the SP-ID and the MA that sent the PMK-MA Request.

Subsequently, the MKD constructs and sends a PMK-MA Response frame (see 7.4b.1.4). The MA-ID shall be asserted in the DA field of the message header, and the MKD-ID shall be asserted in the SA field of the message header. 

The Key Transport Response field of the PMK-MA Response frame shall be set to zero if a PMK-MA is being delivered in this message (i.e., if a PMK-MA was derived from the selected hierarchy). If the MKD was unable to derive the PMK-MA using the information in the PMK-MA Request (e.g., the hierarchy has expired or has been revoked), the Key Transport Response field shall be set to 1.

The contents of the Mesh Key Transport Control field in the PMK-MA Response frame shall be as follows:

· Message Token and SP-ID shall be set to the values contained in the PMK-MA Request frame.
· 
· If Key Transport Response is set to zero, PMK-MKDName shall be set to identify the hierarchy from which the key being delivered was derived. If Key Transport Response is set to one, PMK-MKDName shall be set to the value contained in the PMK-MA Request frame.

The Mesh Wrapped Key field shall be included in the PMK-MA Response frame only if the Key Transport Response field is zero, and is configured as follows:

· Wrapped Context Length field shall be set to the length in octets of the Wrapped Context field.

· The Wrapped Context field shall contain a PMK-MA and related key context, formatted as specified in 7.3.1.35. The data to be protected shall be {PMK-MA || PMK-MAName || Lifetime}. PMK-MAName and Lifetime are separate components of the related key context.

· PMK-MA is derived from the selected hierarchy (based on the PMK-MA Request frame), and PMK-MAName identifies this key.

· Lifetime is a 4-octet unsigned integer representing the number of seconds remaining in the lifetime of the PMK-MA.

· The key used to protect the PMK-MA and related key context shall be the MKEK-KD portion of the MPTK-KD that is identified in the Message integrity check field in this message.

In the Message integrity check field of the PMK-MA Response frame, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA-ID, which is contained in the Address 3 (DA) field of the frame

· MKD-ID, which is contained in the Address 4 (SA) field of the frame.

· Contents of the Category field of the PMK-MA Response MSA multihop action frame.

· Action Value field of the PMK-MA Response MSA multihop action frame, which contains the value shown for “PMK-MA Response” in Table s35.

· Contents of the Key Transport Response field.

· Contents of the Mesh Key Transport Control field.

· Contents of the Mesh Wrapped Key field, if it is present.

Upon receiving a PMK-MA Response frame, the MA shall validate the MIC. If invalid, the MA shall silently discard the received frame.

The MA shall silently discard a PMK-MA Response frame unless it has been received within time dot11MeshKeyTransportTimeout of sending a PMK-MA Request frame with the same Message Token value. If a valid PMK-MA Response was received, the MA shall unwrap the encrypted key, if included. If a timeout occurred, the MA may reattempt the Mesh Key Pull Protocol (using a new Message Token value).

· Mesh Key Push Protocol

The Mesh Key Push Protocol consists of a PMK-MA Notification frame sent to the MA, followed by the MA initiating the Mesh Key Pull Protocol.

The MKD initiates the protocol by sending a PMK-MA Notification frame (see 7.4b.1.2). The MA-ID shall be asserted in the DA field of the message header, and the MKD-ID shall be asserted in the SA field of the message header.    

The contents of the Mesh Key Transport Control field shall be as follows:

· Message Token shall be set to zero.

· SP-ID shall be set to the identifier of the MP that, during its Initial MSA Authentication, generated the mesh key hierarchy that includes the PMK-MA to be delivered

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA to be delivered was derived.

In the Message integrity check field, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA-ID, which is contained in the Address 3 (DA) field of the frame.

· MKD-ID, which is contained in the Address 4 (DA) field of the frame.

· Contents of the Category field of the PMK-MA Notification MSA multihop action frame.

· Action Value field of the PMK-MA Notification MSA multihop action frame, which contains the value shown for “PMK-MA Notification” in Table s35.

· Contents of the Mesh Key Transport Control field.

Upon receiving a PMK-MA Notification frame, the MA shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MKD, and shall verify the MIC. If any verification fails, the MA shall silently discard the received message. If verified, the MA shall initiate the Mesh Key Pull Protocol as specified in 11B.5.6.1. The values of SP-ID and PMK-MKDName in the PMK-MA Request frame shall be set to those values received in the PMK-MA Notification frame.

If the MKD does not receive a PMK-MA Request frame requesting delivery of the PMK-MA referenced in the PMK-MA Notification frame within time dot11MeshKeyTransportTimeout after sending the PMK-MA Notification frame, the MKD may reissue the notification. The MKD shall not send PMK-MA Notification frames referencing the same PMK-MA more frequently than once per time dot11MeshKeyTransportTimeout.

· Mesh Key Revocation Protocol

The MKD may initiate the Mesh Key Revocation Protocol in order to request that a previously-delivered PMK-MA be revoked. Revocation of the PMK-MA implies that the PMK-MA shall be deleted and all keys derived from the PMK-MA shall be deleted.

The Mesh Key Revocation Protocol is a two-message exchange consisting of a PMK-MA Revoke message sent to the MA, followed by a PMK-MA Response message sent in reply. Both messages contain a MIC for integrity protection.

If the Mesh Key Pull Protocol is initiated by an MA that requests a key that has been or is being revoked, the MKD shall complete the Mesh Key Pull Protocol as specified in 11B.5.6.1. The response message sent by the MKD shall indicate “Unable to deliver requested PMK-MA,” since the requested key is no longer valid. 

To initiate the Mesh Key Revocation Protocol, the MKD shall construct and send a PMK-MA Revoke frame (see 7.4b.1.5). The MA-ID shall be asserted in the DA field of the message header, and the MKD-ID shall be asserted in the SA field of the message header.

The contents of the Mesh Key Transport Control field in the PMK-MA Revoke frame shall be as follows:

· Message Token shall be set to a pseudo-random value generated by the MKD in accordance with 8.5.7.

· SP-ID shall be set to the identifier of the MP that, during its Initial MSA Authentication, generated the mesh key hierarchy that includes the PMK-MA that shall be revoked.

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA that shall be revoked was derived.

In the Message integrity check field of the PMK-MA Revoke frame, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA-ID, which is contained in the Address 3 (DA) field of the frame.

· MKD-ID, which is contained in the Address 4 (SA) field of the frame.

· Contents of the Category field of the PMK-MA Revoke MSA multihop action frame.

· Action Value field of the PMK-MA Revoke MSA multihop action frame, which contains the value shown for “PMK-MA Revoke” in Table s35.

· Contents of the Mesh Key Transport Control field.

Upon receiving the PMK-MA Revoke frame, the MA shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MKD, and shall verify the MIC. If any verification fails, the MA shall silently discard the received frame. 

If verified, the MA shall compute the value of PMK-MAName using the PMK-MKDName and SP-ID included in the PMK-MA Revoke frame. The MA shall revoke the PMK-MA named by PMK-MAName, and shall send a PMK-MA Response message to the MKD. The MKD-ID shall be asserted in the DA field of the message header, and the MA-ID shall be asserted in the SA field of the message header. 

The Key Transport Response field of the PMK-MA Response frame shall be set to 2 to indicate “Key Revocation Acknowledged.”

The contents of the Mesh Key Transport Control field of the PMK-MA Response frame shall be identical to those values received in the PMK-MA Revoke frame.

The Mesh Wrapped Key field shall be omitted from the PMK-MA Response frame.

In the Message integrity check field of the PMK-MA Response frame, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MKD. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MKD-ID, which is contained in the Address 3 (DA) field of the frame.

· MA-ID, which is contained in the Address 4 (SA) field of the frame.

· Contents of the Category field of the PMK-MA Response MSA multihop action frame.

· Action Value field of the PMK-MA Response MSA multihop action frame, which contains the value shown for “PMK-MA Response” in Table s35.

· Contents of the Key Transport Response field.

· Contents of the Mesh Key Transport Control field.

Upon receiving a PMK-MA Response frame with value “Key Revocation Acknowledged,” the MKD shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MA, and shall verify the MIC. Further, the MKD shall verify that the PMK-MA Response frame was received within time dot11MeshKeyTransportTimeout of sending a PMK-MA Revoke frame containing an identical Mesh Key Transport Control field. If any verification fails, the MKD shall silently discard the received message. Otherwise, the MKD has received confirmation that revocation of the indicated key has successfully occurred at the MA.

If the MKD does not receive a valid PMK-MA Response frame within time dot11MeshKeyTransportTimeout of sending the PMK-MA Revoke frame, then the current protocol instance times out. The MKD may attempt to reissue the revocation command; if so, it shall initiate the Mesh Key Revocation protocol using a unique Message Token value.
· Mesh EAP Message Transport Protocol

Modify text in subclauses of 11B.5.7 as shown.
· EAP Encapsulation Request message

An EAP Encapsulation Request frame is sent from MA to MKD, either to transport an EAP message from the supplicant, or to request the AS to initiate EAP (“EAP-Start”).

An EAP Encapsulation Request message is defined as a Mesh EAP Encapsulation frame (see 7.4b.1.6) that has the Encapsulation Type subfield set to 1 (“request”). The MKD-ID shall be asserted in the DA field of the message header, and the MA-ID shall be asserted in the SA field of the message header. The contents of the EAP Authentication field are as follows:

· Encapsulation Type shall be set to 1 to indicate “request”.

· Message Token shall be set to a pseudo-random value generated by the MA in accordance with 8.5.7.

· SP-ID shall be set to the identifier of the supplicant MP that is participating in EAP; the SP-ID shall be set according to the local MP-ID value in the MSA Element.
· EAP Message Length shall indicate the length in octets of the EAP message that is included in the EAP Message subfield. If the MA is sending an “EAP-Start” notification, the EAP Message Length subfield shall be set to zero.

· If the EAP Message Length subfield is nonzero, the EAP message subfield shall be present, and shall contain an EAP message with format as defined in IETF RFC 3748. If the EAP Message Length subfield is zero, the EAP message subfield shall be omitted. The EAP message subfield shall be no longer than 2265 octets.

In the Message integrity check field, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MKD-ID, which is contained in the Address 3 (DA) field of the frame.

· MA-ID, which is contained in the Address 4 (SA) field of the frame.

· Contents of the Category field of the Mesh EAP Encapsulation MSA multihop action frame

· Contents of the Action Value field of the Mesh EAP Encapsulation MSA multihop action frame

· Contents of the EAP Authentication field.

Upon receiving an EAP Encapsulation Request message, the MKD shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MA and shall verify the MIC. If any verification fails, the MKD shall silently discard the received message. 

· EAP Encapsulation Response message

An EAP Encapsulation Response message is sent from MKD to MA, to transport an EAP message from the AS, and, in the final message of a sequence, provide an indication of the success of EAP to the MA. 

An EAP Encapsulation Response message is defined as a Mesh EAP Encapsulation frame (see 7.4b.1.6) that has the Encapsulation Type subfield set to indicate “response,” “accept,” or “reject.” The MA-ID shall be asserted in the DA field of the message header, and the MKD-ID shall be asserted in the SA field of the message header. The contents of the EAP Authentication field are as follows:

· Encapsulation Type shall be set as follows:

· If this is the final message of the sequence, and the EAP authentication of the supplicant resulted in an “accept” indication, Encapsulation Type shall be set to 2, to indicate “accept.”

· If this is the final message of the sequence, and the EAP authentication of the supplicant resulted in a “reject” indication, Encapsulation Type shall be set to 3, to indicate “reject.”

· Otherwise, Encapsulation Type shall be set to 11, to indicate “response.”

· Message Token and SP-ID shall be set to the same values as in the corresponding EAP Encapsulation Request message.

· EAP Message Length shall indicate the length in octets of the EAP message that is included in the EAP message subfield.

· The EAP message subfield shall contain an EAP message with format as defined in IETF RFC 3748. The EAP message subfield shall be no longer than 2265 octets.

In the Message integrity check field, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA-ID, which is contained in the Address 3 (DA) field of the frame.

· MKD-ID, which is contained in the Address 4 (SA) field of the frame.

· Contents of the Category field of the Mesh EAP Encapsulation MSA multihop action frame

· Contents of the Action Value field of the Mesh EAP Encapsulation MSA multihop action frame

· Contents of the EAP Authentication field.

Upon receiving a response message, the MA shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MA, shall verify the MIC, and shall verify that the Message Token subfield matches the corresponding value sent in the request message. If any verification fails, the MA shall silently discard the received message. If the final response message received has type “reject,” the MA shall terminate the peer link with the supplicant.



Abstract


At the July 2008 IEEE 802.11 meeting, documents 11-08/783r1 and 11-08/526r6 were both adopted by TGs for inclusion in the draft (see the July 2008 Mesh Minutes, 11-08/835r0).  These changes are reflected in TGs Draft 2.02, but some editing errors were made when incorporating the documents into the draft.  





This submission corrects the editing errors, using TGs Draft 2.02 as a baseline.  The corrections are shown using the “track changes” feature.
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