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Add a new subclause H.6.6 in Annex H

H.6.6 Management Frame Protection test vectors

H.6.6.1 BIP with broadcast Deauthentication frame

Unprotected broadcast Deauthentication frame (without FCS):

c0 00 00 00 ff ff ff ff ff ff 02 00 00 00 00 00 02 00 00 00 00 00 09 00 02 00

FC=c0 00

DUR=00 00

DA=ff ff ff ff ff ff

SA=02 00 00 00 00 00

BSSID=02 00 00 00 00 00

SEQ=09 00

Reason Code: 02 00

IGTK: 4e a9 54 3e 09 cf 2b 1e ca 66 ff c5 8b de cb cf

BIP AAD (FC | A1 | A2 | A3): c0 00 ff ff ff ff ff ff 02 00 00 00 00 00 02 00 00 00 00 00

Management Frame Body: 02 00

MMIE (with MIC=0): 4c 10 04 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00

AES-128-CMAC(AAD | Management Frame Body | MMIE): 48 df bf a7 b8 27 88 72

Protected broadcast Deauthentication frame (without FCS):

c0 00 00 00 ff ff ff ff ff ff 02 00 00 00 00 00 02 00 00 00 00 00 09 00 02 00 4c 10 04 00 04 00 00 00 00 00 48 df bf a7 b8 27 88 72

FC=c0 00 (note: Protected flag is _not_ set)

DUR=00 00

DA=ff ff ff ff ff ff

SA=02 00 00 00 00 00

BSSID=02 00 00 00 00 00

SEQ=09 00

Reason Code: 02 00

MMIE: 4c 10 04 00 04 00 00 00 00 00 48 df bf a7 b8 27 88 72 

(KeyID = 04 00 (= 4), Seq# = 04 00 00 00 00 00, MIC = 48 df bf a7 b8 27 88 72)

H.6.6.2 CCMP with unicast Deauthentication frame

Plaintext unicast Deauthentication frame (without FCS):

c0 00 00 00 02 00 00 00 01 00 02 00 00 00 00 00 02 00 00 00 00 00 60 00 02 00

FC=c0 00

DUR=00 00

DA=02 00 00 00 01 00

SA=02 00 00 00 00 00

BSSID=02 00 00 00 00 00

SEQ=60 00

Reason Code: 02 00

CCMP TK: 66 ed 21 04 2f 9f 26 d7 11 57 06 e4 04 14 cf 2e

CCM flags: 59 (Adata: 1, M: 011, L: 001)

Nonce = Nonce Flags | A2 | PN

      = 10 (Management)

    02 00 00 00 00 00

    00 00 00 00 00 01

l(m) = 00 02

AAD = FC | A1 | A2 | A3 | SC | A4 | QC

    = c0 40 02 00 00 00 01 00 02 00 00 00 00 00 02 00 00 00 00 00 00 00

AAD blocks:

00 16 c0 40 02 00 00 00 01 00 02 00 00 00 00 00

02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Encrypted Deauthentication frame (without FCS):

c0 40 00 00 02 00 00 00 01 00 02 00 00 00 00 00 02 00 00 00 00 00 60 00 01 00 00 20 00 00 00 00 1d 07 ca fd 04 09 bb 8b af ef

FC=c0 40 (note: Protected bit set)

DUR=00 00

DA=02 00 00 00 01 00

SA=02 00 00 00 00 00

BSSID=02 00 00 00 00 00

SEQ=60 00

CCMP Header: 01 00 00 20 00 00 00 00 (PN=1, ExtIV=1)

Encrypted Data: 1d 07

MIC: ca fd 04 09 bb 8b af ef

Abstract


Comment #18 of the IEEE 802.11w/D6.0 sponsor ballot requested new test vectors to be added for CCMP with a unicast management frame and BIP with a broadcast management frame. This submission describes changes to IEEE 802.11w/D6.0 to introduce such test vectors.
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