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· Abbreviations and acronyms

Modify/add/delete entries as shown:
MKD-KH
MBSS Key Distributor Key Holder

MKD-STA
MBSS Key Distributor station
MKD-KH-ID
MBSS Key Distributor Key Holder Identifier
MKD-STA-ID
MBSS Key Distributor Station Identifier
MKDK
MBSS Key Distribution Key

MKEK-KD
MBSS Key encryption key for key distribution

MKHSIE
MBSS Key holder security information element


· Frame formats
· Management frame body components

· Reason Code field

Replace “MKD” with “MKD-KH” in Table 7-22.  Replace “Initial MSA Authentication” with “MKD-KH Authentication”.
· MBSS Key Transport Control field

Modify the text as shown:

The MBSS Key Transport Control field is used in the Multihop Action frames that implement the MBSS Key Transport protocol (see 7.4b.1).

The MBSS Key Transport Control field is 50 octets in length and is defined in Figure 8


	Message Token
	Source Key Holder ID
	Destination Key Holder ID
	SP-ID
	PMK-MKD
Name

	Octets: 16
	6
	6
	6
	16

	· MBSS Key Transport Control field


The Message Token subfield contains a pseudo-random value used to detect replayed frames. 
The Source Key Holder ID subfield contains an MKD-KH-ID if the field is sent by an MKD-KH, or an identifier of a mesh STA if sent by an MA.  The Destination Key Holder ID subfield contains an MKD-KH-ID if the field is sent to an MKD-KH, or an identifier of a mesh STA if sent to an MA.
The SP-ID subfield contains the identifier of the supplicant mesh STA which should be the same as the mesh STA-ID, during its MKD-KH Authentication, created the PMK-MA that is the subject of the MBSS Key Transport Protocol message. It is encoded from following the same conventions from Section 7.1.1

The PMK-MKDName subfield contains the identifier of the PMK-MKD that was used to derive the PMK-MA that is the subject of the MBSS Key Transport Protocol message.

· Information elements

7.3.2.102  Mesh security capability information element [MSCIE]

Modify the text as shown by tracked changes:
The Mesh security capability information element contains the MKD Key Holder (MKD-KH) Identifier. A MBSS authenticator uses the Mesh security capability information element to advertise its status as an MA with regard to the identified MKD-KH. The format for this information element is given in Figure s40.

	Element ID
	Length
	MKD Key Holder Identifier
	Mesh Security Configuration

	Octets: 1
	1
	6
	1

	· Mesh security capability information element


The Element ID is set to the value given in Table 7-26 for this information element. The Length field is set to 7.

The MKD Key Holder Identifier is a 6-octet value, following the ordering conventions from 7.1.1.

The Mesh Security Configuration field is one octet and is defined in Figure s41.

	B0
	B1
	B2
	B3
	B4                  B7

	MBSS authenticator
	Path to MKD-STA
	MKD-KH Access
	Default Role Negotiation
	Reserved

	Bits: 1
	1
	1
	1
	4

	· Mesh Security Configuration field


The MBSS authenticator bit is set to one to indicate that a mesh STA has a valid security association with an MKD-KH, and is therefore a MBSS authenticator for the MKD-KH identified in this information element. The bit is also set to one if MKD-KH Access is set to one.

The Path to MKD-STA bit is set to one to indicate that the mesh STA has a valid mesh path to an MKD-STA of the identified MKD-KH as well as a valid security association with the MKD-KH identified in this information element, or if MKD-KH Access is set to one. The Path to MKD-STA bit is set to zero if the MBSS authenticator bit is set to zero.
The MKD-KH Access is set to one to indicate that the mesh STA is an MKD-STA of the MKD-KH identified in this information element, meaning the mesh STA provides access to the MKD-KH function.
The interpretation of the MBSS authenticator, Path to MKD-STA, and MKD-KH Access bits is described in Table s8.

	· Meaning of Mesh Security Configuration bits

	MBSS authenticator
	Path to MKD-STA
	MKD-KH Access
	Meaning

	0
	0
	0
	The mesh STA is not a MBSS authenticator.

	(any)
	0
	1
	Invalid

	0
	1
	(any)
	Invalid

	1
	0
	0
	The mesh STA is a MBSS authenticator for the identified MKD-KH but does not currently have a path to an MKD-STA of the MKD-KH. 

	1
	1
	0
	The mesh STA is a MBSS authenticator for the identified MKD-KH and currently has a path to an MKD-STA of the MKD-KH.

	1
	1
	1
	The mesh STA is an MKD-STA of the identified MKD-KH.


The Default Role Negotiation bit is set to one by a mesh STA if it uses the default method to assign Selector and non-Selector mesh STA roles during the MSA authentication mechanism, as specified in 11B.5.2.3.1, and is set to 0 otherwise. When set to 0, the specification of role selection is outside the scope of this standard.
7.3.2.103 MSA information element [MSAIE]

Modify the text as shown by tracked changes:
The MSA information element includes information needed to perform the authentication sequence during an MSA handshake. This information element is shown in Figure s42.

	Element ID
	Length
	Handshake Control
	
	Local mesh STA-ID
	Selected AKM Suite
	Selected Pairwise Cipher Suite
	Chosen PMK
	Local Nonce
	Peer Nonce
	Optional Parameters

	Octets: 1
	1
	1
	
	
	4
	4
	16
	32
	32
	variable

	· MSA information element

·  [MSAIE]


The Element ID is set to the value given in Table 7-26 for this information element. The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).

The Handshake Control field contains two subfields as shown in Figure s43.

	B0
	B1 B7

	Requests MKD-KH Authentication
	Reserved

	Bits: 1
	7

	· Handshake Control field


The “Requests MKD-KH Authentication” subfield is set to 1 to indicate a mesh STA requests MKD-KH authentication during the MSA Authentication mechanism.


The local mesh STA-ID field contains the identifier of the mesh STA which is sending the information element; it contains one of the MAC addresses of the mesh STA if it has more than one PHY. It is encoded following the conventions from 7.1.1.

The Selected AKM Suite field contains an AKM suite selector, as defined in 7.3.2.25.2, indicating the authentication type and key management type to be used to secure the link.

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.

The Chosen PMK field contains a PMKID indicating the name of the PMK-MA chosen by a key selection procedure.

The Local Nonce field contains a nonce value chosen by the mesh STA that is sending the information element. It is encoded following the conventions from 7.1.1.

The Peer Nonce field contains a nonce value that was chosen by the peer mesh STA or candidate peer mesh STA to which the information element is being sent. It is encoded following the conventions from 7.1.1.

The format of the optional parameters is shown in Figure s44.

	Sub-element ID
	Length
	Data

	Octets: 1
	1
	variable

	· Optional parameters field


The Sub-element ID is one of the values from Table s9.

	· Sub-element IDs

	Value
	Contents of data field
	Length

	0
	Reserved
	

	1
	Derived Key Offer
	variable

	2
	Key Holder Transport List
	variable

	3
	MKD-STA-ID
	6

	4
	MKD-NAS-ID
	variable

	5
	GTKdata
	variable

	6-255
	Reserved
	


Derived Key offer contains a series of key hierarchy identifiers that indicate available keys.  A key hierarchy identifier has the format shown in Figure s44a.  The Derived Key Offer sub-element contains one or more key hierarchy identifiers.  The Length field is a multiple of 28, based on the number of identifiers included.
	MKD-KH-ID
	MKD-STA-ID
	PMK-MKDName

	Octets: 6
	6
	16

	Figure s44a- Key hierarchy identifier format


MKD-KH-ID contains an MKD key holder identifier.  MKD-STA-ID contains the identity of a mesh STA that provides access to the identified MKD-KH.  PMK-MKDName contains an identifier (as defined in 8.8.4) of a PMK-MKD that was derived at the identified MKD-KH.  
Key Holder Transport List contains a series of transport type selectors that indicate the Key Holder Transport protocols. A transport type selector has the format shown in Figure s45.

	OUI
	Transport Type

	Octets: 3
	1

	· Transport type selector format


The order of the organizationally unique identifier (OUI) field follows the ordering convention for MAC addresses from 7.1.1. The transport types defined by this standard are provided in Table s10.

	· Transport types

	OUI
	Transport Type
	Meaning

	
	
	Key Transport
	EAP Transport

	00-0F-AC
	0
	None specified
	None specified

	00-0F-AC
	1
	MBSS Key Transport protocols defined in 11B.5.6
	MBSS EAP Message Transport protocols as defined in 11B.5.7 

	00-0F-AC
	2-255
	Reserved
	Reserved

	Vendor OUI
	Any
	Vendor specific
	Vendor specific

	Other
	Any
	Reserved
	Reserved


The transport type 00-0F-AC:1 is the default transport type selector value.

MKD-STA-ID contains the identity of a mesh STA that provides access to the MKD-KH that facilitates authentication.


MKD-NAS-ID contains the identity of the MKD-KH that facilitates authentication, and that will be bound into the first-level keys PMK-MKD and MKDK.

The GTKdata field contains a KDE containing the bit string of {GTK || peerMAC || Key RSC || GTKExpriationTime}. The GTKdata field is protected with the deterministic authenticated encryption mode of SIV, as defined in IETF RFC 5297 using the GTK as the plaintext and the peerMAC, KeyRSC, and GTKExpirationTime as separate, distinct, components of associated data (AD).The KDE is defined in Figures 8-25 and 8-26 of 8.5.2. The Key RSC denotes the last frame sequence number sent using the GTK and is specified in Table 8-4 of 8.5.2. GTKExpirationTime denotes the key lifetime of the GTK in seconds and the format is specified in Figure 8-30 of 8.5.2.

· MBSS Key Holder Handshake frame format

Modify the text as shown by tracked changes:
The MBSS Key Holder Handshake frame uses the Multihop Action frame body format and is transmitted by a MBSS Key holder to perform the MBSS Key Holder Security Handshake. The format of the MBSS Key Holder Handshake frame body is shown in Table s36.
	· MBSS Key holder security establishment frame body format

	Order
	Information

	1
	Mesh Control

	2
	Category

	3
	Action Value

	4
	Mesh BSSID (see 7.3.2.82)

	
	

	5
	Key Holder Security

	6
	Key Holder Transport List

	7
	Status Code (see 7.3.1.9)

	8
	Message integrity check (optional, see 7.3.1.33)


The Category field is one octet and is set to the value in Table 7-24 for category MSA.

The Action Value field is one octet and is set to 0 (representing a MBSS Key Holder Handshake frame).

The Mesh BSSID information element is described in 7.3.2.82.


The Key Holder Security field is 77 octets in length and is defined in Figure s49.
	Handshake Sequence
	MA-Nonce
	MKD-Nonce
	MA-ID
	MKD-KH-ID

	Octets: 1
	32
	32
	6
	6

	· Key holder security field


The Handshake Sequence subfield contains a sequence number, represented as an unsigned binary number, used to differentiate messages in a handshake.

The MA-Nonce field contains a pseudo-random value chosen by the MA. It is encoded following the conventions from 7.1.1.

The MKD-Nonce field contains a pseudo-random value chosen by the MKD-KH. It is encoded following the conventions from 7.1.1.

The MA-ID field contains the identifier of the MA. The MA-ID is one of the MAC addresses of the Authenticator mesh STA if it has more than one PHY. It is encoded following the conventions from 7.1.1.

The MKD-KH-ID field contains the identifier of the MKD-KH. It is encoded following the conventions from 7.1.1.
The Key Holder Transport field is defined in Figure s50.
·  PMK-MA Notification frame format

In 7.4b.1.2 replace the instance of MKD in the first paragraph with MKD-STA.
· PMK-MA Response frame format

In 7.4b.1.4 replace the instance of MKD in the first paragraph with MKD-STA.
· PMK-MA Revoke frame format

In 7.4b.1.5 replace the instance of MKD in the first paragraph with MKD-STA.
· MBSS EAP Encapsulation frame format

Modify the paragraph and figure in 7.4b.1.6 as shown:

The EAP Authentication field is 37 octets or greater in length and is defined in Figure s51.
	Encapsulation Type
	Message Token
	Source Key Holder ID
	Destination Key Holder ID
	SP-ID
	EAP Message Length
	EAP Message

	Octets: 1
	16
	6
	6
	6
	2
	variable

	· EAP Authentication field


Insert the following paragraph after the paragraph beginning “The Message Token…”
The Source Key Holder ID subfield contains an MKD-KH-ID if the field is sent by an MKD-KH, or an identifier of a mesh STA if sent by an MA.  The Destination Key Holder ID subfield contains an MKD-KH-ID if the field is sent to an MKD-KH, or an identifier of a mesh STA if sent to an MA.
· Security

· Security association definitions

Throughout 8.4.1.1, replace MKDD-ID with MKD-KH-ID.  Also, replace “Initial MSA Authentication” with “MKD-KH Authentication”.
· Keys and key distribution

· EAPOL-Key frames

Modify Table 8-4 as shown by adding a row for data type 11:

	· KDE

	

	OUI
	Data Type
	Meaning
	

	00-0F-AC
	10
	Mesh GTK Delivery KDE
	

	00-0F-AC
	11
	MSA Authentication KDE
	

	00-0F-AC
	912-255
	
	


Modify the text as shown, and insert the figure s50a:
The format of the Mesh GTK Delivery KDE is shown in Figure s50. The format of the MSA Authentication KDE is shown in Figure s50a.
	Selected Pairwise Cipher Suite
	Selected AKM Suite
	Selected PMK-MA

	4 octets
	4 octets
	16 octets

	Figure s50a—MSA Authentication KDE format


· Key distribution for MSA

· Overview

In 8.8.1, replace all stand-alone instances of “MKD” with “MKD-KH”.  Stand-alone means that this replacement does not apply to the use of MKD within a larger term, so this does not apply to “PMK-MKD” nor “MKDK”.
· Key hierarchy

Modify the first list item as shown:
· PMK-MKD – The first level of the link security branch, this key is derived as a function of the MSK or PSK and the Mesh BSSID. It is cached by the supplicant mesh STA and the PMK-MKD key holder, namely the MKD-KH. This key is mutually derived by the supplicant mesh STA and the MKD-KH. There is only a single PMK-MKD derived between the supplicant mesh STA and the MKD-KH.

In the remainder of 8.8.2, replace stand-alone instances of “MKD” with “MKD-KH”.

· PMK-MKD

Modify the text as shown:

The first level key of the MBSS Key hierarchy link security branch, PMK-MKD binds the SP-ID, MKD key holder identifier, MKD-NAS-ID, and Mesh BSSID with the keying material resulting from the negotiated AKM. The PMK-MKD is the top level 256-bit keying material used to derive the next level keys (PMK-MAs):

MeshTopLevelKeyData = KDF-768(XXKey, “MBSS Key Derivation”, MeshID, MKD-NAS-ID, MKD-KH-ID, SP-ID)

PMK-MKD = L(MeshTopLevelKeyData, 0, 256)

PMK-MKDNameData = L(MeshTopLevelKeyData, 256, 128)

where

· KDF-768 is the KDF function as defined in 8.8.3 used to generate a key of length 768 bits.

· If the AKM negotiated is <ANA 57>, then XXKey shall be the second 256 bits of the MSK (MSK being derived from the IEEE 802.1X authentication), i.e., XXKey = L(MSK, 256, 256). If the AKM negotiated is <ANA 58>, then XXKey shall be the PSK.

· “MBSS Key Derivation” is 0x4D657368204B65792044657269766174696F6E.

· MeshIDLength is a single octet whose value is the number of octets in the Mesh BSSID.

· Mesh BSSID is the mesh identifier, a variable length sequence of octets, as it appears in the Beacon frames and Probe Response frames.

· NASIDlength is a single octet whose value is the number of octets in the MKD-NAS-ID.

· MKD-NAS-ID is the identifier of the MKD-KH sent from the 802.1X Authenticator mesh STA to the 802.1X Supplicant mesh STA during MKD-KH Authentication.

· MKD-KH-ID is the identifier of MKD key holder, which is sent by the Selector mesh STA in the MSCIE during MKD-KH authentication.

· SP-ID is the supplicant MP identifier sent from the 802.1X Supplicant MP to 802.1X Authenticator MP during Initial MSA Authentication.
· L(-) is defined in 

· 8.5.1

The PMK-MKD is referenced and named as follows:

PMK-MKDName = NDF(“PMK-MKD Name” || PMK-MKDNameData)

where

· “PMK-MKD Name” is 0x504D4B2D4D4B44204E616D65.

· Truncate-128(-) returns the first 128 bits of its argument, and securely destroys the remainder.

8.8.5 PMK-MA

In 8.8.5, replace “MKD” with “MKD-KH” and replace “Initial MSA Authentication” with “MKD-KH Authentication”.
· MKDK

Change the first paragraph of 8.8.7 as shown:
The first level key of the key distribution branch, MKDK binds the SP-ID (the MAC address of the mesh STA establishing the MKDK to become an MA), MKD key holder identifier, and Mesh BSSID with the keying material resulting from the negotiated AKM. The MKDK is used to derive the MPTK-KD.

· MPTK-KD

Modify the text as shown:

The second level key of the key distribution branch, MPTK-KD, is a 256-bit key that is mutually derived by an MA and an MKD-KH. The MPTK-KD is derived:

MPTK-KD = KDF-256(MKDK, “Mesh PTK-KD Key”, MA-Nonce, MKD-Nonce, MA-ID, MKD-KH-ID)

where

· MKDK is the key defined in 8.8.7.

· “Mesh PTK-KD Key” is 0x4D6573682050544B2D4B44204B6579.

· MA-Nonce is a 256-bit pseudo-random string contributed by the MA.

· MKD-Nonce is a 256-bit pseudo-random string contributed by the MKD-KH.

· MA-ID is the identifier of the MA.

· MKD-KH-ID is the identifier of the MKD key holder.

The MPTK-KD has two component keys, the MBSS Key confirmation key for key distribution (MKCK-KD) and the MBSS Key encryption key for key distribution (MKEK-KD), derived as follows:

The MKCK-KD shall be computed as the first 128 bits (bits 0-127) of the MPTK-KD:

MKCK-KD = L(MPTK-KD, 0, 128)

where L(-) is defined in 8.5.1.

The MKCK-KD is used to provide data origin authenticity in messages exchanged between MA and MKD-KH, as defined in 11B.5.6.

The MKEK-KD shall be computed as bits 128-383 of the MPTK-KD:

MKEK-KD = L(MPTK-KD, 128, 256)

The MKEK-KD is used to provide data confidentiality and data integrity in messages exchanged between MA and MKD-KH, as defined in 11B.5.6.

The MPTK-KD is referenced and named as follows:

MPTK-KDName = NDF(MKDKName || “MPTK-KDName” || MA-Nonce || MKD-Nonce || MA-ID || MKD-KH-ID)

where

· “MPTK-KD Name” is 0x4D50544B2D4B44204E616D65.

· MBSS Key holders

· Key holder requirements

Modify the text as shown:

The MKD-KH and MA are responsible for the derivation of keys in the MBSS Key hierarchy.

It is assumed that the MKD-KH does not expose the PMK-MKD to other parties. Further, the MKD-KH shall meet the following requirements.

· The MKD-KH shall provide NAS client (the client component of a Network Access Server that communicates with an Authentication Server) functionality.

· The MKD key holder identifier (MKD-KH-ID) uniquely identifies an MKD key holder. The MKD-KH-ID is bound into the derivation of the first level keys (PMK-MKD and MKDK).

· The MKD NAS Identifier (MKD-NAS-ID) shall be set to the identity of the NAS Client provided by the MKD-KH (e.g., NAS-Identifier as defined in RFC 2865 if RADIUS is used as the backend protocol). MKD-NAS-ID shall not be longer than 48 octets. MKD-NAS-ID is bound into the derivation of the first level keys (PMK-MKD and MKDK).

· 
· When the PMK-MKD lifetime expires, the MKD-KH shall delete the PMK-MKD SA and shall delete all PMK-MAs cached within the MKD-KH that were derived from the PMK-MKD. 

· The MKD-KH shall not expose the PMK-MA to parties other than the authorized MA.

The MA shall meet the following requirements.

· The MBSS authenticator identity (MA-ID) shall be set to the identifier of the physical entity that stores the PMK-MA, it shall be the same as its mesh STA-ID which can uniquely identify the authenticator. That same identifier shall be used to advertise the MA identity to mesh STAs and to the MKD-KH.

· The MA shall provide the IEEE 802.1X Authenticator function, and its Port Access Entity shall authorize the controlled Port for communication with a peer mesh STA only upon installation of a PTK derived with the peer mesh STA. The PTK shall be derived from a PMK-MA received from the MKD-KH. 

· The MA shall provide the IEEE 802.11 Authenticator function to derive and distribute the GTK to connected mesh STAs.

· When the PMK-MA lifetime expires, the MA shall delete the PMK-MA SA and shall revoke all PTKs derived from the PMK-MA using the MLME-DELETEKEYS primitive. 

· The MA shall not expose the PMK-MA to other parties.

· Authorization of MBSS Key holders

Modify the text as shown:

Authorization of MA and MKD-KH functions is achieved through the MBSS Key holder security association (11B.5.5), which provides a mutual proof of possession of the MBSS Key hierarchy (specifically, the MKDK) when it completes successfully.  The MA is authorized by the MKD-KH to receive PMK-MA keys after it completes the MBSS Key holder security handshake (11B.5.5.2).  Similarly, the MKD-KH is authorized by the MA to distribute keys when in completes the handshake.
The distribution of PMK-MAs within a mesh shall satisfy the following requirements:

· Delivery of PMK-MA keys shall be performed using the protocol defined in 11B.5.6.

· A PMK-MA key shall be delivered to an MA only if the MA is authorized to receive PMK-MA keys.

· A PMK-MA key shall be delivered to an authorized MA only if the authorized identity of the MA (i.e., the MA-ID exchanged during the MA’s MBSS Key holder security handshake) is identical to the MA-ID value used to derive the PMK-MA being delivered.

Modify the heading of 8.8.9.3 as shown:

· PMK-MA distribution within a mesh
Modify the text of 8.8.9.3 as shown:


A mesh STA creates its MBSS Key hierarchy during MKD-KH Authentication, utilizing information forwarded from the MKD-KH by the MA. During MKD-KH Authentication, the MKD-KH derives the PMK-MKD from the MSK acquired during IEEE 802.1X authentication, when the negotiated AKM is 00-0F-AC:5, or from the PSK, when the negotiated AKM is 00-0F-AC:6.

Additionally, the MKD-KH is responsible for deriving a PMK-MA for each MA. When the MKD-KH transmits the derived PMK-MA keys securely to those key holders, it also includes the PMK-MAName, the key lifetime and the PMK-MKDName used to derive the PMK-MA. 

The secure transmission of keys and key information from MKD-KH to MA shall be through the use of the MBSS Key transport protocol described in 11B.5.6.

Each MA shall derive the PTK mutually with the supplicant mesh STA.

· Mesh networking

· Mesh link security 

Modify the text as shown using tracked changes:
· MSA services

MBSS security association (MSA) services are used to permit establishment of link security between two mesh STAs in a MBSS. MSA services are provided through the use of a MBSS Key hierarchy, a hierarchy of derived keys that is established when a mesh STA is authenticated to the mesh.

The operation of MSA relies on MBSS Key holders, which are functions that are accessible to mesh STAs within the MBSS.  Two types of MBSS Key holders are defined: MBSS authenticators (MAs) and MBSS Key distributor key holders (MKD-KHs).  A single mesh STA may provide access to both MKD-KHs and MA key holders or an MA alone.

MSA provides the MSA authentication mechanism (11B.5.2) for the purpose of establishing secure links between mesh STAs. When establishing its first peer link in a mesh, for example, a mesh STA performs authentication and establishes a key hierarchy during the MSA authentication mechanism; this procedure is referred to as “MKD-KH Authentication.” Subsequent security associations to other mesh STAs may utilize the MBSS Key hierarchy that has been established, and the MKD-KH Authentication procedures may be omitted during the MSA authentication mechanism, provided the two mesh STAs have authenticated to a common MKD-KH.
MSA also provides mechanisms for secure communications between MBSS Key holders. The “MBSS Key Holder Security Handshake” (11B.5.5.2) provides the mechanism for establishing a security association between an MA and MKD-KH. Secure MBSS Key transport protocols and an EAP message transport protocol are also defined. 

· MBSS Key holder functions

MBSS Key holders, MAs and MKD-KHs, manage the MBSS Key hierarchy by performing key derivation and key distribution.  An MKD-KH derives keys to create a MBSS Key hierarchy, and distributes derived keys to MAs.

A mesh employing MSA shall contain one or more MKD-KHs.  When a mesh has multiple MKD-KHs, an MA may establish MBSS Key holder security associations with multiple MKD-KHs.  A mesh STA that provides access to an MKD-KH function is called a MBSS Key distributor STA (MKD-STA). 
The MBSS Key holder security association between an MA and MKD-KH is described in 11B.5.5. A security association between MA and MKD-KH permits the operation of key holder transport protocols; these protocols enable key management and transport of authentication (EAP) traffic.  The MA key holder function may be required to relay authentication traffic on behalf of a peer mesh STA during the MSA authentication mechanism (see 11B.5.2.3.4). The MA may also receive derived keys from the MKD-KH during the MSA authentication mechanism, and the MA derives additional keys for use in securing a link with a peer mesh STA, such as during the MSA 4-way handshake. 

MSA assumes that the AS and MKD-KH have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to intermediate parties.  The IEEE 802.1X AS never exposes the MSK to any party except the MKD-KH that is facilitating the supplicant mesh STA’s authentication.  The communication between AS and MKD-KH is beyond the scope of this standard. However, the communication protocol between AS and MKD-KH shall provide the following functions:  (a) Mutual authentication between AS and MKD-KH, (b) A channel for authentication between a supplicant mesh STA and the AS, and (c) The ability to pass the generated key (the MSK) from the AS to the MKD-KH in a manner that provides authentication of the key source, ensures integrity of the key transfer, and preserves data confidentiality of the key from all other parties.  Suitable protocols are referenced in 5.8.4.

· MSA capability advertisement functions

The support of MSA capabilities is advertised by mesh STAs in Beacon and Probe Response frames through the inclusion of the MSCIE.  Moreover, a mesh STA that utilizes MSA to authenticate with other mesh STAs shall advertise its security policy by inserting an RSN information element into its Beacon frames and Probe Response frames.

The MSCIE shall be included in Beacon and Probe Response frames to advertise support for MSA and to advertise the identifier of and its Mesh Security Configuration related to the Authenticator MKD-KH. The Authenticator MKD-KH is defined as the MKD-KH to which a peer mesh STA will authenticate when the mesh STA relays authentication traffic during the peer’s MKD-KH authentication.  The determination of the Authenticator MKD-KH is as follows:
· If a mesh STA is an MKD-STA, then the Authenticator MKD-KH shall be the MKD-KH to which the mesh STA provides access.

· Otherwise, the Authenticator MKD-KH shall be selected according to the local policy of the mesh STA from among those MKD-KHs with which it holds a valid security association.
If a mesh STA has no valid MBSS Key holder security associations with any MKD-KHs and is not an MKD-STA, then the Authenticator MKD-KH is undefined.


In the MSCIE, the MKD Key Holder Identifier field shall contain the MKD-KH-ID of the Authenticator MKD-KH, or shall be set to zero if Authenticator MKD-KH is undefined.  The Mesh Security Configuration field shall be set as follows:

· MBSS authenticator: The mesh STA shall set this bit to 1 if the Authenticator MKD-KH is defined. 
· Path to MKD-STA: The mesh STA shall set this bit to 0 if the MBSS authenticator bit is set to 0, or if the mesh STA considers the MKD-STA providing access to the Authenticator MKD-KH to be an unreachable destination (for example, due to receiving a PERR information element).  Otherwise, it shall be set to 1.
· MKD-KH Access: The mesh STA shall set this bit to 1 if the mesh STA provides access to the MKD-KH function (this mesh STA is an MKD-STA for the Authenticator MKD-KH).  Otherwise, it shall be set to 0.
· Default Role Negotiation: The mesh STA shall set this bit to 1 if it uses the mesh default scheme for designation of the Selector mesh STA during the MSA authentication mechanism, as specified in 11B.5.2.3.1. The mesh STA shall set this bit to 0 if it uses some other role determination scheme, such as a proprietary scheme. The specification of other schemes is beyond the scope of this standard.

An MKD-KH may support zero or more Key Holder Transport protocols.  An MA advertises the mechanisms supported by its Authenticator MKD-KH during the MSA authentication mechanism (using the Key Holder Transport List parameter in the MSAIE).

· MSA authentication functions

To establish a secure link, a mesh STA may use the MSA authentication mechanism or the Abbreviated MSA authentication mechanism.

The MSA authentication mechanism is defined in 11B.5.2, and incorporates the mesh peer link management protocol defined in 11B.3.  MSA authentication makes no assumptions about the existence of PMK-MAs between peer mesh STAs prior to initiating the protocol, as MSA authentication may include key pulling or MKD-KH authentication, when required, to establish a common PMK-MA.


The Abbreviated MSA Authentication procedure (specified in 11B.5.3), also called the Abbreviated Handshake, establishes an authenticated peer link and session keys between the mesh STAs, under the assumption that a PMK-MA is already established before the initiation of the protocol. Abbreviated Handshake achieves the same functionality as the MSA Authentication mechanism does. The Abbreviated Handshake uses action frames defined for Peer Link Management procedure. In addition to peer link establishment, the Abbreviated Handshake achieves proof of possession of an authenticated symmetric key between mesh STAs, authenticated security capability selection, and authenticated session key establishment. A mesh STA may initiate the Abbreviated Handshake when the mesh STA expects that there is at least one PMK-MA shared between itself and the candidate peer mesh STA and the mesh STA supports the Abbreviated Handshake.

· MSA key holder communication functions

In order to support the MBSS Key hierarchy, MBSS Key holders shall communicate securely to provide the following services to mesh STAs:

· transporting EAP traffic between key holders to permit a supplicant mesh STA to perform 802.1X authentication, and

· securely delivering derived keys to facilitate the use of a derived key hierarchy.

A mesh STA shall invoke the MBSS Key Holder Security Handshake (11B.5.5.2) to establish a security association with an MKD-KH. The security association permits the mesh STA to subsequently operate as a MBSS authenticator (MA). An MA advertises, in Beacon frames and Probe Response frames, its capability to authenticate mesh STAs using the MBSS Key hierarchy. The MBSS Key Holder Security Handshake is described in 11B.5.5.

The MBSS Key Holder Security Handshake also permits the MA and MKD-KH to agree on a set of protocols to provide the key holder services (i.e., transporting EAP traffic and delivering derived keys). The default Key Holder Transport protocols are described in 11B.5.6 (MBSS Key Transport Protocols) and 11B.5.7 (MBSS EAP Message Transport Protocol).

Selection of the Key Holder Transport protocols to be used between a mesh STA and MKD-KH is performed during the MBSS Key holder security handshake described in 11B.5.5.2. The mesh STA shall decline to establish a MBSS Key holder security association with the MKD-KH if the Key Holder transport protocols supported by the mesh STA and MKD-KH do not overlap.

MBSS Key Transport Protocols are defined in 11B.5.6, and may be used to manage the distribution of keys (specifically, PMK-MAs) to MAs. In addition to the key transport protocols defined in 11B.5.6, other mechanisms may be used to facilitate key management. Key transport protocols must satisfy the following requirements:

· The protocols shall permit the MKD-KH to both provide a key to an MA and to revoke the key (i.e., order the MA to securely delete a previously-delivered key).

· The protocols shall provide confidentiality of the delivered key.  The protocols shall provide both message integrity and data origin authenticity for all messages.

An EAP transport mechanism is defined in 11B.5.7, and may be used to facilitate EAP authentication of mesh STAs by transporting EAP messages between an MA and MKD-KH. An EAP transport mechanism is needed by MKD-KHs supporting external communication with other MAs, and by MAs not co-located with an MKD-KH. In addition to the EAP transport mechanism defined in 11B.5.7, other mechanisms, such as vendor specific mechanisms, may be used to facilitate EAP authentication. An EAP transport mechanism must satisfy the following requirements:

· The mechanism shall permit the MKD-KH to provide a secure indication of the result of EAP authentication to the MA.  Here, "secure" means the mechanism provides data origin authentication (of the MKD-KH) and message integrity.

· The mechanism shall explicitly identify the supplicant mesh STA involved in EAP authentication during the transport of an EAP message.  In other words, since multiple supplicant mesh STAs may be undergoing EAP authentication through a single MA, the mechanism shall permit the MA and MKD-KH to distinguish the transported EAP message using the identity of the supplicant mesh STA.

Rename clause 11B.5.2 as shown:
· MSA authentication mechanism
Replace the contents of 11B.5.2 with the following:
· Overview of MSA authentication mechanism

MSA defines the MSA authentication mechanism for the purpose of establishing a secure link between two mesh STAs within a mesh.  The MSA authentication mechanism comprises three phases:
· Link establishment
· Key establishment
· Secure session establishment
Link establishment allows the mesh STAs to establish a peer link, in accordance with 11B.3, and to exchange security-related information.  The specification of the information exchange is given in 11B.5.2.2.  The purpose of key establishment is to allow both mesh STAs to possess a pairwise master key (i.e., a PMK-MA) for use in securing the link.  Based on the information exchanged in link establishment, protocols may be run during the key establishment phase.  Key establishment protocols include the MBSS Key Transport Pull or Push protocols and MKD-KH authentication, and the specification is given in 11B.5.2.3.  Finally, Secure session establishment creates a PTK used to secure the link through the MSA 4-way Handshake, as specified in 11B.5.2.4.

· Link establishment in the MSA authentication mechanism

A mesh STA may enter the Link establishment phase either by initiating the peer link management protocol with a candidate peer mesh STA or by receiving a peer link open message from the candidate peer mesh STA.  The purpose of Link establishment is to set up an unsecured peer link, which may be used to exchange security-related information to enable subsequent phases of the MSA authentication mechanism to proceed.  In particular, once established an unsecured peer link may be used to run protocols such as MKD-KH authentication.
The peer link management protocol shall be run as specified in 11B.3.  In addition, peer link open and peer link confirm messages sent by the local mesh STA shall contain the RSNIE, MSCIE, and MSAIE.  The contents of these information elements shall be as specified here:
In the RSNIE:
· The Group Cipher Suite field shall be set to the cipher suite selector that the mesh STA uses for protecting its broadcast/multicast traffic.

· The Pairwise Cipher Suite List field shall contain a series of cipher suite selectors that indicate the pairwise cipher suites the mesh STA supports for protecting unicast traffic with the candidate peer mesh STA.  The list is ordered according to the policy of the local mesh STA, with the most-preferred cipher suite listed first.

· If the MBSS authenticator bit of the MSCIE is set to 1, the AKM Suite List field shall contain the AKM suite supported by the Authenticator MKD-KH.  (If the mesh STA is an MKD-STA of the MKD-KH, then the list shall contain a single AKM suite as determined by the MKD-KH; otherwise, it contains the AKM Suite List field received during the mesh STA’s MKD-KH authentication with the Authenticator MKD-KH.)  If the MBSS authenticator bit is set to 0, the AKM Suite List field shall contain all AKM suites the local mesh STA is capable of supporting when authenticating to an MKD-KH. 
· The PMKID List field shall contain the cached key offer.  The cached key offer is an ordered list of PMK-MAName entries identifying valid PMK-MAs that the local mesh STA has received from an MKD-KH for use with the candidate peer mesh STA.  The list is ordered according to the local policy of the mesh STA, with the most-preferred listed first.  The PMKID List may be empty if no cached keys conforming to local policy are available.
The MSCIE shall be set as specified in 11B.5.1.2. 

In the MSAIE:
· Requests MKD-KH Authentication subfield of the Handshake Control field shall be set to 1 if the local mesh STA requests MKD-KH Authentication during this MSA authentication mechanism, or if Authenticator MKD-KH is undefined.  

· The local mesh STA-ID shall be set to be the identifier of the mesh STA that is sending the frame. It could be one of the MAC addresses of the mesh STA if it has more than one PHY, and it could not be changed once it determined.
· The derived key offer shall be present if Authenticator MKD-KH is defined. If present, it shall contain one or more entries identifying MKD-KHs with which the mesh STA has a valid security association. Each entry shall contain the MKD-KH-ID identifying the MKD-KH, an MKD-STA-ID identifying an MKD-STA providing access to the MKD-KH, and the PMK-MKDName identifying the security association.  If the mesh STA is an MKD-STA, then in the first derived key offer entry, MKD-KH-ID shall identify the MKD-KH the mesh STA provides access to, MKD-STA-ID shall be the local mesh STA-ID, and PMK-MKDName shall be set to zero.  
· If Authenticator MKD-KH is defined, both MKD-NAS-ID and MKD-STA-ID shall be present and shall identify the Authenticator MKD-KH.  If the mesh STA is an MKD-STA, MKD-NAS-ID shall contain the value of dot11MeshMKDNASID and MKD-STA-ID shall be the local mesh STA-ID. Otherwise, MKD-STA-ID and MKD-NAS-ID shall contain the values that the mesh STA received during its MKD-KH Authentication with the Authenticator MKD-KH.
· If Authenticator MKD-KH is defined, Key Holder Transport List shall be present. If the mesh STA is an MKD-STA, the list shall indicate the transport types supported by the MKD-KH the mesh STA provides access to.  Otherwise, Key Holder Transport List shall contain the list that the mesh STA received during its MKD-KH Authentication with the Authenticator MKD-KH. 
· All other fields shall be set to zero.

If both mesh STAs have the “MBSS authenticator” bit set to zero in the MSCIE, then MSA authentication cannot proceed, as it is impossible for either mesh STA to do MKD-KH Authentication.  Upon determining that neither mesh STA is an MA during peer link management, a mesh STA shall trigger the OPN_RJCT or CNF_RJCT event (as appropriate) with the MESH-SECURITY-AUTHENTICATION-IMPOSSIBLE reason code.
Further, the peer link shall be closed using the MESH-CAPABILITY-POLICY-VIOLATION reason code if a mesh STA determines any of the following are true:

· The pairwise cipher suite lists sent by the two mesh STAs have no entry in common.

· The group cipher suite sent by the peer mesh STA is not supported by the local mesh STA.

· The default role negotiation fields in the MSCIEs sent by the two mesh STAs contain different values.

· The local mesh STA does not support the AKM Suite sent by the peer mesh STA, if the local mesh STA will be required to authenticate to the peer mesh STA’s Authenticator MKD-KH (as determined in 11B.5.2.3.4). 

11B.5.2.3 Key establishment in the MSA authentication mechanism

Key establishment occurs after a mesh STA has successfully established a link with a peer mesh STA, including the exchange of information specified in 11B.5.2.2.  Key establishment may include the following steps: designation of Selector mesh STA, cached key selection, key pulling and MKD-KH selection, and MKD-KH authentication.  Key establishment relies on the information sent by the local mesh STA in peer link management messages and on similar information received from the peer mesh STA.
11B.5.2.3.1 Designation of Selector mesh STA
If exactly one mesh STA sets the “MBSS authenticator” bit to 1 in the MSCIE of its peer link management messages (i.e., either the local mesh STA or peer mesh STA, but not both), then the mesh STA that sets “MBSS authenticator” to 1 is designated the Selector mesh STA, and the other is designated the non-Selector mesh STA.

Otherwise, if exactly one mesh STA sets the “MKD-KH Access” bit to 1 in the MSCIE of its peer link management messages (i.e., either the local mesh STA or peer mesh STA, but not both), then the mesh STA that sets “MKD-KH Access” to 1 is designated the Selector mesh STA, and the other is designated the non-Selector mesh STA.

Otherwise, if exactly one mesh STA sets the “Requests MKD-KH Authentication” bit to 1 in the MSAIE of its peer link management messages, then the mesh STA that set “Requests MKD-KH Authentication” to zero is designated the Selector mesh STA, and the mesh STA that set “Requests MKD-KH Authentication” to 1 is designated the non-Selector mesh STA.
Otherwise, if exactly one mesh STA sets the “Path to MKD-STA” bit to 1 in the MSCIE of its peer link management messages, then that mesh STA is the Selector mesh STA, and the other is designated the non-Selector mesh STA.
Otherwise, the Selector mesh STA is the mesh STA that has the numerically larger mesh STA-ID.
11B.5.2.3.2 Cached key selection

Key selection determines if a common cached key exists between the two mesh STAs, based on four key lists which each mesh STA determines:

· local-cached-keys: the cached key offer as sent by the local mesh STA in the RSNIE.
· peer-cached-keys: the cached key offer received from the peer mesh STA in the RSNIE.
· local-derived-keys: the list of PMK-MANames determined from the derived key offer as sent by the local mesh STA.  The PMK-MAName is determined as in 8.8.5, where PMK-MKDName is in the derived key offer, MA-ID is the mesh STA-ID of the peer mesh STA, and SP-ID is the mesh STA-ID of the local mesh STA.  
· peer-derived-keys: the list of PMK-MANames determined from the derived key offer received from the peer mesh STA.  The PMK-MAName is determined as in 8.8.5, where PMK-MKDName is in the derived key offer, MA-ID is the mesh STA-ID of the local mesh STA, and SP-ID is the mesh STA-ID of the peer mesh STA.
The intersections of lists are then determined by each mesh STA:
· derived-keys-int: The intersection of local-derived-keys and peer-cached-keys; that is, PMK-MANames that appear in both lists.
· cached-keys-int: The intersection of local-cached-keys and peer-derived-keys; that is, PMK-MANames that appear in both lists. 
If both derived-keys-int and cached-keys-int are empty lists, then key selection fails, as no common cached PMK-MA is available, and the mesh STAs continue with key pulling determination.  Otherwise, key selection is as follows:

· At the Selector mesh STA, the chosen PMK is the entry in cached-keys-int listed first in local-cached-keys. If cached-keys-int is empty, then chosen PMK is the entry in derived-keys-int listed first in peer-cached-keys.

· At the non-Selector mesh STA, the chosen PMK is the entry in derived-keys-int listed first in peer-cached-keys. If derived-keys-int is empty, then chosen PMK is the entry in cached-keys-int listed first in local-cached-keys.
If a chosen PMK is determined, then key selection is successful, and mesh STAs proceed to Secure session establishment.

11B.5.2.3.3 Key pulling and MKD-KH selection
Key pulling may be used to obtain a common PMK-MA when key selection fails.  Each mesh STA determines the following lists:
· local-MKD-KH-list: the list of MKD-KH-IDs contained in the derived key offer sent by the local mesh STA.
· peer-MKD-KH-list: the list of MKD-KH-IDs contained in the derived key offer received from the peer mesh STA. 
Each mesh STA determines the intersection of local-MKD-KH-list and peer-MKD-KH-list.  If the intersection is empty, then key pulling fails, as no common MKD-KH is available, and mesh STAs continue with MKD-KH authentication.  Otherwise, the Selector mesh STA shall begin a key pull, and the non-Selector mesh STA may begin a key pull, depending on its local policy.  (Note: mesh STAs are not required to wait until the completion of peer link management to begin a key pull protocol.)

To begin a key pull, a mesh STA selects one MKD-KH contained in the MKD-KH list intersection, and initiates the MBSS Key Transport Pull Protocol with the MKD-KH.  The mesh STA may include in the key pull request the corresponding PMK-MKDName sent by the peer mesh STA in the derived key offer.

11B.5.2.3.4 MKD-KH authentication 

MKD-KH authentication is required when key selection fails and key pulling fails (due to no common MKD-KH; see 11B.5.2.3.3), or if a mesh STA sets the “Requests MKD-KH Authentication” bit in the MSAIE.
The non-Selector mesh STA shall authenticate to the Selector mesh STA’s Authenticator MKD-KH.  The method of authentication shall be the AKM suite sent by the Selector mesh STA in its RSNIE.  If the AKM suite is 802.1X authentication, then the Selector mesh STA shall initiate 802.1X authentication, and shall transport the IEEE 802.1X exchange to the selected MKD-KH using the EAP Transport protocol negotiated for use with the MKD-KH.  Upon successful completion of IEEE 802.1X authentication, the MKD-KH receives the MSK. The MKD-KH shall generate the PMK-MKD SA as well as a PMK-MA SA. The MKD-KH shall deliver the PMK-MA to the Selector mesh STA using the MBSS Key Push Protocol. 

If the AKM suite is PSK, then the Selector mesh STA shall initiate the MBSS Key Transport Pull Protocol with the MKD-KH, leaving the PMK-MKDName field in the request message set to zero.

MKD-KH authentication may fail if the Selector mesh STA is unable to communicate with the Authenticator MKD-KH.  If the Selector mesh STA determines that it is impossible to communicate with the Authenticator MKD-KH, it shall close the peer link with the non-Selector mesh STA.  The Selector mesh STA may update its selection of Authenticator MKD-KH, if another MKD-KH is available and reachable.  Subsequently, the Selector mesh STA may again run the peer link management protocol with the non-Selector mesh STA to indicate that the non-Selector mesh STA may attempt its authentication again.

11B.5.2.4 Secure session establishment in the MSA authentication mechanism

Secure session establishment uses the MSA 4-way handshake to secure the peer link, and is initiated when a common PMK-MA is available at the two mesh STAs, as a result of cached key selection, key pulling, or MKD-KH authentication.
If cached key selection succeeded, then the Selector mesh STA shall initiate the MSA 4-way handshake after the peer link management protocol completes successfully, using the chosen PMK.  If key pulling or MKD-KH authentication was successful, the Selector mesh STA shall initiate the MSA 4-way handshake with the peer mesh STA after it has received a PMK-MA from the MKD-KH via a MBSS Key Transport Protocol.  
11B.5.2.4.1 MSA 4-way handshake request message 

When key pulling is needed, the non-Selector mesh STA may also attempt to obtain a PMK-MA from the MKD-KH.  If the non-Selector mesh STA successfully receives a PMK-MA from the MKD-KH and has not yet received the first message of the MSA 4-way handshake from the Selector mesh STA, the non-Selector mesh STA may send an MSA 4-way handshake request message to the Selector mesh STA.  The non-Selector mesh STA shall identify the PMK-MA received from the MKD-KH within the Key Data field of the MSA 4-way handshake request message.
An MSA 4-way handshake request message is an EAPOL-Key frame with the following contents:

Descriptor Type: as specified in 8.5.2

Key Information:

Key Descriptor Version = <ANA 58> (NIST AES Key Wrap encryption with AES-128-CMAC)

Key Type = 1 (Pairwise)

Install = 0

Key Ack = 0

Key MIC = 0

Secure = 0

Error = 0

Request = 1

Encrypted Key Data = 0

Reserved = 0

Key Length = 0
Key Replay Counter = 0
Key Nonce = 0

EAPOL-Key IV = 0

Key RSC = 0

Key MIC = 0

Key Data Length = 22

Key Data = PMKID KDE, containing the PMK-MAName identifying the PMK-MA requested for use during the exchange. 

If the Selector mesh STA receives an MSA 4-way handshake request message but has already initiated an MSA 4-way handshake, the Selector mesh STA shall continue the existing instance of the handshake (the Selector mesh STA need not take action as a result of receiving the request message).  However, if it has not yet initiated the MSA 4-way handshake, the Selector mesh STA shall do so, identifying the PMK-MA in message #1 that was named in the received request message. 
11B.5.2.4.2 MSA 4-way handshake

Move the contents of 11B.5.2.2.6 to this section and modify the text as shown by tracked changes:
The Selector mesh STA shall initiate MSA 4-Way Handshake after it has established a link instance with the peer mesh STA and a PMK-MA has been chosen (cached key selection), received from the MKD-KH (key pulling or MKD-KH authentication), or indicated by the peer mesh STA (MSA 4-way handshake request message, see 11B.5.2.4.1). The Selector mesh STA adopts the Authenticator role and the non-Selector mesh STA the Supplicant role during the handshake.  The EAPOL-Key frame notation is defined in 8.5.2.1.

Authenticator -> Supplicant: Data(EAPOL-Key(0, 0, 1, 0, P, 0, 0, MPTKANonce, 0, DataKD_M1)) where DataKD_M1 = MSA Authentication KDE.

Supplicant -> Authenticator: Data(EAPOL-Key(0, 1, 0, 0, P, 0, KeyRSC, MPTKSNonce, MIC, DataKD_M2)) where DataKD_M2 = (RSNIE, MSCIE, MSAIE, MSA Authentication KDE, GTK KDE).

Authenticator -> Supplicant: Data(EAPOL-Key(1, 1, 1, 1, P, 0, KeyRSC, MPTKANonce, MIC, DataKD_M3)) where DataKD_M3 = (RSNIE, MSCIE, MSAIE, MSA Authentication KDE, GTK KDE, Lifetime KDE).

Supplicant -> Authenticator: Data(EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC, DataKD_M4)) where DataKD_M4 = 0.

The message sequence is similar to that of 8.5.3. The contents of each message shall be as described in 8.5.3, except as follows:

· Message 1: The Key Data field includes the MSA Authentication KDE.  The Selected Pairwise Cipher Suite field shall contain the first suite listed by the Selector mesh STA from among those listed by both mesh STAs in the RSNIEs included during peer link management. The Selected AKM Suite shall contain the AKM suite sent by the Selector mesh STA in its RSNIE. The Selected PMK-MA shall contain the PMK-MAName that identifies the PMK-MA to be used to derive a PTK during this handshake.

· Message 2: The Key RSC field shall contain the starting sequence number that the Supplicant mesh STA will use in MPDUs protected by the GTK included in this message. The RSNIE, MSCIE, and MSAIE shall be the same as those contained in the peer link confirm frame sent by the Supplicant. The MSA Authentication KDE shall contain the values as described for Message 1. The GTK KDE shall contain the GTK of the supplicant mesh STA. The Key Data field shall be encrypted. 

· Message 3: The RSNIE, MSCIE, and MSAIE shall be the same as those contained in the peer link confirm frame sent by the Authenticator. The MSA Authentication KDE shall contain the values as described for Message 1.  The Lifetime KDE shall contain the lifetime of the PMK-MA.

The processing, upon reception, of Message 1 of the 4-way handshake shall be as described in 8.5.3.1 (following “Processing for PTK Generation”).  Further, the Supplicant shall verify the selections reflected in the MSA Authentication KDE match its selections following link establishment and key establishment.  If the selections differ, the Supplicant shall close the link.
The processing of Message 2 is as described in 8.5.2.2 (following “Processing for PTK Generation”), except that verification of the Message 2 MIC (step b) shall be as follows: If the calculated MIC does not match the MIC that the Supplicant included in the EAPOL-Key frame, the Authenticator silently discards Message 2. If the MIC is valid, the Authenticator checks that the RSNIE, the MSCIE, and the MSAIE each bit-wise match those sent by the Supplicant in its peer link confirm frame. The Authenticator shall verify the MSA Authentication KDE contents match those in Message 1. The Authenticator also unwraps the supplicant’s encrypted GTK. If any of these comparisons fail, or if the unwrapping of the GTK failed, the Authenticator shall close the link.

The processing of Message 3 is as described in 8.5.2.3 (following “Processing for PTK Generation”), except that step (a) is replaced with the following: Verifies that the RSNIE, the MSCIE, and the MSAIE each bit-wise matches those sent by the Authenticator in its peer link confirm message. The Supplicant shall verify the MSA Authentication KDE contents match those in Message 1.  If any of these comparisons fail, the Supplicant shall close the link.

The processing of Message 4 is as described as in 8.5.2.4 (following “Processing for PTK Generation”), except that step (b) contains the following additional action: If the MIC is valid, the Authenticator uses the MLME-SETKEYS.request primitive to configure the GTK received in Message 2 into the IEEE 802.11 MAC. 

During processing of the 4-way handshake, the PTK shall be calculated by both mesh STAs according to the procedures given in 8.8.6.

Following a successful MSA 4-way handshake, the IEEE 802.1X controlled port shall be opened at both mesh STAs (for communication with the peer). Each mesh STA shall use the Group Key Handshake (see 11B.5.5) to provide the peer mesh STA with an updated GTK, as required, during the lifetime of the link. Subsequent EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed. Individually addressed data traffic exchanged between mesh STAs shall be protected with the PTK using the Pairwise cipher suite given in the MSA Authentication KDE.
After a successful MSA 4-Way Handshake, the MLME.BindSecurityAssociation.request primitive shall be used to bind the link instance with the security association established upon the link instance.

· Abbreviated Handshake

Replace instances of MKD with MKD-KH and “Initial MSA Authentication” with “MKD-KH Authentication” in 11B.5.3.

· MBSS Key holder security association

Modify the text as shown:

A security association is established between an MA and MKD-KH to provide secure communications between key holders within a mesh. The MBSS Key holder security association is used to enable message integrity and data origin authenticity in all messages passed between MA and MKD-KH after the security association is established. Further, it provides confidentiality of derived keys and key context during key delivery protocols. Establishing the MBSS Key holder security association begins with discovery of the MKD-KH, followed by a handshake initiated by the MA. The result of the security association is the pairwise transient key for key derivation (MPTK-KD), used to provide the security services between MA and MKD-KH.
Upon completing MKD-KH Authentication and establishing a secure session, a mesh STA shall execute the MBSS Key Holder Security Handshake with the MKD-KH to become an MA.

· MBSS Key distributor discovery

If a mesh STA is not an MKD-STA, the mesh STA obtains an MKD-STA-ID of its MKD-KH from the MSAIE conveyed during its MKD-KH Authentication. Subsequently, the MA shall initiate the MBSS Key Holder Security Handshake described in 11B.5.5.2.

If the MA is an MKD-STA for an MKD-KH (i.e., it provides access to the MKD-KH), there is no need for the MA to perform the MBSS Key Holder Security Handshake with that MKD-KH.  (It may run the handshake with other MKD-KHs.)
· MBSS Key Holder Security Handshake

The MBSS Key Holder Security Handshake shall be initiated by a mesh STA after it has completed its MKD-KH Authentication. This handshake permits an “aspirant MA” to establish a security association with the MKD-KH that derived its PMK-MKD during MKD-KH Authentication. An “aspirant MA” is defined as a mesh STA that has completed MKD-KH Authentication with an MKD-KH, and that will become an MA after completing the MBSS Key Holder Security Handshake with the same MKD-KH.

The MBSS Key Holder Security Handshake consists of 4 messages, as shown in Figure s58. While the fourth message is not required for authentication and establishment of the MPTK-KD, its presence permits the aspirant MA alone to manage retries of handshake messages. That is, the aspirant MA is responsible for retransmitting handshake messages 1 and 3 if it does not receive responses to those messages, while the MKD-KH only responds to messages that it receives. The aspirant MA initiates the exchange by constructing MBSS Key Holder Security Handshake message 1 (see 11B.5.5.2.1), and sending the message to the MKD-STA-ID that provides access to the MKD-KH to which the aspirant MA authenticated, as contained in the derived key offer received during the aspirant MA’s MKD-KH Authentication.
During the handshake, the aspirant MA selects a Key Holder Transport type from among those advertised by the MKD-KH during the handshake. Supported transport types are also provided in the MSAIE received during the aspirant MA’s MKD-KH Authentication. The aspirant MA shall not establish a MBSS Key holder security association with the MKD-KH if the Key Holder Transport protocols supported by the aspirant MA and MKD-KH do not overlap, or if the Key Holder Transport List received by the aspirant MA contains the single entry 00-0F-AC:0.



· MBSS Key Holder Security Handshake message 1

MBSS Key Holder Security Handshake message 1 is a MBSS Key Holder Handshake frame (see 7.4b.1.1) with the following contents:

The MKD-STA-ID providing access to the MKD-KH shall be asserted in the DA field of the message header. 

The MA-ID shall be asserted in the SA field of the message header.

The Mesh BSSID information element shall contain the Mesh BSSID that the aspirant MA advertises in its Beacon frames and Probe Response frames.


The Key Holder Security field shall be set as follows:

· Handshake Sequence shall be set to 1.

· MA-Nonce shall be set to a value chosen randomly (see 8.5.7) by the aspirant MA, following the recommendations of 8.5.7.

· MKD-Nonce shall be set to zero.

· MA-ID shall be set to the identifier of the aspirant MA.

· MKD-KH-ID shall be set to the identifier of the MKD-KH.

The Key Holder Transport Count subfield of the Key Holder Transport field shall be set to zero, and the Key Holder Transport List subfield shall be omitted.

The Status Code field shall be set to zero.

The message integrity check field shall be omitted.

Upon receiving handshake message 1, the MKD-KH verifies that the values of Mesh BSSID and MKD-KH-ID match the local configuration of the MKD-KH; if not, handshake message 1 is silently discarded. 
The MKD shall choose MKD-Nonce, a value chosen randomly (following the recommendations of 8.5.7), and computes the MPTK-KD using the MA-Nonce received in handshake message 1 and MKD-Nonce (see 8.8.8). If MPTK-KD derivation fails, the MKD-KH silently discards message 1. Otherwise, the MKD-KH sends handshake message 2, with contents as given in 11B.5.5.2.2. 

If the MKD-KH receives a duplicate handshake message 1 after sending handshake message 2, it shall retransmit handshake message 2.

· MBSS Key Holder Security Handshake message 2

MBSS Key Holder Security Handshake message 2 is a MBSS Key Holder Handshake frame with the following contents:

The MA-ID shall be asserted in the DA field of the message header. 

The MKD-STA-ID shall be asserted in the SA field of the message header.

The Mesh BSSID information element shall contain the Mesh BSSID as configured in dot11MeshID.


The Key Holder Security field shall be set as follows:

· Handshake Sequence shall be set to 2.

· MA-Nonce, MA-ID, and MKD-KH-ID shall be set to the values contained in handshake message 1.

· MKD-Nonce shall be set to a value chosen randomly by the MKD-KH, prior to computation of the MPTK-KD.

The Key Holder Transport Count subfield of the Key Holder Transport field shall contain the number of transport type selectors present in the Key Holder Transport List subfield. The Key Holder Transport List subfield shall contain the list of transport types supported by the MKD-KH.

The Status Code field shall be set to zero.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD derived after receiving message 1. The MIC subfield shall contain a 16-octet MIC calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

· Contents of the Category field of the MBSS Key Holder Handshake MSA multihop action frame.

· Contents of the Action Value field of the MBSS Key Holder Handshake MSA multihop action frame.

· Contents of the Mesh BSSID information element, from the element ID to the end of the Mesh BSSID information element.

· 
· Contents of the Key Holder Security field.

· Contents of the Key Holder Transport field

· Contents of the Status Code field

Upon receiving handshake message 2, the aspirant MA shall compute the MPTK-KD as defined in 8.8.8. The aspirant MA shall compute the MPTK-KDShortName and shall verify that it matches that received in handshake message 2, and subsequently shall verify the MIC. If either verification fails, the aspirant MA shall silently discard handshake message 2.

The aspirant MA shall verify that Mesh BSSID, MA-Nonce, MA-ID, and MKD-KH-ID match the values from handshake message 1; if not, handshake message 3 shall indicate an error status code “The MBSS Key Holder Security Handshake message was malformed.” The aspirant MA shall verify that it supports one or more of the Key Holder Transport types listed in the Key Holder Transport field; if not, handshake message 3 shall indicate an error status code “No listed Key Holder Transport type is supported.”

Subsequently, the aspirant MA sends handshake message 3, with contents as given in 11B.5.5.2.3. Handshake message 3 shall be sent within time dot11MeshKHHandshakeTimeout of receiving handshake message 2. If the aspirant MA sent handshake message 3 with a nonzero status code, it shall securely delete the MPTK-KD and terminate the Mesh Key Holder Security Handshake.

If the aspirant MA does not receive handshake message 2 in response to handshake message 1, it shall retransmit handshake message 1, if it has not yet attempted dot11MeshKHHandshakeAttempts transmits of handshake message 1. The timeout value between retransmissions shall be dot11MeshKHHandshakeTimeout. If handshake message 2 has not been received after dot11MeshKHHandshakeAttempts transmissions and a final timeout, the aspirant MA shall abort the handshake.

· MBSS Key Holder Security Handshake message 3

MBSS Key Holder Security Handshake message 3 is a MBSS Key Holder Handshake frame with the following contents:

The MKD-KH-ID shall be asserted in the DA field of the message header. 

The MA-ID shall be asserted in the SA field of the message header.

The Mesh BSSID information element shall contain the Mesh BSSID information element received in handshake message 2.


The Key Holder Security field shall be set as follows:

· Handshake Sequence shall be set to 3.

· MA-Nonce, MKD-Nonce, MA-ID, and MKD-KH-ID shall be set to the values contained in handshake message 2.

The Key Holder Transport Count subfield of the Key Holder Transport field shall contain the number of transport type selectors present in the Key Holder Transport List subfield (0 or 1). If the Status Code field is nonzero, the Key Holder Transport List subfield shall be omitted. Otherwise, the Key Holder Transport List subfield shall contain a single transport type selector from among those received in handshake message 2 and that is selected by the aspirant MA.

The Status Code field shall indicate the error resulting from the processing of handshake message 2. If no error resulted, then Status Code shall be set to zero.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD derived after receiving message 2. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

· Contents of the Category field of the MBSS Key Holder Handshake MSA multihop action frame.

· Contents of the Action Value field of the MBSS Key Holder Handshake MSA multihop action frame.

· Contents of the Mesh BSSID information element, from the element ID to the end of the Mesh BSSID information element.

· 
· Contents of the Key Holder Security field.

· Contents of the Key Holder Transport field

· Contents of the Status Code field

Upon receiving handshake message 3, the MKD-KH shall verify that MPTK-KDShortName identifies the MPTK-KD derived during this handshake, and subsequently shall verify the MIC. If either verification fails, the MKD-KH shall silently discard handshake message 3.

If the status code is nonzero, the MKD-KH shall securely delete the MPTK-KD, and handshake message 4 shall not be sent.

Otherwise, the MKD-KH shall verify that Mesh BSSID, MA-Nonce, MA-ID, and MKD-KH-ID match the values from handshake message 2; if not, handshake message 4 shall indicate an error status code “The MBSS Key Holder Security Handshake message was malformed.” The MKD shall verify that it supports the selected Key Holder Transport type listed in the Key Holder Transport field; if not, handshake message 4 shall indicate an error status code “No listed Key Holder Transport type is supported.” 

Subsequently, the MKD-KH sends handshake message 4, with contents as given in 11B.5.5.2.4. If the MKD-KH sent handshake message 4 with a nonzero status code, it shall securely delete the MPTK-KD, as the handshake has failed.

If the MKD-KH receives a duplicate handshake message 3 after sending handshake message 4, it shall retransmit handshake message 4.

· MBSS Key Holder Security Handshake message 4

MBSS Key Holder Security Handshake message 4 is a MBSS Key Holder Handshake frame with the following contents:

The MA-ID shall be asserted in the DA field of the message header. 

The MKD-KH-ID shall be asserted in the SA field of the message header.

The Mesh BSSID information element shall contain the Mesh BSSID information element received in handshake message 3.


The Key Holder Security field shall be set as follows:

· Handshake Sequence shall be set to 4. 

· MA-Nonce, MKD-Nonce, MA-ID, and MKD-KH-ID shall be set to the values contained in handshake message 3.

The Key Holder Transport Count subfield of the Key Holder Transport field shall contain the number of transport type selectors present in the Key Holder Transport List subfield (0 or 1). If the Status Code field is nonzero, the Key Holder Transport List subfield shall be omitted. Otherwise, the Key Holder Transport List subfield shall contain the single transport type selector received in handshake message 3.

The Status Code field shall indicate the error resulting from the processing of handshake message 3. If no error resulted, then Status Code shall be set to zero.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD derived after receiving message 1. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

· Contents of the Category field of the MBSS Key Holder Handshake MSA mesh action frame.

· Contents of the Action Value field of the MBSS Key Holder Handshake MSA mesh action frame.

· Contents of the Mesh BSSID information element, from the element ID to the end of the Mesh BSSID information element.

· 
· Contents of the Key Holder Security field.

· Contents of the Key Holder Transport field.

· Contents of the Status Code field.

Upon receiving handshake message 4, the aspirant MA shall verify that MPTK-KDShortName identifies the MPTK-KD derived during this handshake, and subsequently shall verify the MIC. If either verification fails, the aspirant MA shall silently discard handshake message 4.

If the status code is nonzero, the handshake fails. Otherwise, the aspirant MA shall verify that Mesh BSSID, MA-Nonce, MA-ID, MKD-KH-ID, and the Key Holder Transport field match the values from handshake message 3; if not, the handshake fails.

If the aspirant MA does not receive handshake message 4 in response to handshake message 3, it shall retransmit handshake message 3, if it has not yet attempted dot11MeshKHHandshakeAttempts transmits of handshake message 3. The timeout value between retransmissions shall be dot11MeshKHHandshakeTimeout. If handshake message 4 has not been received after dot11MeshKHHandshakeAttempts transmissions and a final timeout, the handshake fails.

If the handshake failed, the aspirant MA shall securely delete the MPTK-KD. Otherwise, the handshake completed successfully, and the aspirant MA may advertise its security association with the MKD-KH in the MSCIE.

· MBSS Key Transport Protocols

Modify the text as shown by tracked changes:
The MBSS Key Transport Protocols describe how the MKD-KH manages the transport of keys to MAs. The use of these protocols is selected during the MBSS Key Holder Security Handshake defined in 11B.5.5.2 and is described by transport type selector 00-0F-AC:1. When the transport type selector specifies any other value, the mechanism for Key Transport is beyond the scope of this standard.

The MBSS Key Transport Protocols permit the MKD-KH to securely transmit a derived PMK-MA to an MA, along with related information (e.g. the key lifetime). The MKD-KH may also revoke a key that has previously been delivered.

Three protocols are defined for MBSS Key delivery and management. The MBSS Key Pull Protocol is initiated by the MA to request delivery of a PMK-MA, and consists of two messages, as depicted in Figure s59. The MBSS Key Push Protocol is initiated by the MKD-KH sending a notification identifying a PMK-MA, after which the MA initiates the MBSS Key Pull protocol to retrieve the referenced key; this is shown in Figure s60. Finally, the MBSS Key Revocation Protocol is initiated by the MKD-KH to request that the MA delete the identified PMK-MA, and is shown in Figure s61.

· MBSS Key Transport Pull protocol

The MBSS Key Transport Pull Protocol is a two-message exchange consisting of a PMK-MA Request frame sent to the MKD-KH, followed by a PMK-MA Response frame providing key delivery sent to the MA. Both messages contain a MIC for integrity protection, and the PMK-MA being delivered is encrypted.

The MA initiates the protocol by sending a PMK-MA Request frame (see 7.4b.1.3). An MKD-STA-ID shall be asserted in the DA field of the message header, and the MA-ID shall be asserted in the SA field of the message header. 

The contents of the MBSS Key Transport Control field in the PMK-MA Request frame shall be as follows:

· Message Token shall be set to a pseudo-random value generated by the MA in accordance with 8.5.7.

· Source Key Holder ID shall be set to MA-ID.

· Destination Key Holder ID shall be set to MKD-KH-ID identifying the MKD-KH that is accessible through the destination mesh STA. 
· SP-ID shall be set to the identifier of the mesh STA that, during its MKD-KH Authentication, generated the MBSS Key hierarchy that includes the PMK-MA being requested

· PMK-MKDName may be set to the identifier of the key from which the PMK-MA being requested was derived. Alternatively, PMK-MKDName may be set to zero to request the PMK-MA from the specified mesh STA’s most current hierarchy.

In the Message integrity check field of the PMK-MA Request frame, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MKD-KH. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· 
· 
· Contents of the Category field of the PMK-MA Request MSA multihop action frame.

· Action Value field of the PMK-MA Request MSA multihop action frame, which contains the value shown for “PMK-MA Request” in Table s35.

· Contents of the MBSS Key Transport Control field.

Upon receiving a PMK-MA Request frame, the MKD-KH shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MA and shall verify the MIC. If any verification fails, the MKD-KH shall silently discard the received frame. If PMK-MKDName is zero in the received frame, the MKD-KH shall select the currently-valid hierarchy created by the mesh STA identified by SP-ID that has the longest remaining lifetime. If PMK-MKDName is nonzero, the MKD-KH shall select the currently-valid hierarchy identified by PMK-MKDName. Using the selected hierarchy, the MKD-KH shall attempt to derive the PMK-MA for use between the mesh STA identified by the SP-ID and the MA that sent the PMK-MA Request.

Subsequently, the MKD-KH constructs and sends a PMK-MA Response frame (see 7.4b.1.4). The MA-ID shall be asserted in the DA field of the message header, and an MKD-STA-ID shall be asserted in the SA field of the message header. 

The Key Transport Response field of the PMK-MA Response frame shall be set to zero if a PMK-MA is being delivered in this message (i.e., if a PMK-MA was derived from the selected hierarchy). If the MKD-KH was unable to derive the PMK-MA using the information in the PMK-MA Request (e.g., the hierarchy has expired or has been revoked), the Key Transport Response field shall be set to 1.

The contents of the MBSS Key Transport Control field in the PMK-MA Response frame shall be as follows:

· Message Token and SP-ID shall be set to the values contained in the PMK-MA Request frame

· Source Key Holder ID shall be set to the MKD-KH-ID.

· Destination Key Holder ID shall be set to MA-ID.

· If Key Transport Response is set to zero, PMK-MKDName shall be set to identify the hierarchy from which the key being delivered was derived. If Key Transport Response is set to one, PMK-MKDName shall be set to the value contained in the PMK-MA Request frame.

The Mesh Wrapped Key field shall be included in the PMK-MA Response frame only if the Key Transport Response field is zero, and is configured as follows:

· Wrapped Context Length field shall be set to the length in octets of the Wrapped Context field.

· The Wrapped Context field shall contain a PMK-MA and related key context, formatted as specified in 7.3.1.35. The data to be protected shall be {PMK-MA || PMK-MAName || Lifetime}. PMK-MAName and Lifetime are separate components of the related key context.

· PMK-MA is derived from the selected hierarchy (based on the PMK-MA Request frame), and PMK-MAName identifies this key.

· Lifetime is a 4-octet unsigned integer representing the number of seconds remaining in the lifetime of the PMK-MA.

· The key used to protect the PMK-MA and related key context shall be the MKEK-KD portion of the MPTK-KD that is identified in the Message integrity check field in this message.

In the Message integrity check field of the PMK-MA Response frame, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· 
· 
· Contents of the Category field of the PMK-MA Response MSA multihop action frame.

· Action Value field of the PMK-MA Response MSA multihop action frame, which contains the value shown for “PMK-MA Response” in Table s35.

· Contents of the Key Transport Response field.

· Contents of the MBSS Key Transport Control field.

· Contents of the Mesh Wrapped Key field, if it is present.

Upon receiving a PMK-MA Response frame, the MA shall validate the MIC. If invalid, the MA shall silently discard the received frame.

The MA shall silently discard a PMK-MA Response frame unless it has been received within time dot11MeshKeyTransportTimeout of sending a PMK-MA Request frame with the same Message Token value. If a valid PMK-MA Response was received, the MA shall unwrap the encrypted key, if included. If a timeout occurred, the MA may reattempt the MBSS Key Pull Protocol (using a new Message Token value).

· MBSS Key Push Protocol

The MBSS Key Push Protocol consists of a PMK-MA Notification frame sent to the MA, followed by the MA initiating the MBSS Key Pull Protocol.

The MKD-KH initiates the protocol by sending a PMK-MA Notification frame (see 7.4b.1.2). The MA-ID shall be asserted in the DA field of the message header, and an MKD-STA-ID shall be asserted in the SA field of the message header.    

The contents of the MBSS Key Transport Control field shall be as follows:

· Message Token shall be set to zero.

· Source Key Holder ID shall be set to the MKD-KH-ID.

· Destination Key Holder ID shall be set to the MA-ID.

· SP-ID shall be set to the identifier of the mesh STA that, during its MKD-KH Authentication, generated the MBSS Key hierarchy that includes the PMK-MA to be delivered

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA to be delivered was derived.

In the Message integrity check field, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· 
· 
· Contents of the Category field of the PMK-MA Notification MSA multihop action frame.

· Action Value field of the PMK-MA Notification MSA multihop action frame, which contains the value shown for “PMK-MA Notification” in Table s35.

· Contents of the MBSS Key Transport Control field.

Upon receiving a PMK-MA Notification frame, the MA shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MKD-KH, and shall verify the MIC. If any verification fails, the MA shall silently discard the received message. If verified, the MA shall initiate the MBSS Key Pull Protocol as specified in 11B.5.6.1. The values of SPA and PMK-MKDName in the PMK-MA Request frame shall be set to those values received in the PMK-MA Notification frame.

If the MKD-KH does not receive a PMK-MA Request frame requesting delivery of the PMK-MA referenced in the PMK-MA Notification frame within time dot11MeshKeyTransportTimeout after sending the PMK-MA Notification frame, the MKD-KH may reissue the notification. The MKD-KH shall not send PMK-MA Notification frames referencing the same PMK-MA more frequently than once per time dot11MeshKeyTransportTimeout.

· MBSS Key Revocation Protocol

The MKD-KH may initiate the MBSS Key Revocation Protocol in order to request that a previously-delivered PMK-MA be revoked. Revocation of the PMK-MA implies that the PMK-MA shall be deleted and all keys derived from the PMK-MA shall be deleted.

The MBSS Key Revocation Protocol is a two-message exchange consisting of a PMK-MA Revoke message sent to the MA, followed by a PMK-MA Response message sent in reply. Both messages contain a MIC for integrity protection.

If the MBSS Key Pull Protocol is initiated by an MA that requests a key that has been or is being revoked, the MKD-KH shall complete the MBSS Key Pull Protocol as specified in 11B.5.6.1. The response message sent by the MKD-KH shall indicate “Unable to deliver requested PMK-MA,” since the requested key is no longer valid. 

To initiate the MBSS Key Revocation Protocol, the MKD-KH shall construct and send a PMK-MA Revoke frame (see 7.4b.1.5). The MA-ID shall be asserted in the DA field of the message header, and an MKD-STA-ID shall be asserted in the SA field of the message header.

The contents of the MBSS Key Transport Control field in the PMK-MA Revoke frame shall be as follows:

· Message Token shall be set to a pseudo-random value generated by the MKD-KH in accordance with 8.5.7.

· Source Key Holder ID shall be set to the MKD-KH-ID.

· Destination Key Holder ID shall be set to the MA-ID.

· SP-ID shall be set to the identifier of the mesh STA that, during its MKD-KH Authentication, generated the MBSS Key hierarchy that includes the PMK-MA that shall be revoked.

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA that shall be revoked was derived.

In the Message integrity check field of the PMK-MA Revoke frame, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· 
· 
· Contents of the Category field of the PMK-MA Revoke MSA multihop action frame.

· Action Value field of the PMK-MA Revoke MSA multihop action frame, which contains the value shown for “PMK-MA Revoke” in Table s35.

· Contents of the MBSS Key Transport Control field.

Upon receiving the PMK-MA Revoke frame, the MA shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MKD-KH, and shall verify the MIC. If any verification fails, the MA shall silently discard the received frame. 

If verified, the MA shall compute the value of PMK-MAName using the PMK-MKDName and SP-ID included in the PMK-MA Revoke frame. The MA shall revoke the PMK-MA named by PMK-MAName, and shall send a PMK-MA Response message to the MKD-KH. An MKD-STA-ID shall be asserted in the DA field of the message header, and the MA-ID shall be asserted in the SA field of the message header. 

The Key Transport Response field of the PMK-MA Response frame shall be set to 2 to indicate “Key Revocation Acknowledged.”

The contents of the MBSS Key Transport Control field of the PMK-MA Response frame shall be identical to those values received in the PMK-MA Revoke frame, except the Source Key Holder ID subfield shall contain MA-ID and the Destination Key Holder ID subfield shall contain MKD-KH-ID.

The Mesh Wrapped Key field shall be omitted from the PMK-MA Response frame.

In the Message integrity check field of the PMK-MA Response frame, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MKD-KH. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· 
· 
· Contents of the Category field of the PMK-MA Response MSA multihop action frame.

· Action Value field of the PMK-MA Response MSA multihop action frame, which contains the value shown for “PMK-MA Response” in Table s35.

· Contents of the Key Transport Response field.

· Contents of the MBSS Key Transport Control field.

Upon receiving a PMK-MA Response frame with value “Key Revocation Acknowledged,” the MKD-KH shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MA, and shall verify the MIC. Further, the MKD-KH shall verify that the PMK-MA Response frame was received within time dot11MeshKeyTransportTimeout of sending a PMK-MA Revoke frame containing an identical MBSS Key Transport Control field. If any verification fails, the MKD-KH shall silently discard the received message. Otherwise, the MKD-KH has received confirmation that revocation of the indicated key has successfully occurred at the MA.

If the MKD-KH does not receive a valid PMK-MA Response frame within time dot11MeshKeyTransportTimeout of sending the PMK-MA Revoke frame, then the current protocol instance times out. The MKD-KH may attempt to reissue the revocation command; if so, it shall initiate the MBSS Key Revocation protocol using a unique Message Token value.

· MBSS EAP Message Transport Protocol

In the introductory text within 11B.5.7, replace all instances of “MKD” with “MKD-KH”.  Then, modify the text as shown by tracked changes:
· EAP Encapsulation Request message

An EAP Encapsulation Request frame is sent from MA to MKD-KH, either to transport an EAP message from the supplicant, or to request the AS to initiate EAP (“EAP-Start”).

An EAP Encapsulation Request message is defined as a MBSS EAP Encapsulation frame (see 7.4b.1.6) that has the Encapsulation Type subfield set to 1 (“request”). An MKD-STA-ID shall be asserted in the DA field of the message header, and the MA-ID shall be asserted in the SA field of the message header. The contents of the EAP Authentication field are as follows:

· Encapsulation Type shall be set to 1 to indicate “request”.

· Message Token shall be set to a pseudo-random value generated by the MA in accordance with 8.5.7.

· Source Key Holder ID shall be set to MA-ID.

· Destination Key Holder ID shall be set to MKD-KH-ID identifying the MKD-KH that is accessible through the destination mesh STA. 

· SP-ID shall be set to the identifier of the supplicant mesh STA that is participating in EAP; the SP-ID shall be set according to the local mesh STA-ID value in the MSA Element.
· EAP Message Length shall indicate the length in octets of the EAP message that is included in the EAP Message subfield. If the MA is sending an “EAP-Start” notification, the EAP Message Length subfield shall be set to zero.

· If the EAP Message Length subfield is nonzero, the EAP message subfield shall be present, and shall contain an EAP message with format as defined in IETF RFC 3748. If the EAP Message Length subfield is zero, the EAP message subfield shall be omitted. The EAP message subfield shall be no longer than 2265 octets.

In the Message integrity check field, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· 
· 
· Contents of the Category field of the MBSS EAP Encapsulation MSA multihop action frame

· Contents of the Action Value field of the MBSS EAP Encapsulation MSA multihop action frame

· Contents of the EAP Authentication field.

Upon receiving an EAP Encapsulation Request message, the MKD-KH shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MA and shall verify the MIC. If any verification fails, the MKD-KH shall silently discard the received message. 

· EAP Encapsulation Response message

An EAP Encapsulation Response message is sent from MKD-KH to MA, to transport an EAP message from the AS, and, in the final message of a sequence, provide an indication of the success of EAP to the MA. 

An EAP Encapsulation Response message is defined as a MBSS EAP Encapsulation frame (see 7.4b.1.6) that has the Encapsulation Type subfield set to indicate “response,” “accept,” or “reject.” The MA-ID shall be asserted in the DA field of the message header, and an MKD-STA-ID shall be asserted in the SA field of the message header. The contents of the EAP Authentication field are as follows:

· Encapsulation Type shall be set as follows:

· If this is the final message of the sequence, and the EAP authentication of the supplicant resulted in an “accept” indication, Encapsulation Type shall be set to 2, to indicate “accept.”

· If this is the final message of the sequence, and the EAP authentication of the supplicant resulted in a “reject” indication, Encapsulation Type shall be set to 3, to indicate “reject.”

· Otherwise, Encapsulation Type shall be set to 11, to indicate “response.”

· Message Token and SP-ID shall be set to the same values as in the corresponding EAP Encapsulation Request message.

· Source Key Holder ID shall be set to the MKD-KH-ID.

· Destination Key Holder ID shall be set to MA-ID.

· EAP Message Length shall indicate the length in octets of the EAP message that is included in the EAP message subfield.

· The EAP message subfield shall contain an EAP message with format as defined in IETF RFC 3748. The EAP message subfield shall be no longer than 2265 octets.

In the Message integrity check field, the Key Name subfield shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· 
· 
· Contents of the Category field of the MBSS EAP Encapsulation MSA multihop action frame

· Contents of the Action Value field of the MBSS EAP Encapsulation MSA multihop action frame

· Contents of the EAP Authentication field.

Upon receiving a response message, the MA shall verify that the Key Name subfield identifies the MPTK-KD currently valid for secure communications with the MA, shall verify the MIC, and shall verify that the Message Token subfield matches the corresponding value sent in the request message. If any verification fails, the MA shall silently discard the received message. If the final response message received has type “reject,” the MA shall terminate the peer link with the supplicant.

·  (normative) ASN.1 encoding of the MAC and PHY MIB

Delete the MIB entry for dot11MeshKeyDistributorDomainID.
List of comments resolved by this submission

	CID
	Comment / Explanation
	Recommended Change
	Resolution Code
	Resolution Notes

	175
	The concept of an MKD domain does not fit in well with a mesh containing multiple MKDs.  There does not seem to be a benefit for defining domains.
	Allow an MA to establish a key holder security association with multiple MKDs.  Remove the concept of an MKD domain from the text, as it is not needed.
	Accept
	Resolved by 11-08/1364r1.

	176
	There is a restriction that MAs maintain only one key holder security association (KHSA) (i.e., with one MKD). MKDs may be more useful to a mesh if MAs may establish many such security associations. 
	Remove the restriction that an MA may maintain only one KHSA.  Establish mechanisms to permit multiple KHSAs. Update the MSA Authentication mechanism to account for MAs that may have KHSAs with multiple MKDs.  Update the MSCIE due to multiple KHSAs.
	Accept
	Resolved by 11-08/1364r1.

	178
	It can be difficult for a reader to determine the purpose of the protocols "MSA Authentication (mechanism)" and "Initial MSA Authentication" based on their names.  Alternative names might more accurately describe the operations of these protocols.
	Rename MSA Authentication mechanism as "Link Security Establishment", which comprises peer link establishment and the MSA 4-way handshake.  Rename Initial MSA Authentication as "Mesh Authentication", which refers to authentication between a (supplicant) MP and an MKD.  Together, they may be called "Link Security Establishment with Mesh Authentication" -- this should refer to the entire process: peer link establishment, authentication to MKD (e.g., 802.1X authentication), and MSA 4-way handshake.
	Counter
	Resolved by 11-08/1364r1. The protocols are renamed.

	180
	The contents of AKM suite and Pairwise Cipher suite lists in the RSNIE in the peer link open should provide information specific to the link being established.
	Instead of using the contents of the beacons and probe responses, these lists in the RSNIE should be specified to contain the suites that the MP is willing to use on the link being established.  AKM suite should contain the authentication methods allowed for use during Initial MSA authentication.  Pairwise Cipher suite list should contain suites acceptable for use on the link being established.  These lists may be (proper) subsets of what's supported by the device, which is advertised in beacons and probe responses.
	Counter
	Resolved by 11-08/1364r1.  The specification of the protocol does not rely on what a mesh STA sends in its beacons.

	181
	When one of the MPs participating in the MSA authentication mechanism is an MKD, it is likely that it will not have a "key hierarchy created by the local MP."
	Update the specification to account for an MKD that may need to rely on PMK-MAs from a hierarchy created by the candidate peer MP's authentication.
	Accept
	Resolved by 11-08/1364r1.

	182
	MSA authentication specifies two keys may be listed in the RSNIE as candidates for securing the links. However, since MPs may authenticate to multiple MKDs, there are more than two PMK-MAs that may be used to secure the link.
	Expand the MSA authentication algorithm to account for more than two possible PMK-MAs, especially accounting for PMK-MAs from multiple MKDs.
	Accept
	Resolved by 11-08/1364r1.

	454
	Using MKDD-ID (high level keys) and MKD-ID (for MPTK-MKD) for key derivations adds unnecessary complex if there's only on MKD in each MKD domain. Furthermore, the key derivation algorithms do not prevent more than one MKD-ID in a MKD domain. 
	Clarify 
	Counter
	Resolved by 11-08/1364r1.  The identification of the MKD key holder is revised.

	472
	With possible re-authentication with the MKD and relationship with multiple MKDs, there are more than two keys "currently-valid" for handshake. Announcing only two not only limit possibility of successful handshake, but more important it is in fact infeasible to do so. In the case of re-authentication, there are multiple keys currently valid. In the case of multiple MKDs, expiration time to prioritize the keys is not a good criteria due to the time synchronization issue with multiple MKDs. This key listing issue is unnecessarily complicated due to the design of key hierarchies adopted from the infrastructure mode. 
	Replace key hierarchies and corresponding mechanisms with a new architecture design that suitable for p2p communication between MPs. A Kerberos-like key distribution approach is much more elegant than the key derivation approach as specified in MSA architecture and reduce the complexity of listing keys for key selection procedure.
	Counter
	Resolved by 11-08/1364r1. Multiple valid keys may be identified during MSA authentication.

	473
	Since MSCIE contains dynamic information, such as "connected to MKD" bit. It's unreasonable to enforce the same informaiton sent in the Peer Link Open as in Beacons. Furthermore, "Mesh Authenticator" bit should be sufficient for key selection and role determination procedures.
	Delete Connected to MKD bit from MSCIE and replace it with "Mesh Authenticator" in the mechanisms where the "connected to MKD" is handled and used.
	Counter
	Resolved by 11-08/1364r1. The information sent in Peer Link Open is separated from what is sent in Beacons. The Connected to MKD bit is retained as a hint toward which mesh STA may have a better chance to communicate with the MKD.

	475
	When the MPs can't select a cached key and both are MAs, it's not a robust design to let only one MA to go fetch the key. The ability to communicate with MKD depends on a lot of factors in mesh, which makes it unpredictable. The two MPs should give their best effort by both fetching keys and come back to try establishing the security association again. In addition, the interactions between protocols is currently defined as sequential execution, which does not lead to the most efficient secure link establishment. Instead, the MP shouldn't wait until the end of peer link establishment to go fetch the key.
	Enable two MPs to execute key transport protocol to fetch the keys from the peer's key hiararchies and clearly specify the protocol interactions.
	Accept
	Resolved by 11-08/1364r1.

	476
	When the MA requests an initial authentication, it means the MA wants to give up its key hierarchy established through the previous authentication. Why should it still serve as an MA for another MP? If both MPs request initial authentication, instead of deciding one of them to be the MA for the other, the peer link establishment should fail.
	Fail the peer link establishment and MSA authentication if both MPs request initial authentication.
	Counter
	Resolved by 11-08/1364r1. A request for initial authentication does not imply that the current hierarchy must be given up. Rather than failing peer link establishment, it seems more constructive to allow one of the mesh STAs to authenticate with the MKD.

	498
	"Upon receiving this message, the MKD shall locate the PMK-MKD SA that contains an SPA entry that is identical to the MA-ID received in the first message of the Mesh key holder security handshake."MKD should locate the MKDK SA to judge whether the MA should be authorized.
	Change "PMK-MKD" to "MKDK"
	Counter
	Resolved by 11-08/1364r1. The paragraph has been replaced for clarity.

	829
	"…a MAC address of the physical entity…" This is clearly the wrong approach for multi-homed devices. It is easy to imagine a topology in which the MKD might be two high-quality hops away based on one MAC address but dozens of low quality hops away using a different MAC address.
	It seems as though someone ought to work through whether this should be a list of all the host's MAC addresses.
	Counter
	Resolved by 11-08/1364r1.  The identification of the MKD key holder is revised.

	834
	Help; I cannot determine what lines 48-55 are trying to say.
	Rewrite to make the intent clearer.
	Accept
	Resolved by 11-08/1364r1. The paragraph is replaced.

	835
	"…contains a single MKD…" wrong, Wrong, WRONG, ***WRONG***. The number of MKDs is ***HIGHLY*** topology dependent. This single sentence restricts all 802.11s deployments to topologies that are assured to always allow full reachability of all nodes to all other nodes at all times, so lops off 98% of the market justification for writing the standard. Indeed, I believe it violates the usage rationales spelled out in the PAR and 5 Criteria document, as it overly constrains topology. This requirement is arbitrary and unjustified. The discussions for resolving comments received on MSA in the LB on 802.11s D1.0 show that it was introduced simply because MSA is ***TOO*** complex to address head on. The only plausible solution that leads anywhere but a deadend is to simplify, Simplify, SIMPLIFY, ****SIMPLIFY****. The root cause of the need for a single MKD is complexity, and the underlying cause of all the complexity is the transferral and reworking of the 802.11r key hierarchy from a static infrastructure network to a dynamic mesh network. The 802.11r key hierarchy is already awkward and fragile in a static network, and key hierarchies are too wooden a technique to work well in a dynamic network. 
	Take a new approach, such as the one adopted by 11-08-0501, which decouples the link keys from the authentication keys. This introduces far more flexibility, reduces the total amount of state each MP must maintain, and in a single stroke eliminates the need to restrict the number of MKDs per mesh to 1.
	Counter
	Resolved by 11-08/1364r1.  The concept of a MKD domain with a single MKD is removed, and support for security associations with multiple MKDs is provided.

	837
	"…or no key holders" results in a race to the bottom, as the text allows everyone to depend on someone else to implement the required functionality. This will not work. We have to define a minimum level that every device must implement; every device must know that any other potential peer implements all of the functionality it needs, or the entire idea of a mesh will fail. There is only an economic penalty to implement an MA or MKD, and so unless it is mandatory functionality, it will never (or at least rarely) get implemented..
	The present partitioning fails the tragedy of the commons test. The model needs to be rethought to guarantee that a secure mesh can be formed with minimal cost devices only, because every vendor will focus on minimal cost devices as a default.
	Accept
	Resolved by 11-08/1364r1.  It is specified that MPs shall run the mesh key holder security handshake and become a key holder.

	839
	"…the MA does not maintain…" as before, whether or not this can be true is highly dependent on dynamic topology. Discussion during the resolution of comments to the LB on 802.11s D1.0 show that this constraint was introduced simply because MSA is too complex to understand or implement without such arbitrary and needless restrictions. Indeed, I believe this text is contrary to the PAR, as it eliminates most of the topologies envisioned by the scope of work.
	Eliminate the root cause of MSA's current complexity by replacing the MSA key hierarchy with something considerably more flexible. One such approach is to replace the key hierarchy by key distribution, as outlined in 11-05-0501
	Counter
	Resolved by 11-08/1364r1.  MAs may maintain security associations with multiple MKDs.

	1070
	The mesh key hierarchy and the concept of MKD domain causes to disjoint MKD domains within a single mesh domain. 
	Remove the MKD domain concept and replace key derivation of the key hierarchies with key distribution.
	Counter
	Resolved by 11-08/1364r1.  The concept of a MKD domain with a single MKD is removed, and support for security associations with multiple MKDs is provided.

	1072
	Current draft spec does not permit MA to maintain security associations with multiple MKDs in the same mesh, so MKD disjoint problem will occur. 
Because current draft implies that when the MP switches to a different MKD, it has to delete the key hierarchy which is bound to the previous MKD. 
Such behavior potentially causes network topology instability.
	Although Multi-MKDs architecture was originally introduced to avoid the single point of failure, it poses another problems. Keeping security associations with Multiple MKD domain does not go to the root of the problem. The mesh key derivation, which is so dependent on the mesh key hierarchy and MKD domain , needs to be replaced with another key distribution mechanism. 
	Counter
	Resolved by 11-08/1364r1.  The concept of a MKD domain with a single MKD is removed, and support for security associations with multiple MKDs is provided.

	1207
	under what cirucumstances would one not request authentication during an authentication procedure? Note, this isn't really an editorial comment because if there's a bit then there should be normative text describing behavior when it's set and when it's clear.
	get rid of the Handshake Control field since it only contains a single bit whose usage doesn’t make sense.
	Counter
	Resolved by 11-08/1364r1. The bit has been renamed to reflect the mesh STA requests MKD-KH authentication.

	1217
	This is not authorization. An MKD is not authorized by people that authenticate to it, the authorization of an MKD must be something an aspirant MP can verify and verification is not mere assertion by the MKD.
	Do not claim that the MKD is authorized to be an MKD. An MKD merely asserts that and MPs that authenticate through it appently do some implicit approval of that assertion but that's not authorization.
	Accept
	Resolved by 11-08/1364r1. The text has been removed.

	1246
	the peer link opens can be sent simultaneously. That being the case a Selector MP can send an open that contains multiple AKM offers and a non Selector MP will send an open that contains zero AKM offers. Both will be acceptable, right? And the state machine advances but they haven't agreed on the AKM 
	have the AKM be negotiated with each side-- Selector MP and non-Selector MP-- adding the requested AKMs in the order they like and having some deterministic procedure-- e.g. highest Selector MP match-- to pick the same suite on each side.
	Counter
	Resolved by 11-08/1364r1. An MA advertises the policy of the MKD to which the peer must authenticate.  A choice of AKM is not needed.

	1247
	in section 11B.5.2.2.1 it says the non-Selector MP will zero in the AKM suite field, here it says that the recipient must verify that the AKM suite field is supported. 
	have the AKM be negotiated with each side-- Selector MP and non-Selector MP-- adding the requested AKMs in the order they like and having some deterministic procedure-- e.g. highest Selector MP match-- to pick the same suite on each side.
	Counter
	Resolved by 11-08/1364r1. An MA advertises the policy of the MKD to which the peer must authenticate.  A choice of AKM is not needed.





Abstract


In the Mesh Security Architecture (MSA), a Mesh Key Distributor (MKD) manages and distributes pairwise master keys for individual mesh stations.   This document provides upgrades to MSA to better support multiple key distribution centers and to add support for simultaneous MKD key pulls prior to secure session establishment.





Brief summary of changes in this document:


Support for multiple MKDs is added to MSA Authentication mechanism, which is also rewritten for clarity.


Allow both mesh STAs to pull keys during MSA Authentication.


Added a new KDE for use in MSA 4-way handshake for confirmation of selections during MSA Authentication.


Separation of the MKD function and the mesh STA that provides access to the MKD function by providing two names and identifiers:  MKD-KH(-ID) and MKD-STA(-ID), replacing all existing uses of “MKD” in the draft.  


Revision of all key holder communication protocols to reflect a mesh STA’s key holder security association with the MKD-KH (rather than an MKD-STA).


Make mandatory the MKHSH so all mesh STAs are MAs.


Rename “Initial MSA Authentication” as MKD-KH authentication





Changes in 11-08/1364r1 from r0:


Renamed “preferred MKD-KH” to “Authenticator MKD-KH” and improved its definition in 11B.5.1.2.


Added MKD-STA-ID field into MSAIE to be more clear about the STA providing access to the Authenticator MKD-KH (when the peer requires MKD-KH authentication).


Clarified construction of MSAIE in 11B.5.2.2 for MSA Authentication mechanism. 





This document is designed to address 23 comments, as listed in the table at the end of this document.





Baseline is D2.04 + 11-08/1120r3 + 11-08/1413r0.
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