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3. Definitions

Insert the following new definition:

3.22a collocated device: A device capable of emitting radio-frequency energy located in the same physical device as the 802.11 STA, where the device’s type (e.g. GSM, GPRS…etc) and some link characteristics (e.g. wireless, wireline…etc) are known without signal detection.

7.3.2.64 Diagnostic Request element

7.3.2.64.1 Diagnostic Request definition

The Diagnostic Request element contains a request that the receiving STA undertake the specified diagnostic action. The format of the Diagnostic Request element is shown in Figure v20.

	
	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic Token
	Diagnostic Request Type
	Diagnostic Timeout
	Diagnostic Information Subelements (optional)

	Octets:
	1
	1
	1
	1
	2
	variable

	Figure v20—Diagnostic Request element format


The Element ID field is equal to the Diagnostic Request value in Table 7-26.

The value of the Length field is variable and depends on the length of the Diagnostic Information Subelements field. The minimum value of the Length field is 4 (based on a minimum length for the Diagnostic Information Subelements field of 0 octets).

The Diagnostic Token field is set to a number that is unique among the Diagnostic Request elements sent to each destination MAC address for which a corresponding Diagnostic Report element has not been received.

The Diagnostic Request Type field is set to a number that identifies a type of diagnostic request. The defined Diagnostic Request Types are shown in Table v9. 

	Table v9—Diagnostic Type definitions



	Name
	Diagnostic Type Values

	Cancel Diagnostic Request
	0

	Manufacturer Information STA Report
	1

	Configuration Profile 
	2

	Association Diagnostic
	3

	IEEE 802.1X Authentication Diagnostic
	4

	Reserved
	5 – 220

	Vendor Specific 
	221

	Reserved
	222 – 255


The Diagnostic Timeout field contains the time, in seconds, after which no response is returned.

The Diagnostic Information Subelements field contains zero or more diagnostic information subelements depending on the specific Diagnostic Request Type.

The Manufacturer Information STA Report and Configuration Profile Diagnostic Request elements carry no Diagnostic Information subelements. 

The Diagnostic Request element is included in a Diagnostic Request frame as described in 7.4.11.4. The use of Diagnostic Request element and frames is described in 11.20.3.

7.3.2.64.2 Association Diagnostic request

The Diagnostic Information Subelements field corresponding to an Association Diagnostic Request Type is shown in Table v10. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5.


	Table v10—Association Diagnostic request contents



	Order
	Information Subelement

	1
	AP Descriptor

	2
	Profile ID


7.3.2.64.3 IEEE 802.1X Authentication Diagnostic request

The Diagnostic Information Subelements field corresponding to an IEEE 802.1X Authentication Diagnostic Request Type is shown in Table v11. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5.

	Table v11—IEEE 802.1X Authentication Diagnostic request contents



	Order
	Information Subelement

	1
	AP Descriptor

	2
	EAP Method

	3
	Credential Type

	4
	Profile ID


7.3.2.64.4 Vendor Specific Diagnostic request 

The Diagnostic Information Subelements field corresponding to a Diagnostic Report element of type Vendor Specific Diagnostic Report contains zero or more Vendor specific subelements. The Vendor Specific subelements have the same format as their corresponding elements (see 7.3.2.26).

7.3.2.64.5 Diagnostic Information Subelement descriptions

The following text describes the various subelements that may be included in Diagnostic Information Subelements field of a Diagnostic Request element or a Diagnostic Report element. The format of a Diagnostic information subelement is shown in Figure v21.

	
	
	
	

	
	Diagnostic Information Subelement ID
	Length
	Diagnostic Information Subelement Contents

	Octets:
	1
	1
	variable

	Figure v21—Diagnostic Information Subelement format


The Diagnostic Information Subelement ID field indicates the Diagnostic Information Subelement type and is set to any allocated value in Table v12.

The Length field is set to the length in octets of the Diagnostic Information Subelement Contents field.

The Diagnostic Information Subelement Contents values are described in Table v12. 

	Table v12—Diagnostic Information Subelement ID values 



	Identifier 
	Subelement Name
	Length (in octets)

	0
	Credential Type
	3

	1
	AKM Suite
	6

	2
	AP Descriptor
	10

	3
	Antenna Type
	3 to 251

	4
	Antenna Gain
	3

	5
	Cipher Suite
	6

	6
	Collocated Device Type
	3

	7
	EAP Method
	3 to 10

	8
	Firmware Version
	3 to 251

	9
	MAC Address
	8

	10
	Manufacturer ID String
	3 to 251

	11
	Manufacturer Model String
	3 to 251

	12
	Manufacturer OUI
	5

	13
	Manufacturer Serial Number String
	3 to 251

	14
	Power Save Mode
	4

	15
	Profile ID
	3

	16
	Supported Regulatory Classes 
	3 to 251

	17
	Status Code
	4

	18
	SSID
	4 to 36

	19
	Tx Power Capability
	3 to 251

	20-220
	Reserved
	

	221
	Vendor Specific
	3 to 251

	221-255
	Reserved
	


The format for the Credential Type subelement is shown in Figure v22.

	
	
	
	

	
	 Subelement ID
	Length
	Credential Values

	Octets:
	1
	1
	variable

	Figure v22—Credential Type Subelement format


The Credentials field indicates one or more types of credential. Each value is chosen from those shown in Table v13.

	Table v13— Credentials Values



	Value
	Description

	0
	None

	1
	Pre-shared key

	2
	Username and password

	3
	X.509 certificate

	4
	Other certificate

	5
	One time password

	6
	Token

	7–255
	Reserved


The format for the AKM Suite subelement is shown in Figure v23.

	
	
	
	
	

	
	 Subelement ID
	Length
	OUI
	AKM Suite

	Octets:
	1
	1
	3
	1

	Figure v23—AKM Suite Subelement format


The OUI and AKM Suite fields identify the authentication method and is set to one of the values in Table 7-34 in 7.3.2.25.2.

The format of the AP descriptor subelement is described in Figure v24.

	
	
	
	
	
	

	
	 Subelement ID
	Length
	BSSID
	Regulatory Class
	Channel Number

	Octets:
	1
	1
	6
	1
	1

	Figure v24—AP Descriptor Subelement format


The BSSID field is a 6-octet field as described in 7.1.3.3.3 that identifies the BSS indicated in the AP Descriptor subelement.

The Regulatory Class field contains an enumerated value from Annex J specifying the frequency band in which the Channel Number is valid.

The Channel Number field indicates the current operating channel of the AP identified by the BSSID in the AP Descriptor.

The format for the Antenna Type subelement is shown in Figure v25.

	
	
	
	

	
	 Subelement ID
	Length
	Antenna Type

	Octets:
	1
	1
	variable

	Figure v25—Antenna Type Subelement format


The Antenna Type field contains an ASCII string (truncated to 251 octets if required) indicating the type of antenna connected to the wireless network adapter. This string is not null terminated.

The format for the Antenna Gain subelement is shown in Figure v26.

	
	
	
	

	
	 Subelement ID
	Length
	Antenna Gain

	Octets:
	1
	1
	1

	Figure v26—Antenna Gain Subelement format


The Antenna Gain field contains the peak gain in dBi of the antenna.

The format for the Cipher Suite subelement is shown in Figure v27.

	
	
	
	
	

	
	 Subelement ID
	Length
	OUI
	Suite Type

	Octets:
	1
	1
	3
	1

	Figure v27—Cipher Suite Subelement format


The format for the Collocated Device Type sub-element is shown in Figure v27a.

	
	
	
	

	
	 Sub-element ID
	Length
	Collocated Device Type

	Octets:
	1
	1
	1

	Figure v27a—Collocated Device Type Sub-element format


The Collocated Device Type field contains a one octet field indicating the Collocated Device Type, and is set to one of the values in Table v13a. The method that a STA uses to obtain the information on the Collocated Device Type is out of the scope of this standard.
	Table v13a—Collocated Device Types



	Collocated Device Type
	Value

	Reserved
	0

	Wireless - GSM
	1

	Wireless - GPRS
	2

	Wireless - EDGE
	3

	Reserved
	4-14

	Ethernet - IEEE 802.3
	15

	Reserved
	16-17

	Wireless - Other
	18

	Wireless - IEEE 802.11
	19

	Reserved
	20-21

	Wireless - CDMA2000
	22

	Wireless - UMTS
	23

	Wireless - CDMA2000-HRPD
	24

	Reserved
	25-26

	Wireless - IEEE 802.16
	27

	Wireless - IEEE 802.20
	28

	Wireless - IEEE 802.22
	29

	Reserved
	30-39

	Wireless – IEEE 802.15
	40

	Wireless - GPS
	41

	Reserved
	42-255


EDITORIAL NOTE—Link Types 0-39 are defined in IEEE 802.21 D13.0, and the 802.21 WG will retain control over that range of definitions.

The OUI and Suite Type fields identify the cipher suite and is set to one of the values in Table 7-32.

The format for the EAP method subelement is shown in Figure v28.

	
	
	
	

	
	 Subelement ID
	Length
	EAP method

	Octets:
	1
	1
	1 or 8

	Figure v28—EAP Method Subelement format


The EAP Method field contains an IANA assigned EAP type as defined at http://www.iana.org/assignments/eap-numbers. The EAP Method field contains either the legacy type (1 octet) or the expanded type (1 octet type = 254, 3-octet Vendor ID, 4-octet Vendor-Type).

The format for the Firmware Version subelement is shown in Figure v29.

	
	
	
	

	
	 Subelement ID
	Length
	Firmware Version

	Octets:
	1
	1
	variable

	Figure v29—Firmware Version Subelement format


This Firmware Version field contains an ASCII string identifying the version of firmware currently installed on the wireless network adaptor. This string is not null terminated.

The format for the MAC Address subelement is shown in Figure v30.

	
	
	
	

	
	 Subelement ID
	Length
	MAC Address

	Octets:
	1
	1
	6

	Figure v30—MAC Address Subelement format


This MAC Address field contains the 6-octet IEEE 802 MAC address of the STA.

The format for the Manufacturer ID String subelement is shown in Figure v31.

	
	
	
	

	
	 Subelement ID
	Length
	ID

	Octets:
	1
	1
	variable

	Figure v31—Manufacturer ID String Subelement format


The ID field contains an ASCII string indicating the manufacturer identifier of the wireless network adaptor. This string is not null terminated.

The format for the Manufacturer Model String subelement is shown in Figure v32.

	
	
	
	

	
	 Subelement ID
	Length
	Model

	Octets:
	1
	1
	variable

	Figure v32—Manufacturer Model String Subelement format


The Model field contains an ASCII string indicating the model of the wireless network adaptor. This string is not null terminated.

The format for the Manufacturer OUI subelement is shown in Figure v33.

	
	
	
	

	
	 Subelement ID
	Length
	OUI

	Octets:
	1
	1
	3

	Figure v33—Manufacturer OUI Subelement format


The OUI field contains an Organizational Unique Identification, the first 24-bits of the network connected device, which indicate the specific vendor for that device.

The format for the Manufacturer Serial Number String subelement is shown in Figure v34.

	
	
	
	

	
	 Subelement ID
	Length
	Serial Number

	Octets:
	1
	1
	variable

	Figure v34—Manufacturer Serial Number String Subelement format


The Serial Number field contains an ASCII string indicating the serial number of the wireless network adaptor. This string is not null terminated.

The format for the Power Save Mode subelement is shown in Figure v35.

	
	
	
	

	
	 Subelement ID
	Length
	Power Save Mode

	Octets:
	1
	1
	2

	Figure v35—Power Save Mode Subelement format


The Power Save Mode field is a bitmap field that indicates the power save mode(s) in use by the STA, as defined in Table v14. 

	Table v14—Power Save Mode definition



	Power Save Mode
	Bit

	Unknown
	0

	None
	1

	PS mode (ReceiveDTIMs=1, see 11.2.1)
	2

	PS mode (ReceiveDTIMs=0, see 11.2.1)
	3

	U-APSD (see 11.2.1.4)
	4

	S-APSD (see 11.2.1.4)
	5

	U-PSMP (see 9.16)
	6

	S-PSMP (see 9.16)
	7

	SM Power Save (see 11.2.3)
	8

	WNM-Sleep Mode (see 11.2.2)
	9

	FMS (see 9.2.7.2)
	10

	TIM Broadcast (see 11.2.1.13)
	12

	TFS (see 11.20.11)
	13

	Reserved
	14–15


The format for the Profile ID subelement is shown in Figure v36.

	
	
	
	

	
	 Subelement ID
	Length
	Profile ID

	Octets:
	1
	1
	1

	Figure v36—Current Profile Indication Subelement format


The Profile ID field contains a unique identifier for referencing a configuration profile available on a device. The value of the identifier can be any arbitrary value, as long as it is uniquely associated to a single configuration profile on the device sending the identifier.

The format for the Supported Regulatory Classes subelement is shown in Figure v37.

	
	
	
	

	
	 Subelement ID
	Length
	Supported Regulatory Classes Element 

	Octets:
	1
	1
	variable

	Figure v37—Supported Regulatory Classes Subelement format


The Supported Regulatory Classes Element field contains the Supported Regulatory Classes element, as defined in 7.3.2.51, excluding the Element ID and Length in the Supported Regulatory Classes Element.

EDITORIAL NOTE—7.3.2.51 is defined in TGy.

The format for the Status Code subelement is shown in Figure v38.

	
	
	
	

	
	 Subelement ID
	Length
	Status Code

	Octets:
	1
	1
	2

	Figure v38—Status Code Subelement format


The Status Code field contains the final IEEE 802.11 Status code, as defined in Table 7-23 in 7.3.1.9, received at the end of the applicable operation.

The format for the SSID subelement is shown in Figure v39.

	
	
	
	

	
	 Subelement ID
	Length
	SSID 

	Octets:
	1
	1
	0 to 32

	Figure v39—SSID Subelement format


The SSID field contains a Service Set Identifier with a maximum length of 32 octets, as defined in 7.3.2.1. 

The format for the Tx Power Capability subelement is shown in Figure v40.

	
	
	
	
	

	
	 Subelement ID
	Length
	Tx Power Mode
	Tx Power

	Octets:
	1
	1
	1
	variable

	Figure v40—Tx Power Capability Subelement format


The Tx Power Mode field identifies the transmit power mode of the non-AP STA and is set to one of the values in Table v15.

	Table v15—Tx Power Modes



	Tx Power Mode
	Value

	Discrete
	0

	Range
	1

	Reserved
	2-255


The Tx Power field indicates the target transmit power at the antenna in dBm with a tolerance of +/-5dB. If the Tx Power Mode field is set to 0 then the TxPower field contains one or more Tx power levels in units of dBm, in increasing numerical order. If the Tx Power Mode field is set to 1, the TxPower field is two octets in length and contains the STA’s minimum and non-zero maximum TxPower levels, in that order. The TX Power Levels are encoded as 2’s complement values in dBm, rounded to the nearest integer. 

The Vendor Specific subelements have the same format as their corresponding elements (see 7.3.2.26).

7.3.2.65 Diagnostic Report element

7.3.2.65.1 Diagnostic Report definition

The Diagnostic Report element contains a Diagnostic report. The format of the Diagnostic Report element is shown in Figure v41.

	
	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic Token
	Diagnostic Report Type
	Diagnostic Status
	Diagnostic Information Subelements

	Octets:
	1
	1
	1
	1
	1
	variable

	Figure v41—Diagnostic Report element format


The Element ID field is equal to the Diagnostic Report value in Table 7-26.

The value of the Length field is variable and depends on the length of the Diagnostic Information Subelements field. The minimum value of the Length field is 3. 

The Diagnostic Token field is set to the Diagnostic Token in the corresponding Diagnostic Request element.

The Diagnostic Report Type field is set to a number that identifies the Diagnostic report. The Diagnostic Report Types are defined in Table v9.

The Diagnostic Status field is set to a value in Table v5 (see 7.3.2.63), indicating the STA’s response to the Diagnostic Request indicated by the Diagnostic Token.

The Diagnostic Information Subelements field contains the results of the diagnostic request.

The Diagnostic Information Subelements field contains the Diagnostic Subelement values, defined in 7.3.2.64.5 corresponding to the Diagnostic Report Type field value.

The Diagnostic Report element is included in a Diagnostic Report frame as described in 7.4.11.5. The use of Diagnostic Report element and frames is described in 11.20.3.

7.3.2.65.2 Manufacturer Information STA Report 

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type Manufacturer Information STA Report is shown in Table v16. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5. 

	Table v16— Manufacturer Information STA Report contents



	Order
	Information Subelement

	1
	Manufacturer OUI

	2
	Manufacturer ID string

	3
	Manufacturer model string

	4
	Manufacturer serial number string

	6
	Firmware Version

	7
	Antenna Type

	8
	Antenna gain

	9
	Collocated Device Type


7.3.2.65.3 Configuration Profile Report

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type Configuration Profile Report is shown in Table v17. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5.

	Table v17—Configuration Profile Report contents



	Order
	Information Subelement

	1
	Profile ID

	2
	Supported Regulatory Classes

	3
	Tx Power

	4
	Cipher Suite

	5
	AKM Suite

	6
	EAP Method

	7
	SSID

	8
	Power Save Mode


7.3.2.65.4 Association Diagnostic Report

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type Association Diagnostic Report is shown in Table v18. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5. 

	Table v18—Association Diagnostic Report contents



	Order
	Information Subelement

	1
	AP Descriptor

	2
	Status Code


7.3.2.65.5 IEEE 802.1X Authentication Diagnostic Report

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type IEEE 802.1X Authentication Diagnostic Report is shown in Table v19. The corresponding Diagnostic Information Subelements are defined in 7.3.2.64.5.

	Table v19—IEEE 802.1X Authentication Diagnostic Report contents



	Order
	Information Subelement

	1
	AP Descriptor

	2
	EAP Method

	3
	Credential Type

	4
	Status Code


7.3.2.65.6 Vendor Specific Diagnostic report 

The contents of the Diagnostic Information subelements field of a Diagnostic Report element of type Vendor Specific Diagnostic Report contains zero or more Vendor Specific subelements as defined in 7.3.2.26.

11.20.3 Diagnostic request and report procedures

11.20.3.1 Diagnostic request and diagnostic report

The Diagnostic Request and Diagnostic Report protocol provides a tool to diagnose and debug complex network issues. A STA that has a value of true for the MIB attribute dot11MgmtOptionDiagnosticsEnabled is defined as a STA that supports diagnostics reporting. A STA for which the MIB attribute dot11MgmtOptionDiagnosticEnabled is set to true shall set the Diagnostics field of the Extended Capabilities element to 1. 

A STA that supports diagnostics reporting shall only send a Diagnostics Request or Diagnostics Report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities element contained a value of 1 for the Diagnostics bit in the Capabilities field. 

A STA gathers information from another STA by sending a Diagnostic Request frame containing a unique Dialog Token to another STA that supports the Diagnostics Capability. A Dialog Token value of zero is a reserved value and shall not be used. The source and destination of a Diagnostic Request frame shall both be members of the same BSS. The permitted source and destination STAs for a Diagnostic Request frame are shown in Table 15. Within each Diagnostic Request frame there may be one or more Diagnostic Request elements. Each Diagnostic Request element contains a unique Diagnostic Token that identifies the element within the Diagnostic Request frame. 

If a STA receives a Diagnostic Request frame without error and it supports the diagnostic reporting, the STA shall respond with a Diagnostic Report frame that includes the Dialog Token that matches the one in the Diagnostic Request frame. Each Diagnostic Report element that corresponds to the Diagnostic Request element shall contain the same Diagnostic Token that was included in the original request.

Only a single Diagnostic Request frame from a STA is outstanding at a given STA at any time. If a STA receives a subsequent Diagnostic Request frame with a different Dialog Token before completing the Diagnostic Report for the previous request from the requesting STA, the STA shall only respond to the most recent Request frame. The STA need not send a Diagnostic Report frame for the previous Diagnostic Request frame.

All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST.ind primitives, are cancelled upon a BSS transition, except when the BSS transition occurs as a result of responding to or initiating a diagnostic request. All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST.indication primitives, are cancelled after the time indicated in the Diagnostic Timeout field, in the Diagnostic Request frame. When a STA receives a Diagnostic Request frame with a Diagnostic Request Type of Cancel Diagnostic Request, the STA cancels all outstanding diagnostic requests, and discards all pending diagnostic reports, as indicated by received MLME-DIAGREQUEST.indication primitives.

All Diagnostic Report elements shall include a Status field that indicates the overall result of the transaction. If the STA is able to complete the diagnostic request made in the Diagnostic Request element, then a value of Successful shall be returned. If the STA is unable to process the request at that time a value of Fail shall be returned. If the STA is incapable of generating a report of the type specified, it shall return a value of Incapable. If the STA cannot support the request for any other reason, the value of Refused shall be returned.

Both the Diagnostic Request frame and the Diagnostic Report frame shall only be sent with an individually addressed destination address. If a STA receives a Diagnostic Request or Report frame with a broadcast or multicast destination address, it shall discard the frame.

If the Diagnostic Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional frames until all Diagnostic Report elements have been returned to the requesting STA. Each subsequent Diagnostic Report frame and Diagnostic Report elements shall include the same Dialog Token and Diagnostic Token, respectively, that was sent in the corresponding Diagnostic Request frame. When multiple MMPDUs are required, the STA shall include complete Diagnostic Report elements and shall not fragment an element across multiple MMPDUs.

A STA may cancel a previously sent Diagnostic Request frame for which it has not yet received a Diagnostic Report frame by sending a Diagnostic Request frame with the Reason Code value of 2, indicating “Cancelled” in the Reason Code subelement (see Table v15) to the STA to which it previously sent the Diagnostic Request frame. A STA shall inform a STA from which it has previously received a Diagnostic Request frame that the request has been locally cancelled by sending a Diagnostic Report frame with the Result Code value of 4, indicating Cancelled in the Result Code subelement to that requesting STA. When either the Reason Code value of 2 or the Result Code value of 4 is used, only the Reason Code or Result Code Diagnostic Information subelement is included in the Diagnostic Request or Response element.

	Table 11-15—Allowed and disallowed diagnostic request 



	Service Set
	Source of Request
	Destination of Request
	Allowed

	Infrastructure BSS
	AP
	Non-AP STA
	Yes

	Infrastructure BSS
	Non-AP STA
	Non-AP STA
	No

	Infrastructure BSS
	Non-AP STA
	AP
	No

	IBSS
	Non-AP STA
	Non-AP STA
	Yes

	ESS
	AP
	AP
	No


11.20.3.2 Configuration profile report

The Configuration Profile report enables an AP to discover the current profile in use for an associated device, and additional profiles for the current ESS. A non-AP STA receiving a Configuration Profile report request type shall respond with a Diagnostic Report frame that includes all available Diagnostic Information elements allowed for the type. 

Devices that support multiple configuration profiles for an ESS may include multiple Diagnostic Report elements in a single Diagnostic Report frame (or multiple frames if required). Each Diagnostic Report element shall contain a Profile ID element that uniquely identifies the configuration profile(s) for the current ESS that are available on the device.

11.20.3.3 Manufacturer information STA report

The Manufacturer Information STA Report enables an AP to discover all the static manufacturer specific data about an associated device. A non-AP STA receiving a Manufacturer Information STA Report request type shall respond with a Diagnostic Report frame that includes all available Diagnostic Information elements allowed for the type. When more than one Collocated Device Type is supported, a Diagnostic Report element shall be included for each Collocated Device Type. If no Collocated Device Type is supported or the type of collocated device is unknown no Diagnostic Report element shall be included.
11.20.3.4 Association diagnostic

The purpose of the association diagnostic is to determine that the STA is able to associate with a designated BSS. This test directs an association to be completed with a specific AP.

To initiate the test, the AP shall send a Diagnostic Request frame containing a Diagnostic Request Type field set to 3 (i.e., Association Diagnostic) to the STA. An AP shall not send an association diagnostic request with a designated BSS that is not part of the ESS and a STA receiving an association diagnostic request shall reject requests to perform diagnostics on a BSS that is not part of the ESS. All parameters required to complete the association are included in the Diagnostic Request element. 

Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an Association request, the STA determines whether or not to accept the request. If the STA declines the request, it shall send a Diagnostic Report frame with the Status field of a Diagnostic Report element set to Refused. If the STA accepts the request, it shall issue an MLME-DEAUTHENTICATE.request to deauthenticate from the current AP, and an MLME-AUTHENTICATE.request to authenticate to the AP indicated in the Diagnostic Request element. If successful, the STA shall issue an MLME-(RE)ASSOCIATE.request to the AP indicated in the Diagnostic Request element. The STA shall then issue an MLME-DEAUTHENTICATE.request to deauthenticate from the AP indicated in the Diagnostic Request element, reassociate to the AP from which it received the Diagnostic Request, and issue an MLME-DIAGREPORT.request primitive, indicating the results of the diagnostic

11.20.3.5 IEEE 802.1X authentication diagnostic

The purpose of the IEEE 802.1X authentication diagnostic is to determine that the STA is able to complete an IEEE 802.1X authentication with a designated BSS. This test directs an association and IEEE 802.1X authentication to be completed with a specific AP. If a STA that supports diagnostic reporting also supports RSN, the STA shall support the IEEE 802.1X authentication diagnostic.

To initiate the test, the AP shall send a Diagnostic Request frame containing a Diagnostic Request Type field set to 4 (i.e. IEEE 802.1X Authentication Diagnostic) to the STA. A STA in an IBSS or an AP shall not send an IEEE 802.1X authentication diagnostic request with a designated BSS that is not part of the ESS, or IBSS and a STA receiving a diagnostic request shall reject requests to perform diagnostics on other networks. All parameters required to complete the operation including the association and IEEE 802.1X authentication are included in the Diagnostic Request element.

Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an IEEE 802.1X Authentication Diagnostic request, the STA determines whether or not to accept the request. If the STA declines the request, it shall send a Diagnostic Report frame with the Status field of a Diagnostic Report element set to Refused. If the STA accepts the request, it shall issue an MLME-DEAUTHENTICATE.request to deauthenticate from the current AP, and an MLME-AUTHENTICATE.request to authenticate to the AP indicated in the Diagnostic Request element. If successful, the STA shall issue an MLME-(RE)ASSOCIATE.request to the AP indicated in the Diagnostic Request element. The STA shall then issue an MLME-DEAUTHENTICATE.request to deauthenticate from the AP indicated in the Diagnostic Request element, reassociate to the AP from which it received a diagnostic request, and issue an MLME-DIAGREPORT.request primitive, indicating the results of the diagnostic.




Abstract


This document contains proposed edits to TGv draft 3.02 to resolve LB133 CIDs 163 and 227.























Submission
page 2

 Allan Thomson, Cisco Systems


