November 2008

doc.:IEEE 802.11-08/1275r3

IEEE P802.11
Wireless LANs
	Normative Text for Amendment for EASN

	Date:  2008-11-10

	Author(s):

	Name
	Company
	Address
	Phone
	Email

	Ding Zhiming


	Huawei
	Bldg 7,Vision Business Park, Nan Shan Science Park, Shenzhen P.R. China
	+86 755 36835663
	dingzhiming@huawei.com

	Stephen McCann
	Roke Manor Research Ltd
	Roke Manor, Old Salisbury Lane, Romsey, SO51 0ZN, UK
	+44 1794 833341
	stephen.mccann@roke.co.uk 

	Shu Guiming
	Huawei
	Bldg 7,Huawei Technologies Vision Business Park, Nan Shan Science Park, Shenzhen P.R. China
	+86 755 36835543
	shugm@huawei.com

	Celine Liu
	Huawei
	Bldg 7,Vision Business Park, Nan Shan Science Park, Shenzhen P.R. China
	+86 755 36835837
	celineliu@huawei.com

	Amy Zhang
	Huawei
	Huawei Industry Park, Bantian, Shenzhen, P.R. China
	
	Amyzhang@huawei.com



Insert the following definitions in “4. Abbreviations and acronyms” (Page 4)
4. Abbreviations and acronyms
Insert the following new abbreviations and acronyms into clause 4 in alphabetical order:
802.x LAN
IEEE 802 based local area networks such as 802.3 and 802.11

AAA

authentication, authorization, and accounting

ASRA

additional step required for access

DN

destination network

EAS

emergency alert system

EASN

emergency alert system notification
EBR

expedited bandwidth request
EDT

eastern daylight time
EICI

Emergency Information Change Indication
ES

emergency services

ESO

emergency services only

EST

eastern standard time

GAS

 generic advertisement Service

HESSID 
homogenous ESS identifier

MICS

media independent command service

MIES 

media independent event service

MIH 

media independent handover

MIIS

media independent information service

MLPP

multi-level precedence and preemption 

NAI 

network access identifier

PHB

per-hop behavior

PoS

point of service

Add a row into Table 7-42s in subclause 7.3.2.27 (page 18)
7.3.2.27 Extended capabilities information element
Insert the following additional rows at the end of Table 42s.
Table 7-42s—Capabilities field
	Bit(s)
	Information
	Notes

	<ANA>
	Interworking
	When dot11InterworkingServiceEnabled is set to TRUE, the Interworking field is set to 1 to indicate the STA supports Interworking Service as described in 11.18. When dot11InterworkingServiceEnabled is set to FALSE, the Inter​working field is set to 0 to indicate the STA does not support this capability.

	<ANA>
	QoS Map
	When dot11QosMapEnabled is set to TRUE, the QoS Map field is set to 1 to indicate the STA supports QoS Map service as described in 11.18.6. When dot11QosMapEnabled is set to FALSE, the QoS Map field is set to 0 to indi​cate the STA does not support this capability.

	<ANA>
	EBR
	When dot11EBREnabled is set to TRUE, the EBR field is set to 1 to indicate the STA supports EBR as described in 7.3.2.62. When dot11EBREnabled is set to FALSE, the EBR field is set to 0 to indicate the STA does not support this capability.

	<ANA>
	SSPN Interface
	When dot11SSPNInterfaceEnabled is set to TRUE, the SSPN Interface field is set to 1 to indicate the AP supports SSPN Interface service as described in 11.18.4. When dot11SSPNInterfaceEnabled is set to FALSE, the SSPN Inter​face is set to 0 to indicate the AP does not support this capability. Non-AP STAs shall set this field to 0.

	<ANA>
	EASN
	When dot11EASNEnabled is set to TRUE, the EASN field is set to 1 to indicate the STA supports EASN mechanism as described in 11.18.5. When dot11EASNEnabled is set to FALSE, the EASN field is set to 0 to indicate the STA does not support this capability.


Modify Figure 7-95ao in subclause 7.3.2.59  (Page 19)as follows:
7.3.2.59 Interworking information element
The Interworking information element contains information about the interworking service capabilities of a STA as shown in Figure 7-95ao. 
	Interworking element format

	 
	 
	 
	B0 - B3
	B4
	B5
	B6
	B7
	 
	 
	 
	

	 
	Element ID
	Length
	Network
Type
	Internet
	ASRA
	EASN Available
	Emergency Network
	Venue Group
	802.11 Venue Type
	HESSID
(optional)
	EICI

(optional)

	Bits
	 
	 
	4
	1
	1
	1
	1
	 
	 
	 
	

	Octets:
	1
	3 or 9
	 
	 
	 
	 
	 
	1
	1
	0 or 6
	1


Figure 7-95ao—Interworking element format
The value of the Length field is the length of the Interworking capabilities field. The value of the length field is 3 if no HESSID is present or 9 if a HESSID is present.

The Network Types are shown in Table 7-43r. A non-AP STA uses this field to indicate the desired Network Type in an active scan. See U.4 for informative text on usage of fields contained within the Interworking el​ement.
Modify the text in Clause 7.3.2.59 (Page 20-23) as follows:
Table 7-43r—Network Type codes
[image: image1.emf]
Bit 4 is the Internet field. If this field is set to 1, the network provides connectivity to the Internet; otherwise it is set to 0 indicating that it is unspecified whether the network provides connectivity to the Internet. If the 802.11 Network Type is set to 2, 3, or 14, then this field is set to 1 when the network provides connectivity to the Internet, and it is set to 0 when the network provides unspecified connections to external networks. When the 802.11 Network Type is set to a value other than 2, 3, or 14, this field is always set to 0.

Bit 5 is the Additional Step Required for Access (ASRA) field. It is set to 1 to indicate that the network re​quires a further step for access. For more information, refer to Native Query Protocol Native Info Network Authentication Type Information in 7.3.3.5. 

Bit 6 is the Emergency Alert System Notification (EASN) Available field. It is set to 1 to indicate that a higher layer EAS is available at the AP for download. It is a reserved field for the non-AP STA. The EASN Available field set to 0 indicates that no higher layer EAS is available at the AP for download. When the field is changed to 1 from 0, a non-AP STA requests further information from the higher layers to receive the full EAS information. This information is transported over GAS using a suitable advertisement protocol as described in 11.18.5. The EASN Available field is set to 1 while EAS messages are active.

EAS protocols define when messages are active.

Bit 7 is the Emergency Network field. When set to 0, this field indicates that no emergency services are di​rectly configured to be reachable through te SSID. When set to 1, this field indicates that higher layer emer​gency services are reachable through the SSID, in addition to any other services offered. Emergency services may be supported either by an ESO (emergency services only) network or a network that supports emergency services accessible with public credentials. An AP advertises this capability if at least one of the two methods is supported.

For a network to be identified as an Emergency Services (ES) network, location capability is enabled on an AP if the AP is located in a regulatory domain that requires location capabilities. In addition, this field is only advertised if all of the following are true (see U.4.2 for further information):

—If an ESO network, the SSID is configured for open authentication and used exclusively for provid​ing emergency services

—If an Emergency Services network with public credentials, the SSID is configured for RSN authenti​cation

—dot11QosOptionImplemented is true

—Expedited Bandwidth Request Service capability field is set to 1

—Network supports end-to-end QoS from non-AP STA to all APs in ESS to PSAP. It is outside the scope of the Interworking Service how this information is known to the AP

The Venue Group and 802.11 Venue Type fields are both one octet values selected from Table 7-43s and Table 7-43t respectively. The entries in Table 7-43s and Table 7-43t are drawn from the International Build​ing Code’s Use and Occupancy Classifications [B33]. An AP sets the default value of Venue Group to Res​idential and the default value of 802.11 Venue Type to unspecified. A non-AP STA sets the default value of Venue Group to unspecified and the default value of Venue Type to unspecified. 

Table 7-43s—Venue Group codes and descriptions
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[image: image3.emf]
Table 7-43t—802.11 Venue Type assignments
[image: image4.emf]
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The HESSID field specifies the value of HESSID, see 11.18.1. A non-AP STA uses this field to indicate the desired HESSID in an active scan. The HESSID field is optionally present depending on the setting of the HESSID Present field in the Interworking capabilities field. 

The EICI (Emergency Information Change Indication) field is an optional field used to indicate the change of the emergencies. While no EAS message is active, the EASN Available field is set to 0, and the EICI field does not exist. When a first EAS message becomes available, the EASN Available field is set to 1, the EICI field appears and its value is set to non-zero; then the value of EICI is increment by 1 upon a new EAS message is active or an existing EAS message is inactive. The EICI field disappears if all the existing EAS messages become inactive. If a new EAS message becomes available thereafter, the EICI field appears again and its value is incremented upon its previous value. The EICI value restores to 1 after it reaches 255 upon one more change. When the EICI field changes value while the EASN field keeps value 1, a non-AP STA requests further information from the higher layers to receive the full EAS information. This information is transported over GAS using a suitable advertisement protocol as described in 11.18.5.
Modify the text in 11.18.5 ( Page 73) as follows:
on this access category and deny all subsequent ADDTS request frames with TID=1 or 2, or if the ACM field for AC_BK is set to 0 then the non-AP STA shall be disassociated.

—dot11NonAPStationHCCAOctetCount is compared to dot11NonAPStationAuthMaxHCCAOctets.When the value of the authorized maximum octet count is exceeded, then the HC shall delete all admitted TSs with access policy = HCCA or HEMM and deny all subsequent ADDTS request frames with access policy = HCCA or HEMM.

—The sum of dot11NonAPStationVoiceOctetCount, dot11NonAPStationVideoOctetCount, dot11NonAPStationBestEffortOctetCount, dot11NonAPStationAuthMaxBackgroundOctets, and dot11NonAPStationHCCAOctetCount is compared to dot11NonAPStationAuthMaxTotalOctets. When the value of the authorized maximum octet count is exceeded, the non-AP STA shall be disas​sociated.

When a non-AP STA has exceeded the resource limits listed above, the AP shall terminate the connection. The AP SME invokes the disassociation procedure defined in 11.3.2.7 by issuing an MLME-DISASSOCIATE.request with the reason code “Authorized Access Limit Reached”.

11.18.5 Interworking Procedures: Emergency Alert System (EAS) Support
The Emergency Alert System (EAS) would be supported if the AP with dot11EASNEnabled set to TRUE,  and the EASN field in the Extended capabil​ities element is set to 1; otherwise the EASN field in the Extended capabilities element is set to 0, the EASN Available field in Interworking element is useless and shall be set to 0.
The Emergency Alert System (EAS) provides alerts, typically issued by authorities, to be transmitted, upon request, to non-AP STAs using the GAS protocol, from an AP within the IEEE 802.11 infrastructure. The mechanism provided by the interworking service uses a single bit EASN Available field and an optional octet EICI field in the Interworking element Figure 7-95ao, transmitted from an AP, to indicate whether or not any alert is available within the IEEE 802.11 infrastructure, and the change of the EAS messages information. The EASN field is set to 0 by a non-AP STA. 
If an external network emergency alert is received by the IEEE 802.11 infrastructure, or existing emergency alerts are updated, each AP then advertises the option for the EAS mechanism, setting the Interworking element EASN  Available field to 1, and modifies the EICI field. Once the non-AP STA receives this advertisement, it utilizes GAS to retrieve the alert message from the AP, typically formatted us​ing the Common Alert Protocol (CAP).

By utilizing GAS, the emergency functionality of the interworking service is extended to provide EAS sup​port for client devices.

The CAP allows the collection and distribution of “all-hazard” safety notifications and emergency warnings across information networks and public alert systems used by first responders. 

Authorization and integrity protection of the message is the responsibility of the authority and is out of scope of this standard.

Modify the mib in Annex D  as follows:

Annex D
Insert new entries in Dot11StationConfigEntry
Dot11StationConfigEntry::=
SEQUENCE {
dot11StationID 






MACAddress,
dot11MediumOccupancyLimit 




INTEGER,
dot11CFPollable 






TruthValue,
dot11CFPPeriod 






INTEGER,
dot11CFPMaxDuration 





INTEGER,
dot11AuthenticationResponseTimeOut 



Unsigned32,
dot11PrivacyOptionImplemented 




TruthValue,
dot11PowerManagementMode 




INTEGER,
dot11DesiredSSID 





OCTET STRING,
dot11DesiredBSSType





 INTEGER,
dot11OperationalRateSet 




OCTET STRING,
dot11BeaconPeriod 





INTEGER,
dot11DTIMPeriod 





INTEGER,
dot11AssociationResponseTimeOut 


Unsigned32,
dot11DisassociateReason 




INTEGER,
dot11DisassociateStation 




MACAddress,
dot11DeauthenticateReason 



INTEGER,
dot11DeauthenticateStation 



MACAddress,
dot11AuthenticateFailStatus 



INTEGER,
dot11AuthenticateFailStation 



MACAddress,
dot11MultiDomainCapabilityImplemented 

TruthValue,
dot11MultiDomainCapabilityEnabled 


TruthValue,
dot11CountryString 




OCTET STRING,
dot11SpectrumManagementImplemented 


TruthValue,
dot11SpectrumManagementRequired 


TruthValue,
dot11RSNAOptionImplemented 



TruthValue,
dot11RSNAPreauthenticationImplemented 

TruthValue,
dot11RegulatoryClassesImplemented 


TruthValue,
dot11RegulatoryClassesRequired 



TruthValue,
dot11QosOptionImplemented 



TruthValue,
dot11ImmediateBlockAckOptionImplemented 

TruthValue,
dot11DelayedBlockAckOptionImplemented 

TruthValue,
dot11DirectOptionImplemented 



TruthValue,
dot11APSDOptionImplemented 



TruthValue,
dot11QAckOptionImplemented 



TruthValue,
dot11QBSSLoadOptionImplemented 



TruthValue,
dot11QueueRequestOptionImplemented 


TruthValue,
dot11TXOPRequestOptionImplemented 


TruthValue,
dot11MoreDataAckOptionImplemented 


TruthValue,
dot11AssociateinNQBSS 




TruthValue,
dot11DLSAllowedInQBSS 




TruthValue,
dot11DLSAllowed 





TruthValue,
dot11InterworkingServiceImplemented 


TruthValue,
dot11InterworkingServiceEnabled 


TruthValue,
dot11QosmapImplemented 




TruthValue,
dot11QosMapEnabled 




TruthValue,
dot11EBRImplemented 




TruthValue,
dot11EBREnabled 





TruthValue,
dot11ESNetwork 





TruthValue,
dot11SSPNInterfaceImplemented 



TruthValue,
dot11SSPNInterfaceEnabled 



TruthValue,
dot11EASNImplemented




TruthValue,

dot11EASNEnabled





TruthValue,
dot11GASResponseBufferingTime



INTEGER
}

Insert the following elements to the dot11StationConfigTable definitions in Annex D.
dot11InterworkingServiceImplemented dot11EASNImplemented OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“This attribute when TRUE, indicates the STA is capable of emergency alert system notification with external networks. A STA setting this to TRUE implements emergency alert system notification. When this is set to FALSE, the STA does not implement emergency alert system notification.”
DEFVAL (false)
::= {dot11StationConfigEntry 1}
dot11InterworkingServiceEnabled dot11EASNEnabled OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“This attribute when TRUE, indicates the capability of the STA to support emergency alert system when interwork with external networks is enabled. The capability is disabled otherwise.”
DEFVAL (false)
::= {dot11StationConfigEntry 2}



Abstract


This document is a normative text proposal for EASN. The text is aligned with IEEE P802.11u/D4.01, October, 2008.
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