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Document 11-08/0799r2 contained editor instructions to change portions of 11B.2. Some of the changes did not take affect and remnants remain from before the adoption of 11-08/0799r2 that should’ve been removed
In addition, it introduced use of the Challenge Text IE to encapsulate portions of the commit and confirm messages. Implementation of SAE using prime modulus groups has shown this to be problematic. IKE group 5 has a 1024-bit prime modulus which results in the scalar and element being encoded into 2048 bits which is 256 octets. That results in a zero length of the Challenge Text IE. Groups with larger prime modulii would likewise encounter problems. It is therefore proposed to return the encoding of the commit and confirm message back to the pre-11-08/0799r2 days.
Instruct editor to make the following changes described in bold and underlined text. Existing text is modified by indicating added text with an underline and deleted text with a strikethrough. The underline must not carry over into the draft unless otherwise specified.
Modify the following section and table

7.2.3.10 Authentication frame format
Insert order 10 through 14 information fields into Table 7-16




Table 7-16—Authentication frame body

	        Order
	     Information
	                                      Notes

	10
	Anti-Clogging Token
	A random bit-string used for anti-clogging purposes as described in section 11B.2..4

	11
	Send-Confirm Counter
	A binary encoding of an integer used for anti-replay purposes as described in section 11B.2.6.4

	12
	Scalar
	An unsigned integer encoded as described in section  11B.2.6.3

	13
	Element
	A field element from a finite field encoded as described in section 11B.2.6.3

	14
	Confirm
	An unsigned integer encoded as described in section 11B.2.6.4


In table 7-17, modify “Presence of Fields” column for SAE with Authentication transaction sequence number 2: “Send-Confirm Counter is present. Challenge text is present. Confirm is present.”

Add four (4) to figure numbers for s11 on.

Add the following three sub-sections to section 7.3.1

7.3.1.37 Anti-Clogging Token Field

The Anti-Clogging Token field is used with SAE authentication for denial-of-service protection.  The Anti-Clogging Token field is described in figure s11


[image: image1]
7.3.1.38 Scalar Field and Element Field

The Scalar Field and Element Field are used with SAE authentication to communicate cryptographic material. The Scalar Field is described in figure s12 and the Element Field is described in figure s13. Their construction and encoding is described in section 11B.2.3.
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7.3.1.39 Confirm Field

The Confirm Field is used with SAE authentication to authenticate and prove possession of a cryptographic key. The Confirm field is described in figure s14. It’s construction and encoding is described in section 11B.2.3.
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Modify the following section.

7.3.2 Information Elements

Remove row for “Anti-Clogging Token” in table 7-26.
Delete section 7.3.2.104
7.3.2.104 Anti-Clogging Token
The Anti-Clogging token is used by SAE authentication to protect against Distributed Denial of Service Attacks (see 11B.2.4). The format of the Anti-Clogging token is shown in figure s47:

Delete Figure s47 – Anti-Clogging Token, subtrace one (1) from remaining figure numbers.
Modify the following subsections of 11B.2.3 and section 11B.2.4:

11B.2.3.1.1 Generation of the Password Element
Indent the lines “PWE = (x,-y)” and “PWE = (x,y)”
11B.2.3.1.2 Construction of a commit

commit-element = inverse( erasor mask * N)
11B.2.3.1.5 Processing of a Peer’s confirm
              verifier = H(k | send-confirm | peer-commit-scalar | peer-commit-element | commit-scalar |  

                                   commit-element)
11B.2.3.2.1 Generation of the Password Element


pwd-seed = H(PSK)
             pwd-value = KDF(pwd-seed, “SAE Fixing the Password Element”) modulo p

             pwd = pwd-seed pwd-value (p-1)/r modulo p
11B.2.3.2.2 Construction of a commit

commit-element = n inverse(n erasor mask)
11B.2.3.2.3 Processing of a Peer’s Commit

k =(n peer-commit-scalar mod p *  peer-commit-element) rand modulo p 
11B.2.3.2.6 Generation of the PMK


PMK =  H(k | (commit-scalar + peer-commit-scalar) modulo r |

                              (commit-element + *  peer-commit-element) modulo p)
11B.2.4 Anti-Clogging Tokens

The anti-clogging token is a variable length value between 8 and 253 64 and 256 octets which statelessly binds the MAC address of the sender of a commit message.

Remove extraneous text from 11B2.5.1
11B.2.5.1 States

The finite state machine for SAE has the following five (5) possible states:

1. Idle—in the Idle state, the finite state machine only responds to events generated by the IEEE 802.11 SME. The Idle state is for explanatory purposes only and it is not necessary for a compliant state machine to implement it.

2. Listening—in the Listening state, the finite state machine is passively waiting to receive a commit message from a peer.

3. Committed—in the Committed state, the finite state machine has sent a commit message to, and is waiting for a commit message from, a peer. 

4. Confirmed—in the Confirmed state, the finite state machine has sent a confirm message to, and is waiting for a confirm message from, a peer.

5. Accepted—in the Accepted state, the finite state machine has both sent and received a confirm message and the protocol has finished.

Fix formatting errors in section 11B.2.5.1.2 Make the sentence beginning with “Accepted: in the Accepted state…” as numbered item 4, indented and attached to the paragraph with the 3 numbered items above.
Remove extraneous text from following section
11B.2.5.2 Events and Outputs

Events in the finite state machine can come from three (3) different sources: the IEEE 802.11 SME; received frames, timers.

The IEEE 802.11 SME can signal the following events to the SAE finite state machine:

1. Lstn—an MLME-SAE-Listen.request event is used to put the finite state machine in Listening state.

2. Init—an MLME-SAE-Init.request event is used to direct a protocol instance to begin SAE with a designated peer.

3. Kill—an MLME-SAE-Kill.request event is used to remove an instance of a peer which authenticated using SAE. This results in a releasing of all state created to manage this connection.

Frames containing SAE messages can signal the following events to the SAE finite state machine:

1. Recv_Com—this event indicates that a frame containing a commit message has been received from a peer MP.

2. Recv_Con—this event indicates that a frame containing a confirm message has been received from a peer MP. 

3. Rej—this event indicates that a commit or confirm message has been rejected.

4. Req—this event indicates that a commit message requesting an anti-clogging token has been received.

Timers can signal the following events to the SAE finite state machine:

1. Rtrns—this event indicates expiry of T0, a retransmission timer. The last transmitted frame is retransmitted. The default value of this timer is dot11MeshSAERetransTime.

2. Stale—this event indicates expiry of T1, a timer indicating state for a peer MP must be deleted. The default value of this timer is dot11MeshSAEStalePMK.

Actions performed in response to events are:

1. Snd_Com—this indicates that the protocol instance sends a commit message to a peer.

2. Snd_Tok—this indicates that the protocol instance sends a commit message with an anti-clogging token.

3. Snd_Con—this indicates that the protocol instance sends a confirm message to a peer.

4. Snd_Rej—this indicates that a rejection message (of a  commit or confirm) is sent to the peer.

5. Snd_Req—this indicates that a protocol instance sends a request to a peer to repeat a commit message with an anti-clogging token.

6. set T0—this indicates setting of the T0 (retransmission) timer to dot11MeshSAERetrans

7. reset T0—this indicates setting of the T0 (retransmission) timer to do11MeshSAERetrans and incrementing the Resend counter.

8. cancel T0—this indicates cancelling of the T0 (retransmission) timer.

9. set T1—this indicates setting of the T1 (stale state) timer to <PMK-lifetime>.

Fix formatting error in 11B.2.5.2.2. Indent the second numbered item in “The protocol instance generates output from the following events” to align with the first numbered item.

Modify the following section:
11B.2.5.5.2 Protocol Instance Behavior

State machine behaviour is illustrated in figure s53 s54. 
Make the following changes to section 11B.2.5.5.2b:
Remove the bullet from line 29 and append it to the sentence ending on line 28. Text should appear as:

“…and transmits a new Commit message to the peer, zeros Sync, and remains in Committed state.” 
Remove the bullet from line 37 and append it to the sentence ending on line 36. Text should appear as:

“…BadAlg is set and the value of Sync is checked.”
Remove the bullet item on line 43 and append it to the sentence ending on line 42. Text should appear as:

“If Sync is not greater than five (5)….”
Remove the bullet item from line 56 and append it to the sentence ending on line 55. Text should appear as:

“The numerically less of the two protocol instance zeros Sync, increments Sc, ….”
Modify the following two sections:

11B.2.6.3 Encoding of commit Messages
A commit message consists of a Challenge Information Element  Scalar field (section 7.3.1.38) containing the scalar followed by an Element field containing the field element (section 7.3.1.38) 
11B.2.6.4 Encoding of confirm Messages
A confirm message consists of a Send-Confirm field (see 7.3.1.36) and a Challenge Information Element Confirm field (see 7.3.1.39) containing the output of the random function as described in section 11B.2.3.1.4.
References: 
documents 11-08/0799r2 and  11-08/0299r1
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Abstract


The current draft was not edited correctly after the adoption of 11-08/0799r2 and implementation of SAE has highlighted an issue with the use of the Challenge Text IE. This document addresses both of these issues.





Figure s11—Anti-Clogging Token
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Figure s12—Scalar





Figure s13-- Element
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Figure s14-- Confirm
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