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Notes taken from http://cs.itd.nrl.navy.mil/work/smf/index.php
Accomplishing duplicate packet detection of native (unencapsulated) IP packets presents several challenges:

1. While the IPv4 packet "id" field (a 16-bit sequence) number is available to discriminate duplicate packets, its implementation varies in different operating systems (e.g. always set to ZERO, incremented on a "per socket" basis instead of global, etc). Furthermore, when incremented on a global basis (with respect to the originating host's IP packet transmission), other data flows (TCP sockets or other multicast or unicast flows) may cause the field to be incremented haphazardly (or wrap quickly) with respect to a specific flow of traffic. Ideally, a sequence number that incremented on a per-IP destination basis (with respect to an originating source) would be most useful for duplicate packet detection. There are also further issues to consider with respect to the possibility of IP security (IPSec) operation or network address translation (NAT) presence that complicate matters. 

2. In IPv6, there is no equivalent to the IPv4 "id" field, so duplicate detection is further complicated. 

Notes taken from other web searches 

TCP has a 32-bit sequence number and duplicate detection; UDP has no sequence number and so no possibility of duplicate detection; RTP (over UDP) has a 16 bit sequence number “for reordering and detecting packet loss” (yet I cannot locate any explicit language anywhere requiring or even recommending its usage for duplicate detection; certainly RFC 3550 has no explicit requirement for duplicate detection). 

Although IP, TCP, UDP and RTP are the major protocols, they actually represent just a small selection of the total universe of potential protocols that may be run over 802.11. It is infeasible to explore all possibilities and pathologies.
Conclusion

802.11aa should require duplicate detection on group addressed frames. Anything else is potentially unsafe and provides the potential for unpredictable and perhaps severe side-effects.



Abstract


Duplication detection at upper layers is unreliable
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