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Thursday, October 9, 2008
Chair: Jesse Walker
Acting recording secretary: Peter Yee
Attendees

Attendees at this ad hoc meeting are: Jouni Malinen (Atheros), Kapil Sood (Intel), Jesse Walker (Intel), Peter Yee (RSA Security/EMC on behalf of NSA/IAD).
Call to order and agenda

Meeting called to order on Thursday, October 9, 2008 by Jesse Walker at 9:13 a.m. Pacific Daylight Time (PDT).  The chair then reviewed the following topics from the agenda:

· The agenda is document number 11-08/1224r0
· The chair displayed and read the IEEE patent policy

· The membership had no questions on the policy

· The chair requested information on essential patents, patent claims, and pending patent applications and called for letters of assurance.  No response was made to the call

· The agenda was accepted by unanimous consent

Sponsor Ballot Comment Resolution
The chair noted that sponsor ballot comments are stored in spreadsheet 11-08/1070r4.  The sponsor ballot has closed.
Comment #201
· Countered.  Will rename “ping” to “MFP ping” (for Management Frame Protection) and add MFP to the acronyms list.

Comment #254

· Countered.  Indicate that the standard does not provide broadcast/multicast Robust Management frame confidentiality.

Comment #255

· Rejected.  Following paragraph (lines 17-19) address the issue.

Comment #256

· Countered.  Replaced “BIP” with “Broadcast/Multicast Integrity Protocol (BIP)”.

Comment #239

· Assigned to Jesse Walker to study the matter and come back with a proposed resolution tomorrow.
Comment #264

· Assigned for further study, particularly as Jouni Malinen has comments that are related to this topic.

Comment #265

· Countered.  See Comment #201.

Comment #259

· Countered.  The gist of the comment is accepted, with Kapil Sood to bring back suggested text.
Comment #209

· To be discussed further along with Comments #201 and 265.

Comment #251

· Assigned to Kapil Sood and Jouni Malinen for resolution

Comment #250

· Deferred.  Jesse Walker to contact Darwin Engwer to find out what comments are missing.

Comment #249

· Previous CID 75 should be added to the discussion of ping naming (current comments #201, 209, and 265).  Previous CIDs 58, 59, 60, and 61 have been handled in principle according to the previous comment resolutions.

Comment #248

· The task group has already rejected the previously submitted comments covered by this comment.  These comments should be submitted to TGmb as the apply to the terminology of the base standard.
Comment #25

· Countered.  Already resolved in the published version of 802.11r so the requested change is not necessary in 802.11w

Comment #175

· Rejected.  The name was established through a compromise which is unlikely to please everyone.
Comment #260

· Assigned to the task group for further study.

Comment #261

· Assigned to the task group for further study.

Comment #176

· Accepted.

Comment #221

· Rejected.  The comment applies to the base standard, not the changes made by the P802.11w draft.  The comment should be submitted to TGmb.

Comment #82

· Accepted.

Comment #222

· Rejected.  The comment is likely correct, but it applies to the base standard and should be submitted to TGmb.

Comment #177

· Accepted.

Comment #164

· Countered.  A sentence will be added to Clause 5.4.3.8 saying that “Robust Management Frame protection is implemented by the CCMP, BIP, and MFP Ping protocols.”
Comment #83

· Accepted.

Comment #199

· Countered.  Will change “group authentication” to “message integrity.”

Comment #225

· Countered.  Change “is” to “may only be” and remove the next “only” in the sentence.

Comment #263

· Countered.  Replace the first minus to an em dash similar to what appears in the base standard in table 7-22.
Comment #262

· See resolution to #262

Comment #84

· Accepted.

Comments #200, 180, and 85 (all related)

· Countered/Accepted.  Text from comment #85 cover this issue.

Comment #178

· Countered.  See Comment #85.
Comment #86

· Rejected.  Based on prior debate, the comment resolution committee does not believe this is an issue in practice.

Comment #179

· Countered.  See resolutions to Comment #85.

Comment #87

· Accepted.  Will require action on the part of the ANA, which may delay completion of the recirculation ballot.
Comment #183

· Accepted.

Comment #88

· Countered.  See resolution to Comment #61.

Comment #202

· Accepted.  See resolution to Comment #36.

Comment #91

· Accepted.

Comment #236

· Countered.  See resolution to Comment #90.

Comment #90

· Accepted.

Comment #237

· Countered.  Will remove first row and fourth column.  Will rename new fourth column as “IGTK.”
Comment #238

· Countered.  Add a new column called “key derivation type” with the following values as listed by suite type: 0: reserved; 1, 2: 8.5.1.1; 3​, 4, 5, 6: 8.5.1.5.2; 7-255: reserved; vendor-any: vendor specific; OUI-any: reserved.  8.5.1.1 and 8.5.1.5.2 refer to the clauses in which the relevant key deriviation functions are defined.
Comment #184

· Accepted.

Comment #185

· Countered.  Mostly accepted, but “prevent” is changed to “detect.”

Comment #24

· Assigned to Jouni Malinen

Comment #234

· Countered.  See resolution to Comment #62

Comment #240

· Deferred.
Comment #167

· Countered. See resolution to Comment #62

The meeting recessed at 11:50 a.m.

The meeting re-adjourned at 1:15 p.m.

Comment #63

· Countered.  Wording of final element of suggested resolution modified slightly, but otherwise accepted.

Comment #64

· Accepted.

Comment #244

· Rejected.  The group could not identify any timestamp field protected by CCMP.

Comment #266

· Accepted.  MMPDUs are transmitted and received as MPDUs, and MPDU does not exclude MMPDUs.   No change is needed in the text.

Comment #96

· Accepted.  The removal resolution option in the proposed change is accepted.

Comment #186

· Countered.  Essentially accepted with the addition of a comma.
Comment #187

· Countered.  While the general principle requested by the commenter is understood, the committee elected to use different text to meet the perceived comment requirement.

Comment #267
· Accepted.  Will change MPDU to MMPDU in clause 8.3.4.3.

Comment #242

· Countered.  See resolution to Comment #228.  The word “silently” is removed.  In the base standard, there is precedence for requiring MIB variables (see clause 6.1.2 for example).
Comment #241

· Pending.  Kapil to explore moving text and updating.
Comment #228

· Accepted.  Kapil Sood will generate the amended text.

Comment #23

· Accepted.  Will clarify that what is being concatenated is the Management Frame Body inclusive of the MMIE.

Comment #189

· Countered.  The text will state that the frame is to be composed of the IEEE 802.11 header, management frame body, including MMIE, and FCS, and that the MMIE appears last in the frame body.

Comment #190

· Countered.  Instead change text to read “Transmit the frame.”

Comment #67

· Countered.  See resolution to Comment #189

Comment #99

· Accepted.
Comment #270

· Countered.  The concept is generally agreed to by the committee, but a submission is needed.  Assigned to Peter Yee.
Comment #268

· Countered.  Clarification about discarding is made.  Public Action frames are dealt with according to the resolution to Comment #270.
Comment #100

· Accepted.

Comment #169

· Countered.  See resolution to Comment #100.

Comment #101

· Accepted.

Comment #68

· Countered.  See Comments #100 and 101.

Comment #103

· Accepted.

Comment #102

· Accepted.

Comment #191

· Accepted.

Comment #204

· Accepted.  Will use the first suggested resolution in the comment.
Comment #104

· Accepted.

Comment #205

· Accepted.

Comment #105

· Countered.  Delete starting at the comma in the STA Action for the rows identified as (1 1 0 0), (0 0 1 1), (1 0/1 0 1), and (0 1 1 0/1).  Further, replace “connection” with “security association”.
Comment #106

· Countered.  Essentially accepted except that “Frame” is replaced with “frame”.

Comment #70

· Countered.  See resolution to Comment #107.  Plus deleted the words “resulting from receipt of a corresponding MMPDU” in sub-bullet 1.
Comment #107

· Accepted.

Comment #71

· Countered.  See resolution to Comment #107.

The spreadsheet will be uploaded as 11-08/1070r5.

The meeting recessed at 4:50 p.m.

Friday, October 10, 2008
Chair: Jesse Walker
Acting recording secretary: Peter Yee
Call to order and agenda

Meeting called to order on Friday, October 10, 2008 by Jesse Walker at 8:51 a.m. Pacific Daylight Time (PDT).  The chair then reviewed the following topics from the agenda:
· The chair requested information on essential patents, patent claims, and pending patent applications and called for letters of assurance.  No response was made to the call

Motion (8:53 a.m.): "Moved that the P80211w Sponsor Ballot Comment Resolution Committee express its deepest condolences to our editor Nancy and her family on the loss of her Mother."

· Moved by Kapil Sood, seconded by Jouni Malinen
· No debate on the motion

· The motion was approved by unanimous and solemn consent

Sponsor Ballot Comment Resolution
The chair noted that sponsor ballot comments with updated resolutions are stored in spreadsheet 11-08/1070r5.

Comment #157
· Deferred.  Submission required.

Comments #109, 156,

· Deferred.  To be resolved in concert with Comment #157.

Comment #207

· Countered.  The essence of the comment is accepted, but the wording is clarified with the addition of “and if MFP was negotiated” replacing “dot11RSNAProtectedManagementFramesEnabled is true”.  A similar change is made at line 53 on the same page.
Comment #7

· Accepted.

Comment #155

· Deferred.  To be resolved in concert with Comment #157

Comment #72

· Accepted.

Comment #20

· Countered.  The text is replaced with a clearer pointer to the KDF in 8.5.1.5.2 (802.11r).

Comment #21

· Countered.  We will note that the method given in 8.5.1.3 is one way to do things, but the PRF in 8.5.1.5.2 could also be used.
Comment #22

· Countered.  In 8.5.1.2 text will be added to indicate that in the case of pre-authentication, SHA-1 will not be replaced with SHA-256 because an AKM has not yet been negotiated and therefore the selection of SHA-256 cannot be reliably accomplished.
Comment #245
· Countered.  In 8.3.4.1 a CMAC TLen value of 128 (16 octets) with the output truncated to 64 bits is now used.  This ensures consistent CMAC usage.  Additional clarification of the use of the term “AES-128-CMAC” was also made in table 7-32, section 7.3.2.25, and Table 7-33 (plus notes) by replacing it with “BIP”.
Comment #73

· Accepted.

Comment #112

· Countered.  Added subscripted GTK and IGTK to separate the usage of KeyID.
Comment #117

· Countered.  One use of M will be replaced with N´.  A corresponding change will also be made in 8.5.4.

Comment #116

· Deferred.  Assigned to Jesse Walker.
Comment #40

· Deferred.
Comment #148

· Deferred.
Comment #52

· Deferred.
Comment #152

· Deferred until the committee addresses Clauses 10 and 11.

Comment #123

· Accepted.

Comment #124

· Accepted.
Comment #154

· Accepted.

Comment #153, 159, 160, 53, 54

· Deferred for later discussion.

Comment #162

· Accepted.

Comment #208

· Verbed.  Will clarify table addition in 10.3.17.1.1.2 so that the valid range is 0‑4095, but a note is added that the range 0‑3 is used with WEP, TKIP, and CCMP, and 4-5 with BIP, and 6-4096 are reserved.
Comment #127

· Accepted.
Comment #75

· Accepted

Comment #76

· Rejected.  The SA Query function of the MFP Ping should be available in contexts other than infrastructure BSS.
Comment #252

· Countered.  See resolution to comment #9.
Comment #29

· Countered.  See resolution to comment #9
Comment #9

· Accepted.

Comment #130

· Accepted.

Comment #133

· Deferred.
Comment #269

· Rejected.  Neither the draft nor the base standard encrypt association messages.  The base does handle authentication but not encryption of re-association messages.
The meeting recessed at 12:04 p.m.

The meeting re-adjourned at 1:34 p.m.
Comment #79

· Deferred.  Jouni and Kapil to study this issue more and determine a proposed resolution.
Comment #10

· Deferred.  To be considered in conjunction with Comment #79.
Comment #78

· Countered.  The concept is acceptable, but it will not be mandatory to implement.
Comment #77

· Countered.  A new paragraph will be appended to 11.3.2.2 indicating that in the case of a failed Ping procedure if an AP gets an association request from a STA for which there is already a security association, then the AP will first send a protected Disassociate frame to the STA indicating the previous authentication was no longer valid.  A corresponding change is made in 11.3.2.4.
Comment #134

· Accepted.  See Comment #200.

Comment #80

· Rejected.  Comment should be submitted to TGmb.

Comment #172
· Rejected.
Comment #135

· Accepted.  See Comment #200.

Comment #173

· Rejected.  Similar reasons to the response to Comment #172.

Comment #163

· Rejected.  BIP does not encrypt broadcast frames.  It supports an integrity mechanism which should be transparent to non-11w STAs.

Comment #258

· Rejected.  There are no other use cases for the Ping procedure besides those noted in the comment.

Comment #230

· Rejected.  Ping procedure is required of all implementations of 802.11w.  The only use of the Ping procedure in 802.11w is to validate an existing security association when MFP is used.

Comment #174

· Rejected.  11.20 is intended to describe procedure, not usage.
Comment #32

· Countered.  Change Ping sequence to something meaning that a Ping procedure is in process.

Comment #140

· Accepted.

Comment #141

· Accepted.

Comment #81

· Deferred.

Comment #142

· Accepted.

Comment #12

· Accepted.

Comment #11

· Countered.  DEFAULT should be replaced with DEFVAL.
Comment #47

· Accepted.

Comments #13 and 14

· Deferred.

Comment #14

· Deferred.

Comment #144

· Accepted.

Comment #15

· Deferred.

Comment #16

· Rejected.  Setting to 0 would allow the attacks that Ping is supposed to prevent.

Comment #145

· Countered.  Accepted in principle with “reply” replaced by “replay.”
Comment #18

· Deferred.  Jouni to supply test vectors.  Jesse also to search for his previous submission which contained a test vector.
Comment #212

· Rejected.  The commenter does not properly understand the goal of Ping.

Comment #243

· Rejected.  Use of discard is consistent with usage in the base standard.

Comment #197

· Rejected.  802.11-2007 uses the term “broadcast/multicast” extensively.  Comment should be submitted to TGmb.

Comments #215, 217, 216, 213, 214

· Rejected.  No rationale provided.  The committee believes Ping has value.

Motion (3:49 p.m.): “Move to adopt the comment resolutions in Comment Group 2 (‘Generic Santa Clara OK’) from 11-08/1070r06 and instruct the editor to incorporate these resolutions into the draft.”

· Moved by Kapil Sood, seconded by Jouni Malinen

· No discussion on the motion

· Vote: 3 for – 0 against – 0 abstentions

· Motion passes

Motion (3:51 p.m.): “Move to request ANA to

· Allocate a new status code for “Robust Management frame policy violation”

· Deallocate reason codes 25 and 26.”

· Moved by Jouni Malinen, seconded by Peter Yee

· Kapil Sood spoke firmly in support of the motion

· Vote: 3 for – 0 against – 0 abstentions

· Motion passes

The meeting adjourned without objection at 3:53 p.m.
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