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Wednesday, September 24, 2008, 12:00-1:00 PM EST
Chair: Jesse Walker
Acting recording secretary: Kapil Sood
Attendees:  Jesse Walker, Nancy Cam-Winget, Kapil Sood, Jouni Malinen, Adrian Stephens, Dick Roy
Call to order and agenda

Meeting called to order.  The chair then reviewed the following topics from the agenda:

· The Chair made everyone aware of the IEEE patent policy
· Everyone aware of patent policy and no LOA at this time

· Agenda is to resolve comments from SB.  No proposal to change the agenda, and approved by unanimous consent.
· The meeting Agenda is to go over comments resolution in document number 11-08/1070r4
· All editorial comments assigned to Editor (Nancy Cam-Winget) for resolution.  No objections to that.
· All comments ordered per page, line and clause
· CID 251: (D. Engwer’s comment submitted by Kapil Sood)
· This is LB 121 (CID 71)

· The group tried to interpret the comment.  If non-AP STA has a PTK, then it can send a TGw protected association.  In 11r case, Associaiton is protected.
· For 11i re-associaiton case, Associaiton message can be protected.  If this needs to be done, then it should be done aligned with 11r procedures.
· 11r is optional, so cannot depend on that.  This feature is OK, for corner-cases, but concerns of hardware impacts, and that it doesn’t solve all problems.  Re-associaiton to same AP happens often, and should not be delayed due to Pings.
· This is too much complexity w/o covering all cases for Ping, e.g. Client crashing scenarios.  If clients need a fast transition to an AP, then they should use 11r, and if not, then a few msecs delay from Ping may not matter.
· Problem with this mechanism is a replay problem.  Re-Assoc request is an un-solicited message.  AP should distinguish a replay from a crash, where the possibility of using a plaintext re-association has to be supported.
· The Ping process will prevent a client from re-associating with the same AP.  Cases where a clients switch due to changing QoS parameters which can only be changed on association.
· Group agrees on some change in draft is needed, which currently forbits re-association w/o a new key
· This should be an optional feature, as if client looses a key, then plaintext association needs to be sent.  How can we mandate a client to use existing PTK to protect an association to change those parameters?

· A client may know its PTK has been compromised, so it may want to do a new association plaintext.
· There should be a separate method/mechanism to change those rates and other params, so why is association being used for that.  It is an expensive operation.  Chair ruled this change as out of order, as defining new mechanisms is outside scope of TGw.
· Consensus that something needs to be done, and that this should be optional for a number of reasons.  3 options: (1) Use TK to encrypt association; (2) use 11r-like procedure using 11r defined IEs.  (3) Client to drop the PTK and client does not respond to the Ping.
· Jesse to discuss this discussion with Darwin, as the comment is hard to follow.  
· Kapil to bring-in proposed text for modifying the ping procedure, to address 3rd option.
· Reminder of next meeting at the AdHoc on Oct 9-10th in Santa Clara.
Wednesday, October 15, 2008, 12:00-1:00 PM EST
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Attendees:  Jesse Walker, Nancy Cam-Winget, Kapil Sood, Jouni Malinen,
Call to order and agenda

Meeting called to order.  The chair then reviewed the following topics from the agenda:

· The Chair made everyone aware that this is SB Resolution Committee meeting; and reminded everyone of the IEEE patent policy
· Everyone aware of patent policy and no LOA at this time

· Agenda is to resolve comments from SB.  No proposal to change the agenda, and approved by unanimous consent.

· The meeting Agenda is to go over comments resolution in document number 11-08/1070r6
· Comment group 1 and 2 have been resolved, and awaiting Editor to review and incorporate changes.
· Comments classified in Groups 3-10, which needs to be resolved.

· Start will all Comment Group #5

· CID 201, 265: Counter
· Editor will make Ping name changes to SA Query, including change to names of other MIB variables that will be impacted.

· CID 209: Accept 
· Editor will implement the first part of the proposed resolution.

· CID 249: Counter
· Comment resolution description updated by Chair in v07.

· Discuss Comment Group #3
· The term negotiation may be incorrect, as this is an agreement procedure.  AP proposes and STA can decide whether it chooses or not.

· We need text proposed for all 5 comments in this group. 
· “AP and STA agree on whether or not to use 802.11w”.  It will be easier to replaced “Enabled” with “Negotiated”, and define “Negotiated”.

· Kapil to propose text for this

· Comment Group #7
· These discuss duplications of normative behavior.
· This requires a submission.  Jesse will take a shot at that.
· Comment Group #8
· Jesse sent out an email with proposed changes.

· In some places in the draft, we use PN when we need to use IPN.  
· Look for RSC in the draft.  Jesse will investigate further for RSC.

· We cannot resolve this issue on this call.  
· Jouni will take on this RSC cases.

· Meeting adjourned.

Wednesday, October 22, 2008, 12:00-1:00 PM EST
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Attendees:  Jesse Walker, Kapil Sood, Jouni Malinen, Nancy Cam-Winget, Dick Roy
Call to order and agenda

Meeting called to order.  The chair then reviewed the following topics from the agenda:

· The Chair made everyone aware that this is SB Resolution Committee meeting; and reminded everyone of the IEEE patent policy
· Everyone aware of patent policy and no LOA at this time

· Agenda is to resolve comments from SB.  No proposal to change the agenda, and approved by group.
· Go through all emails suggesting resolutions to comments

· CID 239: Accept
· Reviewed email thread (Jesse/Jouni)
· Changing to IPN, and in some places replay counter and such will be used
· Change the proposed resolution for this comment to that given in the email.  Jesse cut and pasted the changes into the spreadsheet

· Jesse will post spreadsheet with update for people to review before voting on this.

· CID 116: Accept
· Resolved as pointing to CID 239

· CID 24: Counter
· Email from Jouni

· “length” is the length of the entire KDE, as specified in base standard

· Changes in the email look OK to everyone.
· Jesse updates the comment resolution in the comment resolution spereadsheet
· Comment Group #3:

· Email from Kapil containing Document # 1231r0
· Remove the “shall” and replace with “is”.
· More edits for grammar.
· Continue with this document next week.
· Kapil to upload 1231r0 and minutes, and Jesse to upload 1070r8 of the comment resolution spreadsheet.

· Meeting adjourned.

Wednesday, October 29, 2008, 12:00-1:00 PM EST
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Attendees:  Jesse Walker, Kapil Sood, Jouni Malinen, Dorothy Stanley, Nancy Cam-Winget
Call to order and agenda

Meeting called to order.  The chair then reviewed the following topics from the agenda:

· The Chair made everyone aware that this is SB Resolution Committee meeting; and reminded everyone of the IEEE patent policy
· Everyone aware of patent policy and no LOA at this time

· Agenda is to resolve comments from SB.  No proposal to change the agenda, and approved by group.  Agenda to resolve comments from document 11-08-1070-08.
· Assigned Editorials to Editor
· Comment Group #3: Document 11-08-1231-00
· Kapil to update Section A, and upload 1231-01

· CID #241 in 11-08-1231-00
· Kapil restructured BIP clause
· Discussed and finalized 8.3.4.4, 8.3.4.5, and 8.3.4.6
· CID # 251 in 11-08-1231-00
· Proposed reject with explanation in the document

· Discussed and finalized the resolution
· CID # 259 in 11-08-1231-00
· Proposed reject with explanation in the document

· Discussed and finalized the resolution

· Need to be consistent with the base draft

· Kapil to update document 11-08-1231-01 and post it.
· Editorial comments

· Group voted on authorizing Editor for editorial comments.  Nancy mentioned will work on Editorial comments.

· Meeting adjourned.

Wednesday, January 7, 2009, 12:00-1:00 PM EST
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Attendees:  Jesse Walker, Nancy Cam-Winget, Kapil Sood, Jouni Malinen, Dorothy Stanley
Call to order and agenda

Meeting called to order.  The chair then reviewed the following topics from the agenda:

· The Chair made everyone aware of the IEEE patent policy
· Everyone aware of patent policy and no LOA at this time

· Jesse had updated 11-08-1070-14-000w-d6-0-sponsor-ballot-comments to address IEEE staff concerns.
· Jesse had spoken with IEEE Mike Kepness, who had 2 objections:
· First, use of comment resolution terminology compared to the Sponsor tool, was unacceptable.
· Second, they did not like things like “See CID xx”, and Jesse changed it to address those concerns.

· Jesse updated comments resolution per IEEE requirements, per suggestions from attendees.
· Jesse updated and uploaded 11-08-1070-15-000w-d6-0-sponsor-ballot-comments, and updated more comments form the attendees. 
· Jesse updated and uploaded 11-08-1070-16-000w-d6-0-sponsor-ballot-comments.
· MOTION: Move to adopt the comment resolutions in document 11-08-1070r16
· Mover: Nancy Cam-Winget
· Second: Dorothy Stanley

· Result: Yes: 3
No: 0
Abstain: 0
· No discussion on the motion

· No other business
· Meeting adjourned.

Wednesday, February 4, 2009, 12:00-1:00 PM EST
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Attendees:  Jesse Walker, Nancy Cam-Winget, Kapil Sood, Jouni Malinen, Dave Stephenson, Dorothy Stanley
Call to order and agenda

Meeting called to order.  The chair then reviewed the following topics from the agenda:

· The Chair made everyone aware of the IEEE patent policy
· Everyone aware of patent policy and no LOA at this time

· Latest Comments Spreadsheet is 11-09-0073r3
· 5 open comments
· 2 oustanding comments are addressed by Kapil’s submission - 11-09-0181-00-000w-TGw-TransactionId-SAQuery-Adjustment
· Everyone is OK with the changes, as proposed.
· CID #41, as being resolved by the adoption of the text in 11-09-181r0.

· Everyone Agree

· CID #57: Principal.  Resolved by the resolution of CID #41

· Jesse to update the Comment Resolution Spreadsheet as 11-09-0073-04-000w-d7-0-sponsor-ballot-comments
· CID #11
· Jouni will propose another way to resolve this, which will require an SA Query to be sent from non-AP STA.  This is when non-AP STA is in PS mode.
· If an AP crashes, it will not be able to send protected disassoc/deauth.  So, extend the SA Query to be sent by non-AP STA to check for AP liveness.
· Core idea of Jouni’s proposal is for the non-AP STA to start an SA Query when it receives an unprotected disassoc/deauth.

· So, making the SA Query bi-directional.  It may require a subtle state machine, and how the SA Query will work in all the different scenarios.
· So, if people want to enable this, then a proposal will be in order.
· Jouni will develop this proposal.  Question is which round – this one, or at the next re-circ.  Chair mentioned that he would prefer technical resolutions on this draft, and address all comment now.
· Security of Public Action frames
· 802.11u case requires unicasting the messages for Public Action frames.  
· Now, protecting 11u frames would require the change in semantics of the public action frames.  These could be sent or received before association as unprotected, and be protected after keys were established.
· Why do we need to overload sematics of the Public Action frames beyond what is already meant to be Public?
· Who and where the decision will be made for when to protect this frame?  So, no need to have 2 diffreent frame types.
· These will be sent protected in some cases and unprotected in others.  What does it mean to be protected – what suddenly makes it important for protection in some case and still open for other non-AP STAs?
· These frames could be confirmed in 4way handshake but these are not small.  We could use a new IE which would have an ordered list of IE identifiers followed by those IEs.  So, a receiver could verify that those lists of IEs was confirmed.
· TGu used for Service Discovery.  There are impacts to upper layers (SME) when you try to protect Public Action frames.  So, knowledge of this has to be sent up to SME.
· In order for SME to rely on those being protected, it needs to know that information.  It may be reasonable to extend MLME primitives to provide this protection using a different Action category for such frames.
· There are implications for protecting and simultaneously unprotecting Public Action frames.
· Nancy will bring a proposal strawman next week.

· Pseudo code does not have exclusion of Public Action frames.  So, that would have to be addressed.
· For next week, we will consider Jouni’s proposal and Nancy’s proposal.

· No other business.
· Meeting adjourned.
Wednesday, February 11, 2009, 12:00-1:00 PM EST
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Attendees:  Jesse Walker, Nancy Cam-Winget, Kapil Sood, Jouni Malinen, Dave Stephenson, Dorothy Stanley
Call to order and agenda

Meeting called to order.  The chair then reviewed the following topics from the agenda:

· The Chair made everyone aware that we are operating under IEEE LMSC rules and everyone aware of the IEEE patent policy
· Everyone aware of patent policy and no LOA at this time

· Agenda to review Jouni’s and Nancy’s documents today
· Document 11-09-235r0 – Jouni Malinen

· Issue is when the AP drops the association.
· No other changes needed to Clause 7 or 10.  Adding processing to 11.3 when a non-AP STA may want to confirm its SA.
· Editorial question: Just to change the first paragraph, so that it would be applicable to either direction.  The first para describes the AP case.  The second one is about non-AP STA.  
· Delete the last sentence.
· Check wording of “no valid” with AP Association procedures.  Jouni to make it consistent with AP Association procedure.
· Which State should the non-AP STA be after it deletes the SA?  Change to State 1.
· Insert a “the” before “SA Query Process”.
· Jouni to post a revision r1 to the document

· Nancy distributed a proposal to analyze/update the pseudo-code

· Match the “if” and “end if”.  They match.
· The Action frame type is “encrypted” and hence, it needs to be decrypted prior to detecting what type of frame it is.
· The Rx side of pseudo code is analyzed
· Current state machines process Public Action frames, so that should be re-ordered to clean-up Public Action frame issue.
· Jouni fine with protecting the public action frame to be encrypted for unicast.  Jesse is not in favor of protecting broadcast Public Action frames.
· Should we use this diagram flow better than Public Action frames?
· To protect broadcast, we’d need a more sophisticated broadcast protection mechanism.  Use cases for broadcast are when APs snoop on each others traffic.
· Location trackng application in 11v is one that needs to be protected.  What are 11v requirements?  Use case for unicast Public Action frame is separate from the broadcast use cases.  11w should not wait for 11v, and move forward.
· Unprotected Broadcast Public Frames are acceptable in same BSSID.  11w will not make those enhancements to extend Broadcast Management frames.
· Allow unicast Public Action frames to be allowed anytime, but always protected when STA achieves SA.
· Consensus on protecting unicast Public Action frames after the SA is established.  Nancy to bring in a text proposal.
· Next Meeting in 2 weeks. 
· Meeting adjourned.
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